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Chapter 1

About This Document

This document,SSHSecure Shellfor Servers Administrator’s Guide, containsinstructionson thebasicad-
ministrative tasksof SSHSecureShell. Thedocumentis intendedfor thesystemadministratorsresponsible
for theconfigurationof SSHSecureShellsoftware.

To usetheinformationpresentedin thisdocument,youshouldbefamiliarwith UNIX systemadministration.

Thedocumentcontainsthefollowing information:

� introductionto SSHSecureShell

� configurationoptions

� authenticationoptions

� keyboard-interactiveauthenticationoptions

� usingSSHSecureShell

� appendix(list of supportedstandardsandauthenticationmethods)

Installationinstructionsfor SSHSecureShellsoftwarecanbefoundin SSHSecure Shellfor Servers Quick
Start Guide, includedin the CD-ROM packageandavailableon the SSHWeb site (http://www.ssh.

com/support/ssh/ ). For moreinformation,seethemanualpagesincludedin thedistribution.

1.1 Available Manual Pages

Thefollowing manualpagesareincludedin thedistribution:

� ssh2 : secureshellclient (remotelogin program)

SSHSecureShellAdmin Guide c
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8 Chapter 1. About This Document

� scp2 : securecopy client

� sftp2 : secureftp client

� ssh-add2 : addsidentitiesfor theauthenticationagent

� ssh-agent2 : authenticationagent

� ssh-certenroll2 : certificateenrollmentclient (includedonly in thecommercialdistribution)

� ssh-certificates : describestheconfigurationfiles andoptionsneededwhenusingcertificates
with ssh2software(includedonly in thecommercialdistribution)

� ssh-chrootmgr : setsupchroot-readyenvironmentfor users

� ssh-dummy-shell : ultimatelyrestrictedshell

� ssh-externalkeys : generaldocumentationaboutusingexternalkeyswith ssh2software

� ssh-keygen2 : authenticationkey pairgeneration

� ssh-probe2 : seekssshserversfrom thelocalnetwork

� ssh-pubkeymgr : setsuppublic-key authenticationfor users

� ssh2 config : formatof configurationfile for ssh2

� sshd-check-conf : checkwhatyourconfigurationallowsor deniesbasedon incominguserand/or
hostname

� sshd2 : secureshelldaemon

� sshd2 config : formatof configurationfile for sshd2

� sshd2 subconfig : advancedconfigurationof sshd2

� sshregex : describesthe regularexpressions(or globbingpatterns)usedin filenameglobbingwith
scp2andsftp2andin theconfigurationfilesssh2configandsshd2config
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Chapter 2

Intr oduction to SSHSecureShell

SSHSecureShell is a programthat allows securenetwork servicesover an insecurenetwork, suchasthe
Internet.

TheSecureShellconceptoriginatedon UNIX asa replacementfor theinsecure”Berkeley services”,thatis,
thersh , rlogin , andrcp commands.

SSHSecureShell replacesother, insecureterminalapplications(suchasTelnetandFTP ). It allows you
to securelylogin to remotehostcomputers,to executecommandssafelyin a remotecomputer, to securely
copy remotefiles, to forwardX11 sessions(on UNIX), andto provide secureencryptedandauthenticated
communicationsbetweentwo non-trustedhosts. Also arbitrary TCP/IP ports can be forwardedover the
securechannel,enablingsecureconnection,for example,to anemailservice.

SSHSecureShellwith its arrayof unmatchedsecurityfeaturesis anessentialtool in today’s network envi-
ronment. It is a powerful guardianagainstthe numeroussecurityhazardsthat nowadaysthreatennetwork
communications.

Thischaptergivesanoverview of someof thesecurityrisksfacingtheInternetuserandintroducestheSSH2
protocolto combattheserisks.

2.1 Network Security Risks

The openarchitectureof the InternetProtocol(IP) makes it a highly efficient, cost-effective, andflexible
communicationsprotocolfor local andglobalcommunications.It hasbeenwidely adopted,not only on the
globalInternet,but alsoin theinternalnetworksof largecorporations.

TheIP protocolsuite,includingTCP/IP, wasdesignedto providereliableandscalablecommunicationsover
real-worldnetworks.It hasservedthisgoalwell. However, it wasdesignedtwentyyearsagoin aworld where
theInternetconsistedof a few hundredcloselycontrolledhosts.Thesituationhaschanged.TheInternetnow
connectsdozensof millions of computers,controlledby millions of individualsandorganizations.Thecore

SSHSecureShellAdmin Guide c
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10 Chapter 2. Intr oduction to SSHSecureShell

network itself is administeredby thousandsof competingoperators,andthenetwork spansthewholeglobe,
connectedby fibers,leasedlines,dial-upmodems,andmobilephones.

Thephenomenalgrowth of theInternethaspeakedtheinterestof businesses,military organizations,govern-
ments,andcriminals.Suddenly, thenetwork is changingtheway businessis done.It is changingthenature
of tradeanddistributionnetworksandtheway individualpeoplecommunicatewith eachother.

The upsurge of business,scientific,andpolitical communicationson the Internethasalsobroughtout the
usualnegative elements. Criminals are looking for ways of getting a cut of the emerging business. In-
dustrial espionagehasmoved online. Intelligenceagenciesare showing a growing interesttowardsnet-
workedcommunications,andthey oftenexchangeinformationwith domesticcommercialinterestandpoliti-
calgroups.Crackers,exchanginginformationandsourcecode,makeattacksthattenyearsagowerethought
to bewithin thereachof only themostpowerful intelligenceagencies.

It hasturnedout that the IP protocol,while very tolerantof randomerrors,is vulnerableto a numberof
maliciousattacks.Themostcommontypesof attacksinclude:

� Eavesdroppinga transmission,for examplelooking for passwords,credit cardnumbers,or business
secrets.

� Hijacking,or takingovera communicationin sucha way thattheattackercaninspectandmodify any
databeingtransmittedbetweenthecommunicatingparties.

� IP spoofing,or fakingnetwork addressesin orderto fool accesscontrolmechanismsbasedon themor
to redirectconnectionsto a fakeserver.

TheSSH2protocolis designedto protectnetwork communicationsagainstsecurityhazardslike these.

2.2 ProtocolFeatures

TheSSHSecureShellproductsfrom SSHCommunicationsSecurityusetheSecureShellversion2 (SSH2)
protocol.TheSSH2protocolis beingstandardizedin theSecshWorking Groupof theInternetEngineering
TaskForce(IETF).

TheSSH2protocolcontainsthefollowing features:

� Secureterminalsessionsutilizing secureencryption.

� Full, securereplacementfor FTP andTelnet,aswell asthe UNIX r-seriesof commands:rlogin ,
rcp , rexec .

� Multiple highsecurityalgorithmsandstrongauthenticationmethodsthatpreventsuchsecuritythreats
asidentityspoofing.

� Multiple ciphersfor encryption,including3DES,Blowfish,andAES.
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2.3. Differ ent Versionsof the SSHProtocol 11

� Transparentandautomatictunnelingof X11 connectionsandarbitraryTCP/IP-basedapplications,such
ase-mail.

� Automaticandsecureauthenticationof bothendsof theconnection.Both theserverandtheclientare
authenticatedto preventidentityspoofing,Trojanhorses,andsoon.

� Multiple channelsthatallow multiple terminalwindows andfile transfersthroughonesecureandau-
thenticatedconnection.

2.3 Different Versionsof the SSHProtocol

Thecurrentversionof theSSHprotocolis version2 (SSH2).More informationon theprotocolcanbefound
in theIETF-secshInternet-Drafts(http://www.ietf.org/ID.html ).

Note: SSHCommunicationsSecurityconsiderstheSSHprotocolversion1 (SSH1)deprecatedanddoesnot
recommendthe useof it. The SSHstatementregardingthe vulnerability of SSH1protocol is availableat
http://www.ssh.com/products/ssh/cer t/ .

Severaldifferentversionsof theSecureShellclient andserver exist. Pleasenotethat thedifferentversions
mayusedifferentimplementationsof thesshprotocol,andthereforeyou maynot beableto connectto an
ssh1serverusingssh2clientsoftware,or viceversa.

However, the SSHSecureShell server softwareincludessupportfor fallbackfunctionality if SSHSecure
Shell version1.x is alreadyinstalled. (SSHSecureShell for Windows Serversdoesnot includethis func-
tionality.) Furthermore,the SSHSecureShell client now containsinternalssh1emulation,allowing it to
communicatewith ssh1serverswithoutusinganexternalssh1program.

For optimal results,however, upgradeall serversandclientsto the latestavailableversionof SSHSecure
Shell.

Pleasenotethat the versionnumberof the SSHSecureShell softwareproductdoesnot reflectthe version
numberof thesecureshellprotocol,but theversionof thesoftware.

2.4 Legal Issueswith Encryption

The encryptionsoftwareincludedin SSHCommunicationsSecurityproductsis developedin Europe,and
thereforetheseproductsarenotsubjectto USexport regulations.

SSHSecureShellsoftwarecanbeusedin any countrythatallowsencryption,includingtheUnitedStatesof
America.

SSHSecureShellAdmin Guide c
�

2002SSHCommunicationsSecurityCorp.



12 Chapter 2. Intr oduction to SSHSecureShell

2.5 SupportedPlatforms

TheSSHSecureShellServersoftware(thesoftwarecomponentthatallows remoteusersto connectto your
computer)is availablefor mostUNIX andLinux platformsandfor MicrosoftWindowsNT4 (ServicePack5
required),Windows2000,andWindowsXP.

The associatedclient software (the componentthat remoteusersrun on their computers)is additionally
available for Microsoft Windows 95, 98, Me andthe SymbianOperatingSystem. A list of the officially
supportedplatformsis availableathttp://www.ssh.com/products/ssh/po rtabi lity. cfm .

Independentthird partieshave alsoportedSecureShell to otherplatformssuchasOS/2andVMS. These
independentsoftware productsare intendedto be compatiblewith the SecureShell standard. However,
SSHCommunicationsSecuritycanonly provide supportfor softwaredevelopedby SSHCommunications
Security.

2.6 Support

Commercialusersareentitledto technicalsupportfrom SSHCommunicationsSecurityfor ninety(90) days
from the dateof purchaseof the software. If you have purchaseda maintenanceagreement,review your
agreementfor specificterms.

Commercialusersand thoseevaluatingthe softwareprior to purchasecan contactthe SSH SecureShell
technicalsupportby filling outa supportrequestform athttp://www.ssh.com/support/ssh/ .

� Pre-salessupport

http://www.ssh.com/support/ssh/pr e- sale s_sup port.c fm

� Warrantyandmaintenancesupport

http://www.ssh.com/support/ssh/co mmercial_su pport .cfm

Non-commerciallicenseesarewelcometosubmitbugreportsandfeaturerequests,butarenotentitledto tech-
nical supportfrom SSHCommunicationsSecurity. Pleasenotethat SSHCommunicationsSecuritymakes
everyeffort to makeavailableinformationonissuesthatimpactnon-commerciallicensees.SeetheSSHWeb
site (http://www.ssh.com/support/ssh/ ) for more information. Note, for example,the product
FAQ pages.

� BugReports

http://www.ssh.com/support/ssh/bu g- repo rt.cf m

� FeatureRequests

http://www.ssh.com/support/ssh/fe ature - reque st.cfm

Note: Theabove two links arefor submissionsonly - you will not receive a responseto emailssentusing
theseforms.
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Chapter 3

Configuring SSHSecureShell

ThischaptergivesinstructionsonconfiguringSSHSecureShell.

3.1 BasicConfiguration

Thissectioncoverssomebasicconfigurationoptionsthatarecommonlymodified.

3.1.1 Default Locationsof Secure ShellFiles

Thesystem-wideconfigurationfiles arethemostimportant.They arelocatedin thedirectory/etc/ssh2 .
User and systembinariesare storedin /usr/local/bin and /usr/local/sbin , respectively. In
/usr/local/sbin , youwill find sshd2 . All otherbinariesarestoredin /usr/local/bin .

System-Wide Configuration Files

Thesystem-wideconfigurationfiles for theclientandserver, respectively, consistof thefollowing files:

� /etc/ssh2/ssh2 config

� /etc/ssh2/sshd2 config

Examplefilessshd2 config.example andssh2 config.example canbefoundin thesamedirec-
tory.

Userscanhavetheirown configurationfiles. Thesearestoredin ˜/.ssh2 .

SSHSecureShellAdmin Guide c
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14 Chapter 3. Configuring SSHSecureShell

KeyFiles

Thesystempublickey pair (DSSonly) consistsof thefollowing files:

� /etc/ssh2/hostkey

� /etc/ssh2/hostkey.pub

Host keys that are recognized for all users on the local system should be placed in the
/etc/ssh2/hostkeys directory.

User-specifichostkeysshouldbeplacedin the˜/.ssh2/hostkeys directory.

If you are using host-basedauthentication, the system-wide file for recognized host keys is
/etc/ssh2/knownhosts .

User-specificknown hostkeysshouldbelocatedin ˜/.ssh2/knownhosts .

LicenseFile

Commercialpackagesof SSH SecureShell usethe licensefile license ssh2.dat . Non-commercial
packagesdonot includethisfile.

To verify the type of the SSH SecureShell packageyou areusing, display versioninformationwith the
following command:

ssh2 -V

Whenyou acquirea licensefor an evaluationversionof the software,the appropriatelicensefile mustbe
copiedin the correct location. The licensefile is typically storedin the /etc/ssh2/ directory, but a
differentlocationcanbespecifiedby settingtheenvironmentvariableSSHLICENSE FILE .

The licensefile specifiesthe typeof the license,identifiesthe licensee,andindicatesthat the softwarehas
beenlegally purchased.Thefile shouldbesafelystored.

3.1.2 Generatingthe Host Key

Hostkeysaregeneratedduringtheinstallationof SSHSecureShell.Youonly needto regeneratethemif you
wantto changeyourhostkey, or if yourhostkey wasnotgeneratedduringtheinstallation.

To generatethehostkey, performthefollowing tasks:

1. Login asroot .
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2. Kill thesshd2daemonlisteningto port 22:

kill ’cat /var/run/sshd2_22.pid’

If thedirectory/var/run doesnotexist, sshd2 22.pid is in directory/etc/ssh2/ .

3. Generatethehostkey with thefollowing command:

ssh-keygen2 -P /etc/ssh2/hostkey

Note: This will generatea DSA 2048-bithostkey pair (without a passphrase).For moreinformation
on thekey generationoptions,seethessh-keygen2 manpage.

4. Restartsshd2 :

/usr/local/sbin/sshd2

Note: Administratorsthathave otherusersconnectingto their sshd2daemonshouldnotify theusersof the
host-key change.If you donot, theuserswill receivea warningthenext time they connect,becausethehost
key theusershavesavedontheirdiskfor yourserverdoesnotmatchthehostkey now beingprovidedby your
sshd2daemon.Theusersmaynot know how to respondto this error. You canrun thefollowing to generate
a fingerprintfor yournew publichostkey which you canprovide to your usersvia someunalterablemethod
(suchasdigitally signedemail):

ssh-keygen2 -F hostkey.pub

Whentheusersconnectandreceivetheerrormessageaboutthehostkey having changed,they cancompare
thefingerprintof thenew key with thefingerprintyou have providedin your email,andensurethatthey are
connectingto the correctsshd2daemon.Inform your usersto notify you if the fingerprintsdo not match,
or if they receive a messageabouta host-key changeanddo not receive a correspondingmessagefrom you
notifying themof thechange.

This procedurecan help ensurethat you do not becomea victim of a man-in-the-middleattack,as your
userswill notify you if thehost-key fingerprintsdo not match.You will alsobeawareif theusersencounter
host-key changemessageswhenyou havenot regeneratedyourhostkey pair.

It is alsopossibletosendthepublichostkey to theusersviaanunalterablemethod.Theuserscansavethekey
to the ˜/.ssh2/hostkeys directoryaskey 22 machinename.pub . In this case,manualfingerprint
checkis notneeded.

3.1.3 Ciphers and MACs

The algorithm(s) used for symmetric sessionencryption can be chosenin the sshd2 config and
ssh2 config files:

Ciphers twofish,blowfish
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16 Chapter 3. Configuring SSHSecureShell

Thesystemwill attemptto usethedifferentencryptionciphersin thesequencespecifiedontheline. Currently
supportedciphernamesarethefollowing:

� des

� 3des

� blowfish

� twofish

� cast

� arcfour

� aes .

Of theseciphers,BlowfishandTwofishareespeciallysuitablefor file transfers.

Specialvaluesfor thisoptionarethefollowing:

� Any: allowsall theciphervaluesincludingnone

� AnyStd : allowsonly standardciphersandnone

� none : forbidsany useof encryption

� AnyCipher : allowsany availablecipherapartfrom thenon-encryptingciphermodenone

� AnyStdCipher : the sameas AnyCipher , but includesonly thoseciphersmentionedin IETF-
SecSH-draft (excludingnone ). This is thedefaultvalue.

TheMAC (MessageAuthenticationCode)algorithm(s)usedfor dataintegrity verificationcanbechosenin
thesshd2 config andssh2 config files:

MACs hmac-sha1,hmac-md5

Thesystemwill attemptto usethedifferentMAC algorithmsin thesequencethey arespecifiedon theline.
SupportedMAC namesarethefollowing:

� hmac-sha1

� hmac-sha1-96

� hmac-md5

� hmac-md5-96

� hmac-ripemd160
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� hmac-ripemd160-96 .

Specialvaluesfor thisoptionarethefollowing:

� Any: allowsall theMAC valuesincludingnone

� AnyStd : allowsonly standardMACsandnone

� none : forbidsany useof MACs

� AnyMac: allowsany availableMAC apartfrom none

� AnyStdMac : thesameasAnyMac, but includesonly thoseMACsmentionedin IETF-SecSH-draft
(excludingnone ). This is thedefault value.

BothcipherandMAC canalsobedefinedusingcommandline argumentswith ssh2 andscp2 :

$ scp2 -c twofish -m hmac-md5 foobar user@remote:./tmp

Note: Algorithm namesarecasesensitive.

3.1.4 Compression

SSHSecureShell usesGNU ZLIB (LZ77) for compression.The ”zlib” compressionis describedin RFC
1950andin RFC1951.

By default,compressionis disabled.Compressioncanbeenabledin thessh2 config file:

Compression yes

Alternatively, compressioncanbeenabledon thecommandline:

$ ssh2 +C username@remote

The client canrequesta compressionlevel with a numberafter +C (from +C1 to +C9). In this case,the
compressionlevel is betweenthelevelsrequestedby theclientandofferedby theserver. For example,if the
serverofferslevel 6 (thedefault)andtheclientasksfor level 1, level 2 is used.

Compressionis worthusingif yourconnectionis slow (for exampleamodemconnection).Theefficiency of
thecompressiondependson thetypeof thefile, andvarieswidely. It is closeto 0% for alreadycompressed
files like zip andoften50%or evenmorefor text files.
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3.1.5 Configuring Root Logins

If youwantto permitsomeoneto login directlyto theroot login accountviassh,youcandefinethreemethods
of controlin thesshd2 config file:

PermitRootLogin no

This will disableall root logins. To enableroot logins with any authenticationmethod,usethe following
setting:

PermitRootLogin yes

Youcanlimit theauthenticationmethodsby usingthefollowing setting:

PermitRootLogin nopwd

Thisallows root loginsonly whenanauthenticationmethodotherthanpassword is used.

It is alsopossibleto createa separatesubconfigurationfile for root. SeeSection3.2 (Subconfigurations)for
moreinformation.

3.1.6 Restricting UserLogins

By default, SSHSecureShell doesnot imposeany login restrictionsin additionto thoseprovided by the
operatingsystem.However, youcanrestrictconnectionsbasedonhost,username,or group.

Therestrictionsaredefinedin thesshd2 config file usingthefollowing syntax:

keyword pattern

Note: All the patternsusedin the examplesbelow arein accordancewith SSHREGEXSYNTAXEGREP,
which is thedefault regex syntaxin SSHSecureShellversion3.0andabove. However, theregex syntaxcan
bechosenby usingthemetaconfigblock in thebeginningof ssh2 config andsshd2 config :

## SSH CONFIGURATIONFILE FORMATVERSION 1.1

## REGEX-SYNTAXegrep

## end of metaconfig

Possiblevaluesof REGEX-SYNTAXaressh , egrep , zsh fileglob and traditional . For more
information,pleaseseethesshregex manpages.
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Previousversionsof SSHSecureShellalwaysuseSSHREGEXSYNTAXZSH FILEGLOB.

Availablekeywordsarethefollowing:

� AllowHosts /DenyHosts

Login is allowed/deniedfrom hostswhosenamematchesoneof thespecifiedpatterns.

Example1. Listing completehostnames.

AllowHosts localhost, foobar\.com, friendly\.org

Thisallowsconnectionsonly from specifiedhosts.

Example2. Usingpatternswith hostnames.

AllowHosts h..s.\..*

This patternmatches,for example,house.foobar.com, house.com, but not house1.com. Notethatyou
haveto input thestring” � . ” whenyou wantto specifya literal dot.

Example3. Usingpatternswith IP-addresses.

AllowHosts ([[:digit:]]{1\,3}\.){3}[[:digit: ]]{1\ ,3}

This patternmatchesany IP address(xxx.xxx.xxx.xxx). However, somehost’s hostnamecould also
matchthispattern.

Example4 Using � i .

AllowHosts "\i192.*\.3"

When � i is usedin thebeginningof a pattern,only thehostIP addressesareused.Theabovepattern
matches,for example,192.0.0.3 .

� AllowSHosts /DenySHosts

The.shosts , .rhosts , /etc/shosts.equiv and/etc/hosts.equiv entriesarehonored
only for hostswhosenamematchesone of the specifiedpatterns. It is recommendedto usethese
keywordswith host-basedauthentication.

� AllowUsers /DenyUsers

Login is allowed/deniedasuserswhosenamematchesoneof thespecifiedpatterns.

Example1 Usingcompleteusernames

DenyUsers devil@evil\.org,warezdude,1337

This denieslogin asdevil whentheconnectionis comingfrom evil.org. It alsodenieslogin (from all
addresses)aswarezdudeandasuserwhoseUID is 1337.

Example2 Usingpatternswith usernames
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AllowUsers "sj*,s[:digit:]+,s(jl|amza)"

Thispatternmatches,for example,sjj, sjjj, s1, s123, andsamzabut nots1xor slj.

Example3 Using � i .

AllowUsers "sjl@\i192.*\.3"

Thiswouldallow login asusersjl fromonly thosehostswhoseIP addressmatchesthespecifiedpattern.

� AllowGroups /DenyGroups

Login is allowed/deniedwhen one of the groupsthe userbelongsto matchesone of the specified
patterns.

Example1

AllowGroups root,staff,users

For moreinformationonkeywords,pleaseseethesshd2 config manpages.

3.2 Subconfigurations

You canalsospecifyconfigurationoptionsin so-calledsubconfigurationfiles, which have the samebasic
formatasthemainconfigurationfile. Theprocessforked to handletheuser’s connectionreadsthesefiles.
They arereadat run-time,soif they aremodified,it is notnecessaryto restarttheserverprocess.

If parsingof thesubconfigurationfiles fails, theconnectionis terminated(for host-specificconfiguration),or
accessdenied(for user-specificconfiguration)by theserver.

Thesubconfigurationfilesaredividedinto two categories:host-specificanduser-specific.

Subconfigurationfilesareveryflexible andbecauseof that,dangerousif thelogic of thefiles is notcarefully
planned.Note: Host-specificsubconfigurationfiles arealwaysreadbeforethe user-specificsubconfigura-
tion files. Seetheexamplefile sshd2 config.example andthehost-specificanduser-specificfiles in
/etc/ssh2/subconfig .

3.2.1 Host-SpecificSubconfiguration

TheHostSpecifiConfig variablespecifieshost-specificsubconfigurationfiles for sshd2.Thesyntaxis
thefollowing:

HostSpecificConfig pattern subconfig-file

pattern will be used to match the client host as specified under AllowHosts (see the
sshd2 subconfig manpage). The file subconfig-file will thenbe read,andconfigurationdata
amendedaccordingly.
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Thefile is readbeforeany actualprotocoltransactionsbegin,andyoucanspecifymostof theoptionsallowed
in themainconfigurationfile. Youcanspecifymorethanonesubconfigurationfile, in whichcasethepatterns
arematchedandthefiles readin theorderspecified.Laterdefinedvaluesof configurationoptionswill either
overrideor amendthepreviousvaluedependingon which optionit is. Theeffect of redefininganoptionis
describedin thedocumentationfor thatoption. For example,settingCiphers in thesubconfigurationfile
will overridetheold value,but settingAllowUsers will amendthevalue.

For moreinformation,pleaseseethesshd2 subconfig andsshd2 config manpages.

3.2.2 User-SpecificSubconfiguration

User-specificsubconfigurationfiles arereadwhenthe client hasstatedthe usernameit is trying to log in
with. At this point, the server will obtainadditionalinformationaboutthe user: doesthe userexist, what
is the user’s UID, andwhat groupsdoestheuserbelongto. With this information,the server canreadthe
user-specificconfigurationfiles specifiedby UserSpecifiConfig in themainsshd2configurationfile.
Thesyntaxis thefollowing:

UserSpecificConfig pattern subconfig-file

Youcanusepatternsof theform:

user[%group][@host]

whereuser is matchedwith theusernameandUID, group is matchedwith theuser’s primaryandsec-
ondarygroups,bothgroupnameandGID, andhost is matchedasdescribedunderAllowHosts (seethe
sshd2 subconfig manpage).

For example,thefollowing wouldmatchany userin group”sftp” connectingfrom company.com:

.*%sftp@company _com

Seethesshd2 subconfig manpagesfor moreinformation.

3.3 Configuring SSHSecure Shell for TCP Wrappers Support

To enableusageof TCPWrapperswith SSHSecureShell,performthefollowing operations:

1. If SSHSecureShellwaspreviously installedfrom binaries,youmaywantto uninstallit beforecontin-
uing.

2. Compilethesourcecode:

./configure --with-libwrap

make
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Then,becomerootandrun

make install

Note: If configure doesnotfind libwrap.a , do thefollowing:

� Locatelibwrap.a

� Runconfigure again:

make distclean

./configure --with-libwrap=/path_to/libwrap.a

3. Createor edit the/etc/hosts.allow and/etc/hosts.deny files.

When a user tries to connectto the SSH SecureShell server, the TCP wrapperdaemon(tcpd )
reads the /etc/hosts.allow file for a rule that matchesthe client’s hostnameor IP. If
/etc/hosts.allow doesnot containa rule allowing access,tcpd reads/etc/hosts.deny

for a rule that would deny access.If neitherof the files containsan acceptor deny rule, accessis
grantedby default.

Thesyntaxfor the /etc/hosts.allow and/etc/hosts.deny files is asfollows:

daemon : client_hostname_or_IP

Thetypical setupis to deny accessto everyonelistedin the /etc/hosts.deny file. (This example
showsbothssh1andssh2.)

sshd1: ALL

sshd2: ALL

sshdfwd-X11 : ALL

or simply

ALL: ALL

And thenallow accessonly to trustedclientsin the/etc/hosts.allow :

sshd1 : trusted_client_IP_or_hostname

sshd2 : .ssh.com foo.bar.fi

sshdfwd-X11 : .ssh.com foo.bar.fi

Basedonthe/etc/hosts.allow file above,userscomingfrom any hostin thessh.comdomainor
from thehostfoo.bar.fi areallowedto access.
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3.3.1 TroubleshootingTCP Wrappers

If configuringTCPwrapperscausesproblems,pleasecheckthefollowing:

1. Makesurethatyouarenotexperiencingany network connectivity problems.

2. MakesurethatSSHSecureShellserver is running:

kill -0 ‘cat /var/run/sshd2_22.pid‘

or

kill -0 ‘cat /etc/ssh2/sshd2_22.pid‘

If you receivethemessage”Nosuch process”, restartthesshd2 daemon.

3. Checkyour /etc/hosts.allow and/etc/hosts.deny files.

� Ensurethattheclient’s IP addressor hostnameis correct.
� If you areusinga hostname,you mustsupplythefully qualifieddomainname.

4. If youchangedsomethingin thesshd2 config file, youneedto HUPthesshd2 daemon.

5. Runtcpdchk andtcpdmatch . Theseprogramsareusedto analyzeandreportproblemswith your
TCPWrapperssetup.Pleaseseethemanpagesfor moreinformationon thesecommands.

3.4 Configuring SSH2for SSH1Compatibility

Note: SSHCommunicationsSecurityconsiderstheSecureShellversion1 protocoldeprecatedanddoesnot
recommendtheuseof it. For moreinformation,seehttp://www.ssh.com/products/ssh/c ert/ ).

TheSSH1andSSH2protocolsarenot compatiblewith eachother. This inconvenienceis necessary, since
the SSH2protocol includesremarkablesecurityandperformanceenhancementsthat would not have been
possibleif protocol-level compatibilitywith SSH1hadbeenretained.

However, the currentimplementationsof ssh2andssh1softwarearedesignedso that both canbe run on
thesamecomputer. This makesthetransitionfrom theold but well-establishedSSH1protocolto themore
secureandmoreflexible SSH2protocolmucheasier. Thessh2server daemonincludesa fallbackfunction
that automaticallyinvokesthe ssh1server whenrequired. Furthermore,the SSHSecureShell client now
containsinternalssh1emulation,allowing it to communicatewith ssh1serverswithout usingan external
ssh1program.

With theSsh1Compatibility option,sshd1is executedwhentheclientsupportsonlySSH1.xprotocols.
Theargumentmustbe”yes” or ”no”. Thedefault is ”no”, whichmeansthatyouhaveto manuallysetssh2to
usessh1evenif ssh1is installed.
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Sshd1Path Specifiesthe pathto the sshd1executableto be executedin SSH1compatibilitymode. The
argumentsfor sshd2arepassedon to sshd1.

Sshd1ConfigFile specifiesthe alternateconfigurationfile for sshd1whensshd2runsin compatibility
mode. It is only usedif sshd2is executedwith the -f commandline option, otherwisethe default sshd1
configurationfile is used.

Seethesshd2 config manpagefor moreinformation.

To setupbothssh1andssh2serverson thesameUnix system,youshoulddo thefollowing:

1. Install the latestavailableversionof ssh1,availableon the SSHCommunicationsSecurityFTP site
(ftp://ftp.ssh.com/pub/ssh ). As of thisprinting,thelatestversionis ssh-1.2.33 . SSH1
compatibilityfallbackrequiresversion1.2.26or later.

2. Install ssh2.

3. If you previously hadssh1installed,pleasemake surethat the old sshd is no longer run at boot.
Only sshd2 shouldberun. If you have thessh1versionof sshd running,you shouldkill themaster
daemon.You canfind its processid in /var/run/sshd.pid or if thedirectory/var/run does
notexist, in /etc/ssh2/sshd2 22.pid .

4. Make surethat /usr/local/sbin/sshd2 is run automaticallyat boot. On mostsystems,you
shouldaddthecommandto startit to /etc/rc.local or under/etc/rc.d .

� Whenyou run sshd2 , the ssh1daemonshouldnot be running. Whenusing ssh2with ssh1
compatibility, you shouldonly run sshd2 . It will thenautomaticallystartthe ssh1daemonas
needed.

5. If you do not want to reboot, you should now manually run /usr/local/sbin/sshd2 (or
/etc/rc.d/init.d/sshd2 start ).

3.5 Forwarding

TheSSH2connectionprotocolprovideschannelsthatcanbeusedfor a widerangeof purposes.All of these
channelsaremultiplexedinto asingleencryptedtunnelandcanbeusedfor forwarding(”tunneling”)arbitrary
TCP/IPportsandX11 connections.

3.5.1 Port Forwarding

Portforwarding,or tunneling,is a way to forwardotherwiseinsecureTCPtraffic throughSSHSecureShell.
You cansecurefor examplePOP3,SMTP andHTTP connectionsthat would otherwisebe insecure- see
Figure3.1(EncryptedSSH2tunnel).
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Figure3.1: EncryptedSSH2tunnel

Theclient-serverapplicationsusingthetunnelwill carryout their own authenticationprocedures,if any, the
sameway they wouldwithout theencryptedtunnel.

Theprotocol/applicationmight only beableto connectto a fixedport number( e.g. IMAP 143). Otherwise
any availableport canbechosenfor port forwarding.

Privilegedports(below 1024)canbeforwardedonly with rootprivileges.

Therearetwo kinds of port forwarding: local andremoteforwarding. They arealsocalledoutgoingand
incomingtunnels,respectively. Local port forwardingforwardstraffic comingto a local port to a specified
remoteport.

For example,if you issuethecommand

ssh2 -L 1234:localhost:23 username@host

all traffic comingto port 1234on the client will be forwardedto port 23 on the server (host ). Note that
localhost will beresolvedby thesshdserveraftertheconnectionis established.In thiscaselocalhost

thereforerefersto theserver (host ) itself.

Remoteport forwardingdoesthe opposite:it forwardstraffic comingto a remoteport to a specifiedlocal
port.

For example,if you issuethecommand

ssh2 -R 1234:localhost:23 username@host

all traffic which comesto port 1234 on the server (host ) will be forwardedto port 23 on the client
(localhost ).

It is importantto realizethat if you have threehosts,client , sshdserver , andappserver , andyou
forwardthetraffic comingto theclient ’sportx to theappserver ’sporty , only theconnectionbetween
theclient andsshdserver will besecured.SeeFigure3.2(Forwardingto a third host).Thecommand
youusewouldbesomethinglike thefollowing:

ssh2 -L x:appserver:y username@sshdserver
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Figure3.2: Forwardingto a third host

Forwarding FTP

With SSHSecureShell version3.0 andabove it is possibleto easilyforwardFTP connectionsby usinga
commandwith thefollowing syntax:

ssh2 -L ftp/x:ftpdserver:y username@sshdserver

FTP forwardingis an extensionto the genericport forwardingmechanism.The FTP control channelcan
be securedby using genericport forwarding, but sincethe FTP protocol requirescreatingseparateTCP
connectionsfor thefiles to betransferred,all thefiles would betransferredunencryptedwhenusinggeneric
port forwarding,astheseseparateTCPconnectionswouldnotbeforwardedautomatically.

To protectalsothetransferredfiles,useFTPforwardinginstead.It workssimilarly togenericportforwarding,
exceptthat theFTPforwardingcodemonitorsthe forwardedFTP control channelanddynamicallycreates
new port forwardingsfor the datachannelsas they are requested.To seeexactly how this is done,two
differentcasesneedto beexamined:theactivemodeandthepassivemodeof theFTPprotocol.

FTP in passivemode

In passivemode,theFTPclientsendsthecommand’PASV’ to theserver, which reactsby openinga listener
port for thedatachannelandsendingtheIP addressandport numberof the listenerasa reply to theclient.
Thereply is of theform ’227 EnteringPassiveMode(10,1,60,99,6,12)’.

WhentheSecureShellclient noticesthereply to thePASV command,it will createa local port forwarding
to thedestinationmentionedin thereply. After this theclientwill rewrite theIP addressandport in thereply
to point to thelistenerof thenewly createdlocalport forwarding(whichexistsalwaysin alocalhostaddress,
127.0.0.1)andpassthereply to theFTPclient. TheFTPclient will opena datachannelbasedon thereply,
effectively tunnelingthedatathroughtheSSHconnection,to thelistenertheFTPserverhasopened.Thenet
effect is that thedatachannelis secureall theway exceptfrom theSecureShellserver to theFTPserver, if
they areondifferentmachines.Thissequenceof eventshappensautomaticallyfor everydatachannel.

Sincetheport forwardingis openedto a local hostaddress,theFTPclientmustberunon thesamemachine
astheSecureShellclient if passivemodeis used.

FTP in activemode

In activemode,theFTPclientcreatesa listenerona localport, for a datachannelfrom theFTPserver to the
FTPclient, andrequeststhechannellby sendingthe IP addressandtheport numberto theFTPserver in a
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commandof thefollowing form: ’PORT 10,1,60,99,6,12’. TheSecureShellclient interceptsthis command
andcreatesaremoteport forwardingfrom theSecureShellserver’s localhostaddressto theaddressandport
specifiedin thePORT command.

After creatingtheportforwarding,theSecureShellclientrewritestheaddressandportin thePORT command
to point to thenewly openedremoteforwardingon the SecureShell server andsendsit to the FTP server.
Now the FTP server will opena datachannelto the addressandport in the PORT command,effectively
forwardingthe datathroughthe SSHconnection.The SecureShell client passesthe incomingdatato the
original listenercreatedby the FTP client. The net effect is that the datachannelis securethe whole way
except from the SecureShell client to the FTP client. This sequenceof eventshappensautomaticallyfor
everydatachannel.

Sincetheport forwardingis madeto a local hostaddresson theSecureShellclient machine,theFTPclient
mustberun in thesamehostastheSecureShellclient if passivemodeis used.

Whereend-to-endencryptionof FTPdatachannelsis desired,theFTPserver andSecureShellserver need
to resideon thesamehost,andtheFTPclientandtheSecureShellclientwill likewiseneedto resideon the
samehost.If this is thecase,bothactiveor passivemodecanbeused.

Note: Considerusingsftp2 or scp2 insteadof FTP forwardingto securefile transfers. It will require
lessconfigurationthan FTP forwarding, sincethe SSH SecureShell server alreadyhassftp-server2 as a
subsystem,andsftp2andscp2clientsareincludedin thedistribution. Managingremoteuserrestrictionson
theservermachinewill beeasier, sinceyoudonothaveto do it alsofor FTP.

3.5.2 Dynamic Port Forwarding

Dynamicport forwardingis a transparentmechanismavailablefor applications,whichsupporttheSOCKS4
or SOCKS5client protocol. Insteadof configuringport forwardingfrom specificportson the local host
to specificportson the remoteserver, you canspecifya SOCKSserver which cabbe usedby the user’s
applications.Eachapplicationis configuredin theregularway exceptthat it is configuredto usea SOCKS
server on a local hostport. TheSecureShell client applicationopensa port in the local hostandmimicsa
SOCKS4andSOCKS5server for any SOCKSclientapplication.

Whentheapplicationsareconnectingto servicessuchasIMAP4, POP3,SMTP, HTTP, andFTP, they provide
thenecessaryinformationto theSOCKSserver, whichis actuallytheSecureShellclientmimickingaSOCKS
server. Theclientwill usethis informationin creatingport forwardingto theSecureShellserverandrelying
thetraffic backandforth securely, aswith user-specifiedport forwarding.

For moreinformation,pleaseseethessh2.1 manpages.

3.5.3 X11 Forwarding

To enableX11 forwarding:
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1. Make surethat theSSHSecureShellsoftwarewascompiledwith X forwardingsupport.Thebinary
packagescontainruntimeX detectionin SSH SecureShell version3.2 and above. However, if X
securityextensionsarewanted,it is necessaryto compilefrom source.Whencompiling,makesurenot
to run ./configure with any X disablingoptions.

2. Ensurethatxauth is in thepathof theuserrunning./configure . Also, make surethatyou have
thefollowing line in your /etc/ssh2/sshd2 config file:

AllowX11Forwarding yes

X11 forwarding also needs to be enabled in the client by setting the following line in the
ssh2 config file:

ForwardX11 yes

3. Log into the remotesystemand type xclock &. This startsa X clock programthat canbe used
for testingthe forwardingconnection. If the X clock window is displayedproperly, you have X11
forwardingworking.

Note: DonotsettheDISPLAY variableontheclient. Youwill mostlikelydisableencryption.(X connections
forwardedthroughSecureShelluseaspeciallocaldisplaysetting.)

3.5.4 Agent Forwarding

For informationaboutagentforwarding,seeSection5.5(UsingAuthenticationAgent).
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Chapter 4

Authentication

SSHSecureShellprovidesmutualauthentication- theclientauthenticatestheserverandtheserverauthenti-
catestheclient. Bothpartiesareassuredof theidentityof theotherparty.

4.1 Server Authentication

Theremotehostcanauthenticateitself usingeithertraditionalpublic-key authenticationor certificateauthen-
tication.

At thebeginningof theconnectiontheserversendsits publichostkey to theclientfor validation.If certificate
authenticationis usedthepublickey is includedin thecertificatetheserversendsto theclient.

4.1.1 Public-KeyAuthentication

Server authenticationis doneduring Diffie-Hellmankey exchangethrougha singlepublic-key operation.
When public-key authenticationis usedto authenticatethe server, the first connectionis very important.
During thefirst connectiontheSSHSecureShellclient will displaya messagesimilar to theonein Figure
4.1(Windowsclient’sfirst connectionto a remotehost):

At this point, you shouldverify the validity of the fingerprint,for exampleby contactingtheadministrator
of the remotehostcomputer(preferablyby telephone)andaskingher to verify that thekey’s fingerprintis
correct.If thefingerprintis notverified,it is possiblethattheserveryouareconnectingto is not theintended
one(this is known asaman-in-the-middleattack).

After verifying the fingerprint, it is safe to continueconnecting. The server’s public key will then be
storedon the client machine. The location dependson the client implemantation(on UNIX it is the
˜/.ssh2/hostkeys directory).
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Figure4.1: Windowsclient’sfirst connectionto a remotehost

After thefirst connection,thelocalcopy of theserver’spublic key will beusedin serverauthentication.

If youwanttoavoid theriskassociatedwith thefirstconnection,youcancopy theserverpublickey in advance
to the/etc/ssh2/hostkeys directoryontheclientcomputerandsettheStrictHostKeyChecking

keyword in thessh2 config file to yes . After this,ssh2 will refuseto connectif theserver’spublickey
is not in the /etc/ssh2/hostkeys directory.

The key pair usedfor server authenticationis definedon the server in the sshd2 config file with the
following parameters:

HostkeyFile <private hostkey>

PublicHostKeyFile <public hostkey>

During the installationprocess,oneDSA key pair (with the file nameshostkey andhostkey.pub ) is
generatedandstoredin the/etc/ssh2/ directory. By defaultthiskey pair is usedfor serverauthentication.

Beginningwith SSHSecureShellversion3.0,eachserverdaemoncanhavemultiplehostkeys. Thedaemon
supportsoneDSA andoneRSA key pair. You couldhave, for example,the following setof parametersin
yoursshd2 config file.

# RSA key

HostkeyFile hostkey_rsa

PublicHostKeyFile hostkey_rsa.pub

# DSA key

HostkeyFile hostkey_dsa

PublicHostKeyFile hostkey_dsa.pub

Bothkeysarestoredin memorywhenthesshd2 processis started,whichmeansthateitheroneof themcan
beusedto authenticatetheserver.
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If youareusingsshprotocolversion1 (SSH1)andwantto authenticateusingpublickeys,seetheSSHSecure
ShellFAQ (http://www.ssh.com/faq/index.cf m?cat egory= 449 ) for moreinformation.

4.1.2 Certificate Authentication

Certificatesupportis includedin thecommercialversionof SSHSecureShell.

Server authenticationis performedusing the Diffie-Hellmankey exchange. This is what happenswhen
certificatesareused:

� Theserversendsits certificate(which includesits public key) to theclient.

� As theserver certificateis signedwith theprivatekey of a certificationauthority(CA), theclient can
verify thevalidity of theservercertificateby usingtheCA certificate.

� Theclient checksthatthecertificatecontainsthefully qualifieddomainnameof theserver.

� Theclient verifiesthattheserverhasavalid privatekey by usinga challenge.

Whencertificatesareused,aman-in-the-middleattackis nolongerathreatduringkey exchange,becausethe
systemchecksthattheservercertificatehasbeenissuedby a trustedCA.

During authenticationthe systemchecksthat the certificatehasnot beenrevoked. This canbedoneeither
by usingtheOnlineCertificateStatusProtocol(OCSP)or aCertificateRevocationList (CRL), whichcanbe
publishedeitherto aLightweightDirectoryAccessProtocol(LDAP) or HTTPrepository.

OCSPis automaticallyusedif thecertificatecontainsavalid authority info access extension.Cor-
respondingly, CRLsareautomaticallyusedif thecertificatecontainsavalid CRL distribution point

extension.If LDAP is usedastheCRL publishingmethod,theLDAP repositorylocationcanalsobedefined
in thessh2 config file (seebelow).

Server-SideConfiguration

To configuretheserver-sidefunctionality, performthefollowing tasks:

1. Enroll a certificatefor the server. This canbe donewith the suppliedssh-certenroll2commandline
utility.

NotethattheDNS Address parameterneedsto correspondto thefully qualifieddomainnameof the
server.

Example: Enrollmentusingssh-certenroll2 :

$ /ssh-certenroll2 -g -p id:key -e

-s "C=FI,O=SSH,CN=testserver;dns=tests erver. trust ed.or g"

-a "http://test-ca.trusted.org:8080/pk ix/"
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-o /etc/ssh2/hostcert_rsa /etc/ssh2/test-ca-certificate.crt

Generated 1024 bit private key saved to file

/etc/ssh2/hostcert_rsa.prv.

Rememberto alsodefinetheSOCKSserver (-S ) or theHTTPproxy (-P ), if required.

For moreinformationon thessh-certenroll2 syntax,seeAppendixA.2 (ssh-certenroll2).

2. Theserver’sprivatehostkey mustbein thessh2format.To convertX.509keysto ssh2format,usethe
-x flagwith ssh-keygen2 :

$ ssh-keygen2 -x <keyname>

Private key imported from X.509 format

Successfully saved private key to <keyname>_ssh2

PKCS#12keyscanbeconvertedto ssh2formatby usingthe-k flagwith ssh-keygen2 .

Note: As the server’s private key must have an empty passphrase,just pressenterwhen you are
promptedfor thenew passphrase.

$ ssh-keygen2 -k <keyname>

Password needed for PFX integrity check :

Integrity check ok.

Got shrouded key.

New passphrase for private key :

Again :

Successfully saved private key to <keyname>_ssh2

Safe decrypted succesfully.

Got certificate.

Certificate written to file <keyname>_ssh2.crt

3. Definetheprivatekey andtheservercertificatein thesshd2 config file:

HostkeyFile <private key>

HostCertificateFile <server-certificate>

Client-SideConfiguration

To configuretheclient-sidefunctionality, performthefollowing tasks:

1. Copy theCA certificate(s)to theclient machine.You caneithercopy theX.509 certificate(s)assuch,
or you cancopy a PKCS#7packageincludingtheCA certificate(s).

Certificatescanbeextractedfrom aPKCS#7packageby specifyingthe-7 flagwith ssh-keygen2 .

2. DefinetheCA certificate(s)to beusedin hostauthenticationin thessh2 config file:

HostCA <ca-certificate>
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Only oneCA certificatecanbedefinedperaHostCA keyword. Theclientwill only acceptcertificates
issuedby thedefinedCA.

Youcandisabletheuseof CRLsby usingtheHostCANoCrls keyword insteadof HostCA :

HostCANoCrls <ca-certificate>

Note: CRL usageshouldonly bedisabledfor testingpurposes.Otherwiseit is highly recommendedto
alwaysuseCRLs.

3. Also definetheLDAP server(s)in thessh2 config file.

LDAPServers ldap://server1.domain1:port1,ldap://s erver 2.doma in2:p ort2, ...

4. If necessary, definealsotheSOCKSserver in thessh2 config file.

SocksServer socks://socks_server:port/network/net mask, networ k/net mask. ..

TheSOCKSservermustbedefinedif CA services(OCSP,CRLs)arelocatedbehindafirewall.

4.2 UserAuthentication

Differentmethodscanbeusedto authenticateusersin SSHSecureShell. Theseauthenticationmethodscan
becombinedor usedseparately, dependingon thelevel of functionalityandsecurityyouwant.

Userauthenticationmethodsusedby theclient by default are,in thefollowing order:public-key, keyboard-
interactive,andpasswordauthentication,if available.Public-key andcertificateauthenticationarecombined
into the public-key authenticationmethod. The server allows public-key and password authenticationby
default.

Differentauthenticationmethodsarediscussedin moredetailin thefollowing sections.

4.2.1 Password Authentication

With passwords,it is alsopossibleto usekeyboard-interactive authentication.SeeSection4.3 (Keyboard-
InteractiveAuthentication)for moreinformation.

Thepasswordauthenticationmethodis theeasiestto implement,asit is setupby default. Passwordauthenti-
cationusesthe/etc/passwd or /etc/shadow file onaUNIX system,dependingonhow thepasswords
aresetup.

To enable password authentication,make sure that the AllowedAuthentications field of the
/etc/ssh2/sshd2 config and /etc/ssh2/ssh2 config configurationfiles containthe param-
eterpassword :
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AllowedAuthentications password

Otherauthenticationmethodscanbelistedin theconfigurationfilesaswell.

4.2.2 Public-KeyAuthentication

Per-userconfigurationinformationandencryptionkeys areby default storedin the .ssh2 subdirectoryof
eachuser’shomedirectory.

In the following instructions,Remoteis theSSHSecureShell server machineinto which you aretrying to
connect,andLocal is themachinerunninganSSHSecureShellclient.

KeysGeneratedwith ssh-keygen2

In orderto setup userpublic-key authentication,eitherusethepublic-key manager,ssh-pubkeymgr , or
do a manualsetupaccordingto the following instructions.SeeSection5.7 (UsingPublic-Key Manager)if
youwantto know moreaboutssh-pubkeymgr .

Thefollowing termswill beusedin thisexample:Remoteis theSSHSecureShellserver into whichyou are
trying to connect.RemoteUseris theusernameontheserver into whichyouwould like to login. Local is the
machinerunningaSSHSecureShellclient. LocalUseris theusernameontheclientmachinethatshouldbe
allowedto login to RemoteasRemoteUser.

1. To make surethat public-key authenticationis enabled,the AllowedAuthentications field in
boththe /etc/ssh2/sshd2 config file onRemoteandin the /etc/ssh2/ssh2 config file
onLocalshouldcontainthewordpublickey :

AllowedAuthentications publickey

Otherauthenticationmethodscanbelistedin theconfigurationfile aswell.

2. Createa key pairby executingssh-keygen2 onLocal.

Local> ssh-keygen2

Generating 2048-bit dsa key pair

1 oOo.oOo.o

Key generated.

2048-bit dsa, user@Local, Wed Mar 22 2002 00:13:43 +0200

Passphrase :

Again :

Private key saved to /home/user/.ssh2/id_dsa_2048_a

Public key saved to /home/user/.ssh2/id_dsa_2048_a.pub
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Ssh-keygen2 will now askfor apassphrasefor thenew key. Enterasufficiently long(20characters
or so)sequenceof any characters(spacesareOK). Ssh-keygen2 createsa .ssh2 directoryin your
homedirectory(if it is notalreadypresent),andstoresyournew authenticationkey pair in two separate
files. Oneof thekeys is your privatekey which mustnever bemadeavailableto anyonebut yourself.
Theprivatekey canonly beusedtogetherwith thepassphrase.

In theexampleabove, theprivatekey file is id dsa 2048 a. Theotherfile id dsa 2048 a.pub

is yourpublickey, whichcanbedistributedto othercomputers.

Note: Beginning with version3.0, SSHSecureShell includessupportfor RSA keys. They canbe
generatedby specifyingthe-t flagwith ssh-keygen2 .

Local> ssh-keygen2 -t rsa

Generating 2048-bit rsa key pair

2 oOo.ooOo.oOo

Key generated.

2048-bit rsa, user@Local, Wed May 02 2002 14:15:41 +0300

Passphrase :

Again :

Private key saved to /home/user/.ssh2/id_rsa_2048_a

Public key saved to /home/user/.ssh2/id_rsa_2048_a.pub

3. Createan identification file in your ˜/.ssh2 directoryonLocal.

Local> cd ˜/.ssh2

Local> echo "IdKey id_dsa_2048_a" > identification

You now have an identification file which consistsof oneline thatdenotesthefile containing
your identification(your privatekey). For specialapplications,you cancreatemultiple identifications
by executingssh-keygen2 again.This is, however, notusuallyneeded.

4. Copy yourpublic key (id dsa 2048 a.pub ) to your ˜/.ssh2 directoryonRemote.

5. Createanauthorization file in your ˜/.ssh2 directoryon Remote. Add the following line to
theauthorization file:

Key id_dsa_2048_a.pub

This directsthe SSHSecureShell server to useid dsa 2048 a.pub asa valid public key when
authorizingyour login. If you wantto login to Remotefrom otherhosts,createa key pair on thehosts
(steps1 and2) andrepeatsteps3, 4, and5 onRemote. (Rememberto specifya differentfile namefor
eachkey pair.)

6. Now youshouldbeableto login to Remotefrom LocalusingSSHSecureShell.

Try to login:

Local>ssh Remote

Passphrase for key "/home/user/.ssh2/id_dsa_1024_a

with comment "2048-bit dsa, created by user@Local

Wed Mar 22 2002 00:13:43 +0200":

After youhaveenteredthepassphraseof yourprivatekey, aSecureShellconnectionwill beestablished.

SSHSecureShellAdmin Guide c
�

2002SSHCommunicationsSecurityCorp.



36 Chapter 4. Authentication

KeysGeneratedwith ssh-keygen1

Beginning with version3.0, SSHSecureShell enablesthe usageof keys generatedwith ssh-keygen1 .
However, thekeysmustbeconvertedfrom thessh1formatto ssh2format.

$ ssh-keygen2 -1 <keyname>.pub

Successfully converted public key to <keyname>.pub_ssh2

$ ssh-keygen2 -1 <keyname>

Passphrase :

Successfully converted private key to <keyname>_ssh2

PGPKeys

SSHSecureShellonly supportstheOpenPGPstandardandthePGPprogramsconformingto it. GnuPGis
usedin thefollowing instructions.If youusePGP, theonly differenceis thatthefile extensionis pgp instead
of GnuPGP’sgpg.

1. To makesurethatuserpublic-key authenticationis enabled,theAllowedAuthentications field
bothin the /etc/ssh2/sshd2 config file onRemoteandthe /etc/ssh2/ssh2 config file
onLocalshouldcontainthewordpublickey :

AllowedAuthentications publickey

Otherauthenticationmethodscanbelistedin theconfigurationfile aswell.

2. Copy yourprivatekey ring (secring.gpg ) to the˜/.ssh2 directoryonLocal.

3. Createan identification file in your ˜/.ssh2 directoryon Local if you do not alreadyhave
one.Add thefollowing linesto the identification file:

PgpSecretKeyFile <filename of the user’s private key ring>

IdPgpKeyName <name of the OpenPGP key in PgpSecretKeyFile>

IdPgpKeyFingerprint <fingerprint of OpenPGP key in PgpSecretKeyFile>

IdPgpKeyId <id of the OpenPGP key in PgpSecretKeyFile>

4. Copy yourpublic-key ring (pubring.gpg ) to the˜/.ssh2 directoryonRemote

scp2 pubring.gpg user@remote_host:.ssh2

5. Createanauthorization file in your ˜/.ssh2 directoryon Remote. Add thefollowing linesto
theauthorization file:

PgpPublicKeyFile <filename of the user’s public-key ring>

PgpKeyName <name of the OpenPGP key>

PgpKeyFingerprint <fingerprint the OpenPGP key>

PgpKeyId <id of the OpenPGP key>
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6. Now youshouldbeableto login to Remotefrom LocalusingSecureShell.

Try to login:

Local>ssh Remote

Passphrase for pgp key "user (comment) <user@Local>":

After you haveenteredthepassphraseof yourPGPkey, aSecureShellconnectionwill beestablished.

Optional Additional Configuration Settings

Thefollowing configurationstepsareoptional:

� It is possibleto usedifferentsettingsdependingon which key is usedin public-key authentication.
Yourauthorization file could,for example,containthefollowing:

Key master.pub

Key maid.pub

Options allow-from=".*\.trusted\.org"

Key butler.pub

Options deny-from=".*\.evil\.org",deny-from= "phon ey.or g",no- pty

Whensomeonenow logins usingthe master key, the connectionis not limited in any way by the
authorization file. However, if themaid key is used,only connectionsfrom certainhostswill be
allowed. And if thebutler key is used,connectionsaredeniedfrom certainhosts,andadditionally
theallocationof tty is prevented.

Note: The options keyword is availableonly in SSH SecureShell version3.0 and later. In the
previousversions,theonly key-specifickeyword is command.

More informationonoptions (andcommand) keywordsis availablein thessh2 manpages.

� Theper-userconfigurationdirectorycanbechangedby settingtheUserConfigDirectory key-
word in thesshd2 config file andon theclientsettings.

4.2.3 Host-BasedAuthentication

Thefollowing termswill beusedin this example:Remoteis theSSHSecureShellserver to which you are
trying to connect.RemoteUseris theusernameontheserver into whichyouwould like to login. Local is the
machinerunningaSSHSecureShellclient. LocalUseris theusernameontheclientmachinethatshouldbe
allowedto login to RemoteasRemoteUser.

1. First, install SSH SecureShell on the Local and Remotemachines. Do not forget to generatea
hostkey. If your installationtook careof this automatically, or if you alreadyhave a copy of your
/etc/ssh2/hostkey and/etc/ssh2/hostkey.pub, you canskip thehost-key generation.
Otherwise,give thefollowing command:
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# ssh-keygen2 -P /etc/ssh2/hostkey

Note: Beginningwith SSHSecureShellversion3.0,you canalsouseRSAkeys.

2. Copy theLocal machine’s /etc/ssh2/hostkey.pub file over to theRemotemachineandname
it like this:

/etc/ssh2/knownhosts/ hostname.domain.s sh-dss .pub

Replacehostname.domain with the long host nameof the Local machine(the fully qualified
domain name). You will run into problemsif the systemdoesnot recognizethe host nameas
hostname.domain.somewhere.com but recognizesit only ashostname . You canfind this
outwhile runningsshd2 in verbosemodewhentrying to establishconnections.

TheRemotemachinenow hastheLocal machine’s public key, so theRemotemachinecanverify the
Local machine’s identity basedon a public-key signature.By contrast,rsh only usesthe IP address
for hostauthentication.

Note: If you useRSA keys, thenameof Local’s /etc/ssh2/hostkey.pub file which is copied
overto theRemoteneedstobe/etc/ssh2/knownhosts/ hostname.domain.ssh- rsa.p ub .

3. To make surethatSSHSecureShell findsyour completedomainname(not just thehostname),edit
thefollowing line in the/etc/ssh2/ssh2 config file onLocal:

DefaultDomain yourdomain.com

Note: The keyword mentionedin this and the following stepswill only be effective in the global
ssh2configfile.

4. On Remote, createa file in thehomedirectoryof RemoteUsernamed.shosts . Thecontentsof this
file shouldbethelonghostnameof Local, sometabsor spaces,andLocalUser’susername.

Contentsof ˜/.shosts :

localhostname.yourdomain.com LocalUser

Be sureto chown andchmod the .shosts file. The .shosts file mustbeownedby RemoteUser
andshouldhavemode0400.

5. Checkthefiles /etc/ssh2/sshd2 config onRemoteand/etc/ssh2/ssh2 config onLo-
cal. Make surethat the AllowedAuthentications field containsthe word hostbased . For
example,it mayread:

AllowedAuthentications hostbased,password

It doesnotmatterwhatotherauthenticationmethodsareallowed.Justmakesurethatthehostbased

keyword is first in thelist.

6. Also checkthat IgnoreRhosts is setto no in the /etc/ssh2/sshd2 config file onRemote:

IgnoreRhosts no

If youhadto modify thesshd2 config file, you will have to senda HUPsignalto sshd2 to make
thechangetakeeffect.
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# kill -HUP ‘cat /var/run/sshd2_22.pid‘

or

# kill -HUP ‘cat /etc/ssh2/sshd2_22.pid‘

7. Now youshouldbeall set.

OnLocal, log in asLocalUserandgive thecommand

ssh RemoteUser@Remote uptime

Youshouldnow gettheresultsof uptime runonRemote.

Thefirst timeyourunssh to thatparticularserver, youwill haveto answeryeswhenaskedif youwant
to connectto theserver. This is becausethelocalssh doesnotyethavetheremoteserver’spublickey.
For maximumsecurity, it is highly recommendedto verify thefingerprintof theremotehost’s public
key, as describedin Section4.1.1 (Public-Key Authentication)to avoid man-in-the-middleattacks.
Thiswill only benecessarywhenconnectingfor thefirst time.

TroubleshootingHost-BasedAuthentication

If youhaveproblemswith host-basedauthentication,checkthefollowing:

� Did younamethelocalhostkey file appropriatelyonRemote? It shouldbeeither

/etc/ssh2/knownhosts/HOSTNAME.ssh -dss. pub

or

/etc/ssh2/knownhosts/HOSTNAME.ssh -rsa. pub

whereHOSTNAMEhasto bethelonghostname(fully qualifieddomainname).

� Did youcopy thehostkey properly?

� Checkthatthekey onRemoteis actuallythesameashostkey.pub onLocal.

OnLocal:

$ ssh-keygen2 -F /etc/ssh2/hostkey.pub

OnRemote:

$ ssh-keygen2 -F /etc/ssh2/knownhosts/hostname.domain. ssh-ds s.pub

or

$ ssh-keygen2 -F /etc/ssh2/knownhosts/hostname.domain. ssh-rs a.pub

Thekey fingerprintsshouldmatch.
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� Checkyourspellingin the .shosts file.

� Makesurethe.shosts file is ownedby RemoteUserandcheckthatits permissionsare0400.

# ls -la ˜/.shosts

-r-------- 1 RemoteUser users 178 May 28 15:05 /home/RemoteUser/.shosts

� Make surethatRemoteUser’s homedirectoryon Remoteis ownedby RemoteUserandis not writable
by anyonebyt RemoteUser.

� Runtheserverandtheclientwith the-d3 option.Thisis agoodwayto seeif ahostkey file is missing,
or if somethingis misconfigured.

UsingCertificates

It is possibleto usea certificateinsteadof the traditionalpublic key pair to authenticatetheLocal host. To
usecertificates,performthefollowing tasks:

1. Enablehost-basedauthenticationin ssh2 config on Local andin sshd2 config on Remoteby
usingtheAllowedAuthentications keyword.

2. DefineLocal’sservercertificatein sshd2 config onLocal:

HostKeyFile <private key>

HostCertificateFile <server-certificate>

Thecertificatemustcontaina dnsextensionwhichcontainsthefully qualifieddomainnameof Local.

3. SettheDefaultDomain valuein ssh2 config onLocal.

4. SettheHostCA andLdapServers valuesin sshd2 config onRemote.

HostCA <trusted-ca-certificate>

LdapServers ldap://server.domain:port

5. Makesurethatthe˜/.shosts file onRemotecontainsthefollowing:

localhostname.yourdomain.com LocalUser

More informationis availablein thessh-certificates manpagesandin Sections4.1.2(Server) and
4.2.4(User).
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Optional Additional Configuration Settings

To makethehost-basedauthenticationmoresecure,youmaywantto considerthefollowing optionalconfig-
urationsettings:

� Settingthe AllowSHosts andDenySHosts keywordsin the sshd2 config file you canfilter
the.shosts , .rhosts , /etc/hosts.equiv and/etc/shosts.equiv entries.

� If you want to allow only global configuration files (/etc/hosts.equiv and
/etc/shosts.equiv ), makesurethatyouhave thefollowing entryin yoursshd2 config file:

IgnoreRhosts yes

After thismodificationthe.shosts and.rhosts fileswill notbeusedin host-basedauthentication.

� To forceanexactmatchbetweenthehostnamethattheclientsendsto theserverandtheclient’sDNS
entry, makesurethatyou havethefollowing definitionin yoursshd2 config file:

HostbasedAuthForceClientHostnameD NSMatch yes

Pleasenotethatwith theabove-mentioneddefinition,host-basedauthenticationthroughNAT will not
work.

Note: Thiskeyword is availablein SSHSecureShellversion3.0andlater.

4.2.4 Certificate Authentication

Thecommercialversionof SSHSecureShell includessupportfor certificateauthentication.

Also certificateauthenticationis performedvia the public-key authenticationmethod. Insteadof the client
sendingjustapublickey, it sendsacertificatecontainingapublickey.

In brief, certificateauthenticationworksin thefollowing way:

� Theclient sendstheusercertificate(which inludestheuser’spublickey) to theserver.

� TheserverusestheCA certificateto checkthattheuser’scertificateis valid.

� Theserverusestheusercertificateto checkfrom its mappingfile(s)whetherlogin is allowedor not.

� Finally, if connectionis allowed,theservermakessurethattheuserhasa valid privatekey by usinga
challenge.

Comparedto traditionalpublic-key authentication,this methodis moresecurebecausethe systemchecks
thattheusercertificatewasissuedby a trustedCA. In addition,certificateauthenticationis moreconvenient
becauseno localdatabaseof userpublickeys is requiredon theserver.
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It is alsoeasyto deny a user’s accessthe systemby revoking his or hercertificate.The statusof a certifi-
catecanbecheckedeitherby usingtheOnlineCertificateStatusProtocol(OCSP)or CertificateRevocation
Lists (CRLs),which canbepublishedeitherto a LightweightDirectoryAccessProtocol(LDAP) or HTTP
repository.

OCSPis usedif thecertificatecontainsa valid authority info access extension.Correspondingly,
CRLsareusedif thecertificatecontainsavalid CRL distribution point extension.If LDAP is used
astheCRL publishingmethod,theLDAP repositorylocationcanbealsodefinedin thesshd2 config file
(seebelow).

Server-SideConfiguration

To configuretheserver, performthefollowing tasks:

1. Acquire theCA certificateandcopy it to the server machine.You caneithercopy theX.509 certifi-
cate(s)assuchor you cancopy a PKCS#7packageincludingtheCA certificate(s).

Certificatescanbeextractedfrom aPKCS#7packageby specifyingthe-7 flagwith ssh-keygen2 .

2. Certificateauthenticationis apartof thepublickey authenticationmethod.Makesurethatyouhave
enabledit in thesshd2 config file:

AllowedAuthentications publickey

3. SpecifytheCA certificateandthemappingfile(s) in thesshd2 config file:

Pki <ca-cert-path>

MapFile <map-file-path>

Youcandisabletheuseof CRLsby addingthePkiDisableCRLs keywordbelow thePki keyword.

PkiDisableCRLs yes

Note: CRL usageshouldonly bedisabledfor testingpurposes.Otherwiseit is highly recommendedto
alwaysuseCRLs.

YoucandefineseveralCA certificatesby usingseveralPki keywords.

Pki <ca-cert-path1>

MapFile <map-file-path1>

Pki <ca-cert-path2>

MapFile <map-file-path1>

MapFile <map-file-path2>

Note that multiple MapFile keywordsare permittedper Pki keyword. Also, if no mappingfile
is defined,all connectionsaredeniedeven if usercertificatescanbe verified using the definedCA
certificate.

Serverwill acceptonly certificatesissuedby definedCA(s).
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4. Also definetheLDAP server(s)in thesshd2 config file.

LDAPServers ldap://server1.domain1:port1,ldap://s erver 2.doma in2:p ort2, ...

5. If necessary, definealsotheSOCKSserver in thesshd2 config file.

SocksServer socks://socks_server:port/network/net mask, networ k/net mask. ..

TheSOCKSservermustbedefinedif CA services(OCSPandCRLs)arelocatedbehindafirewall.

6. Next you needto createthe map file. It specifieswhich certificatesauthorizelogging into which
accounts.

Theformatof thefile is thefollowing:

<account-id> <keyword> <argument>

The keyword can be either Email , Subject , SerialAndIssuer , EmailRegex , or
SubjectRegex . Theargumentsdependon thekeyword.

� Email : Theargumentis theemailaddresswhichmustbepresentin thecertificate.
� Subject : Theargumentis therequiredsubjectnamein LDAP DN (distinguishedname)string

format.
� SerialAndIssuer : Theargumentis therequiredserialnumberandissuernamein LDAP DN

stringformat,separatedby spacesor tabs.
� EmailRegex : The argument is the regular expressionwhich must match an email ad-

dress in the certificate. If account-id contains the string %subst%, it is substituted
with the first parenthesizedpart of the regular expression.Thepatternsare matchedusing
SSHREGEXSYNTAXEGREP.

� SubjectRegex : The argument is the regular expressionwhich must match a subject
name in the certificate. If account-id contains the string %subst%, it is substituted
with the first parenthesizedpart of the regular expression. The patternsare matchedusing
SSHREGEXSYNTAXEGREP.

Examples

Thefollowing areexamplesof differentmapfile definitions:

testuser email testuser@ssh.com

testuser subject C=FI,O=SSH,CN=Secure Shell Tester

testuser serialandissuer 1234 C=FI,O=SSH,CN=Secure Shell Tester

%subst% subjectregex C=FI, O=SSH, CN=([a-z]+)

%subst% emailregex ([a-z]+)@ssh\.com

The last line permitslogging with any email addresswith only lettersin the username. Seeman

sshregex for moreinformationon theregularexpressionsyntax.
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Client-SideConfiguration

Configuretheclient sideaccordingto thecertificatestoragemethodused;a softwareor a PKCS#11token
(for example,asmartcard).

SoftwareCertificates

To configurethesystemfor softwarecertificates,performthefollowing tasks:

1. Enroll acertificatefor yourself.

Example: Enrollmentusingssh-certenroll2

$ /ssh-certenroll2 -g -p id:key -e

-s "C=FI,O=SSH,CN=user;email=user@trus ted.or g"

-a "http://test-ca.trusted.org:8080/pk ix/"

-o /home/user/.ssh2/user_rsa /etc/ssh2/test-ca-certificate.crt

Generated 1024 bit private key saved to file

/home/user/.ssh2/user_rsa.prv.

Rememberto definealsotheSOCKSserver(with the-S flag)or anHTTPproxy(with the-P flag), if
necessary.

2. Theprivatekey mustbein thessh2format.To convertX.509keys to ssh2format,specifythe-x flag
with ssh-keygen2 :

$ ssh-keygen2 -x <keyname>

Private key imported from X.509 format

Successfully saved private key to <keyname>_ssh2

Also PKCS#12 keys canbe convertedto ssh2format. This is doneby specifyingthe -k flag with
ssh-keygen2 .

$ ssh-keygen2 -k <keyname>

Password needed for PFX integrity check :

Integrity check ok.

Got shrouded key.

New passphrase for private key :

Again :

Successfully saved private key to <keyname>_ssh2

Safe decrypted succesfully.

Got certificate.

Certificate written to file <keyname>_ssh2.crt

3. Makesurethatpublic-key authenticationis enabledin thessh2 config file.

AllowedAuthentications publickey
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4. Specifytheprivatekey of yoursoftwarecertificatein the˜/.ssh2/identification file.

CertKey <private-key-path>

Thecertificateitself will bereadfrom private-key-path.crt .

PKCS #11Tokens

To configurethesystemfor PKCS#11tokens(for examplesmartcards),performthefollowing tasks:

1. Enablepublic-key authenticationin thessh2 config file.

AllowedAuthentications publickey

2. Also definetheexternalkey providerandtheinitial string.

EkProvider <provider-name>

EkInitString <init-string>

Theabove-mentionedoptionscanbealsodefinedusingthe- E and-I flagswith ssh2 , respectively.

4.2.5 KerberosAuthentication

WhenKerberossupportis enabled,it is possibleto authenticateusingKerberoscredentials,forwardableTGT
(ticketgrantingticket)andpassingTGT to remotehostfor singlesign-on.It is alsopossibleto useKerberos
passwordauthentication.PleasenotethatSSHSecureShellonly supportsKerberos5.

To enableKerberossupport,performthefollowing tasks:

1. Compilethesource:

./configure --with-kerberos5

make

make install

2. Makesurethatyouhave thefollowing line in your /etc/ssh2/sshd2 config file:

AllowedAuthentications kerberos-1@ssh.com,kerberos-tgt-1@ssh .com

Otherauthenticationmethodscanbelistedin theconfigurationfile aswell.

3. Also, make surethatyou have thefollowing line in your /etc/ssh2/ssh2 config file (for SSH
SecureShellversions2.3and2.4):
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AllowedAuthentications kerberos-1@ssh.com,kerberos-tgt-1@ssh .com

If you areusingSSHSecureShellversion3.0or later, make surethatyou usethenew versionsof kerberos
authenticationmethods:

AllowedAuthentications kerberos-2@ssh.com,kerberos-tgt-2@ ssh.c om

Note: SSHCommunicationsSecuritydoesnotprovide technicalsupportonhow to configureKerberos.Our
supportonly coversSSHSecureShellapplicationsandsourcecode.

4.2.6 PluggableAuthentication Module (PAM)

We recommendtheuseof keyboard-interactiveauthenticationwith PAM.

WhenPAM is used,SSHSecureShell transfersthecontrolof authenticationto thePAM library, which will
thenload the modulesspecifiedin the PAM configurationfile. Finally, the PAM library tells SSHSecure
Shellwhetheror not theauthenticationwassuccessful.SSHSecureShell is not awareof thedetailsof the
actualauthenticationmethodemployedby PAM. Only thefinal resultis of interest.

To enablePAM support,performthefollowing tasks:

1. Compilethesource:

./configure

make

make install

By default, thePAM servicenameis sshd2 . If you wantto changeit, you canaddtheconfigureflag
--with-daemon-pam-service-name=na me.

2. Whenusingkeyboard-interactivePAM submethod,make surethatyou have thefollowing linesin the
/etc/ssh2/sshd2 config file:

AllowedAuthentications keyboard-interactive

AuthKbdInt.Optional pam

And thefollowing line in the/etc/ssh2/ssh2 config file:

AllowedAuthentications keyboard-interactive

In caseyouarenotusingkeyboard-interactive,makesurethatyouhavethefollowing line in bothyour
/etc/ssh2/sshd2 config file and/etc/ssh2/ssh2 config file:

AllowedAuthentications pam-1@ssh.com
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ThePAM configurationsettingsarelocatedeitherin /etc/pam.conf or in /etc/pam.d/sshd2 . The
modulesareusuallyeitherin the /lib/security directoryor in the /usr/lib/security directory.
Currently, SSHSecureShellsupportsPAM onLinux andonSolaris2.6or later.

Theremustbeat leastoneauth , oneaccount , andonesession modulein theconfigurationfile. Oth-
erwisetheconnectionwill be refused.Also, moduleswhich requirePAMTTY will not work becauseTTY
allocationis donein SSHSecureShellaftertheauthentication.

PAM Examples

Thefollowing areexamplesof differentPAM configurations.

1. The/etc/pam.d/sshd2 file onRedHatLinux:

auth required /lib/security/pam_pwdb.so shadow nullok

auth required /lib/security/pam_nologin.so

account required /lib/security/pam_pwdb.so

password required /lib/security/pam_cracklib.so

password required /lib/security/pam_pwdb.so shadow nullok use_authtok

session required /lib/security/pam_pwdb.so

2. The/etc/pam.conf entryonSolaris:

sshd2 auth required /usr/lib/security/pam_unix.so debug

sshd2 account required /usr/lib/security/pam_unix.so debug

sshd2 password required /usr/lib/security/pam_unix.so debug

sshd2 session required /usr/lib/security/pam_unix.so debug

SeeSection4.3(Keyboard-InteractiveAuthentication)for moreinformationonkeyboard-interactiveauthen-
tication.

Note: SSHCommunicationsSecuritydoesnot provide technicalsupporton how to configurePAM. Our
supportonly coversSSHSecureShellapplicationsandsourcecode.

4.2.7 SecurID

We recommendtheuseof keyboard-interactiveauthenticationwith SecurID.

Pleasefamiliarizeyourselfwith theRSAACE/Serverdocumentationbeforereadingfurther.

In theinstructionsbelow, the/top directoryrefersto theRSAACE/Servertop-level directory.

1. In orderto enableSecurIDsupport,you needto compilethe sourcecodeon a computerwhereRSA
ACE/Server(masteror slave)or RSAACE/Agentsoftwareis alreadyinstalled,configured,andrunning.
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./configure --with-serversecurid[=/PATH]

make

make install

Replace/PATH with theabsolutePATH to thedirectorycontainingthesdiclient.a file.

For RSA ACE/Server 4.0 thefile is usuallylocatedin the /top/ace/examples directory, for 5.0
in the/top/ace/inc directory.

Note: If youdonotwantto makethecompilationasroot,makesurethatall theabove-mentionedfiles
arereadableby theuseryouarecompilingas.

2. WhenusingtheKeyboard-InteractiveSecurIDsubmethod,makesurethatyouhavethefollowing lines
in the/etc/ssh2/sshd2 config file:

AllowedAuthentications keyboard-interactive

AuthKbdInt.Optional securid

And thefollowing line in the/etc/ssh2/ssh2 config file:

AllowedAuthentications keyboard-interactive

In caseyouarenotusingKeyboard-Interactive,makesurethatyouhavethefollowing line bothin your
/etc/ssh2/sshd2 config file andin your /etc/ssh2/ssh2 config file:

AllowedAuthentications securid-1@ssh.com

3. Checkthattheuser’sshell is not /top/ace/prog/sdshell .

4. StartRSAACE/Server.

5. Checkthat theVARACEenvironmentvariableis set. It hasto besetbeforestartingsshd2 , andits
valuemustbe/top/ace/data .

6. Startsshd2 .

SeeSection4.3(Keyboard-InteractiveAuthentication)for moreinformationonkeyboard-interactiveauthen-
tication.

Note: SSH CommunicationsSecurity does not provide technical support on how to configure RSA
ACE/Server. Oursupportonly coversSSHSecureShellapplications.

4.3 Keyboard-InteractiveAuthentication

Keyboard-Interactive is a genericauthenticationmethodthat can be usedto implementdifferent typesof
authenticationmechanisms.
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4.3.1 Overview

What Is Keyboard-Interactive?

Keyboard-interactiveis a relatively new authenticationmethod,designedin theSecureShellWorkingGroup
of the InternetEngineeringTaskForce(IETF). TheWorking Group’s abstractcontainsthe following intro-
ductionto thesubject:

Thisdocumentdescribesa general-purposeauthenticationmethodfor theSSHprotocol,suitablefor interac-
tive authenticationswhere theauthenticationdatashouldbeenteredvia a keyboard. Themajor goal of this
methodis to allow theSSHclient to supporta wholeclassof authenticationmechanism(s)withoutknowing
thespecificsof theactualauthenticationmechanism(s)

What Can BeDonewith It?

Basically, any currentlysupportedauthenticationmethodthatrequiresonly theuser’sinput,canbeperformed
with Keyboard-Interactive.

Currently, thefollowing methodsaresupported:

� password

� SecurID

� PAM (but seeSection4.3.1(WhatCannotBeDoneWith It?)).

What Cannot BeDonewith It?

If passingof somebinary information is required(as in public-key authentication),keyboard-interactive
cannotbeused.

PAM hassupportfor binarymessagesandclient-sideagents,andthosecannotbesupportedwith keyboard-
interactive. However, currentlythereareno implementationsthat take advantageof thebinarymessagesin
PAM, andthespecificationmaynotbecastin stoneyet.

4.3.2 Configuring the Server and Client

Client Configuration

To enable keyboard-interactive authentication,make sure that you have the following line in the
/etc/ssh2/ssh2 config file:

AllowedAuthentications keyboard-interactive
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Keyboard-interactiveis enabledby defaulton theclient.

Note: The client cannotrequestany specifickeyboard-interactive submethodif the server allows several
optionalsubmethods.Theorderin which the submethodsareoffereddependson the server configuration.
However, if the server allows for exampletwo optionalsubmethodsSecurIDandpassword, the usercan
skip SecurIDby pressingenterwhenSecurIDis offeredby theserver. Theuserwill thenbepromptedfor
password.

Server Configuration

Keyboard-interactive is not enabledby default on theserver. Make surethatyou have thefollowing line in
the/etc/ssh2/sshd2 config file:

AllowedAuthentications keyboard-interactive

Thesubmethodsandpolicy for keyboard-interactiveareconfiguredasfollows:

## SSH CONFIGURATIONFILE FORMATVERSION 1.1

## REGEX-SYNTAXegrep

...

AuthKbdInt.Required securid

AuthKdbInt.Optional pam, password

AuthKbdInt.NumOptional 1

AuthKbdInt.FailureTimeout 2

...

This allows for maximumconfigurabilitywithout beingtoo hardto implement. Seethe sshd2 config

manpagesfor moreinformationon thekeywords.

Thedefault for requiredsubmethodsis 0, althoughif no requiredsubmethodsarespecified,theclient must
alwayspassat leastoneoptionalsubmethod.

4.3.3 Adding NewAuthentication Methods

Thissectionscoversadvancedimplementationof keyboard-interactive.

PleasenotethatSSHCommunicationsSecuritydoesnotprovidetechnicalsupportonhow to implementyour
own keyboard-interactivesubmethod.Also, considercarefullythesecurityimplicationswhenimplementing
a submethodof yourown.

New submethodsareaddedto thesubmethodsarrayin apps/ssh/auths-kbd-int-submethods. c .
Youneedtocreateaninitializationanduninitializationfunctionfor thesubmethod.Theinitializationfunction
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will createa methodcontext for thesubmethod,andstarttheauthentication,usingthespecifiedconversation
function.

Youneedto definethreefunctions:init , free anda callbackfor theconversationfunction.

init Type

typedef void (*init)(void **method context,

SshAuthKbdIntSubMethods methods,

SshKbdIntSubMethodConv conv,

void *conv context);

Description Theinitialization function.

Ar guments

method context

Shouldbeassignedto thepointerto thecontext allocated.Assigningsomethingto method context

is mandatory. (Thissimplifiesthemainmethod’sbookkeepingonwhatsubmethodshaveactuallybeen
initialized.) Thiscontext is passedto thefree function.

methods

Should be storedby the submethod. It containsfor example the SshServer structureand an
SshUser structurethatcanbeusedin theauthenticationprocessby thesubmethod.

conv

Theconversationfunction,calledby thesubmethodwhenit hastherequests.Theprototypeisdescribed
below.

conv context

Shouldbegivento theconv function.

fr ee Type

typedef void (*free)(void *method context);

Description free is calledby the main methodduring uninitialization. The submethodshouldfree all
state,includingmethod context at thisstage.
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Ar guments

method context

Shouldbeassignedto thepointerto thecontext allocated.

SshKbdIntSubMethodCB Type

typedef void (*SshKbdIntSubMethodCB)(size t num resp,

char **resps,

Boolean cancel,

void *context);

Description A functionof this type is passedto theconversationfunction. It is calledafter theresponses
arereceivedfrom theclient.

Ar guments

num resp

Thesizeof theresps array.

resps

Theresponsesreceivedfrom theclient.

cancel

If this valueis TRUE, the submethodshouldabortthe authentication,andget readyto be destroyed
(with thefree function).

context

Theallocatedcontext.

SshKbdIntSubMethodConv Type

typedef void (*SshKbdIntSubMethodConv)(SshKbdI ntRes ult code,

const char *instruction,

size t num reqs,

char **reqs,

Boolean *echo,

SshKbdIntSubMethodCB method cb,

void *method ctx,

void *context);
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Description Thesubmethodcallsthis functionwhenit hastherequests.

Ar guments

code

Indicates the state of the authentication. If the submethod authentication is a
success, this should be SSHKBDINT SUBMETHODRESULTSUCCESS, if failed,
SSHKBDINT SUBMETHODRESULTFAILED , and if the authentication is not complete,
SSHKBDINT SUBMETHODRESULTNONEYET.

instruction

Thisfield shouldcontainashortdescriptionof whattheusershoulddo.

num reqs

Indicates the size of reqs and echo arrays. If the code is not
SSHKBDINT SUBMETHODRESULTNONEYET, this should be 0, and reqs and echo should
beNULL.

reqs

Therequestssentto theclient.

echo

Tells theclientwhethertheuser’s responseto thecorrespondingrequestshouldbeechoed.

method cb

Themainmethodwill call thiswhenit hasobtainedtheresponsesfrom theclient.

method ctx

This is givento method cb by themainmethod.

context

Theallocatedcontext.

Pleaseseeauths-kbd-int-submethods.c for an exampleof usinga ’password’ submethod.This
submethodis implementedin auths-kbd-int-passwd.[ch] .

Pleasefollow thestyleof thosefileswhencreatingnew submethods.Completedocumentationfor theAPI is
locatedin apps/ssh/auths-kbd-int-submethods.h .
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Chapter 5

UsingSSHSecureShell

This chapterprovidesinformationon how to usetheSSHSecureShellsoftwaresuiteafter it hasbeensuc-
cessfullyinstalledandsetup.

5.1 Using the Secure ShellServer Daemon(sshd2)

Theserverdaemonprogramfor SecureShellis calledsshd2 .

Sshd2 is normallystartedatboottime from /etc/rc.local or its equivalent.It forksanew daemonfor
eachincomingconnection.Theforkeddaemonshandlekey exchange,encryption,authentication,command
execution,anddataexchange.

TheSecureShelldaemonis normallyrunasroot. If it is notrunasroot,only theuserthedaemonis runningas
will beauthorizedto log in, andpasswordauthenticationmaynotwork if thesystemusesshadow passwords.
An alternativehostkey pairmustalsobeused.

5.1.1 Manually Starting the Secure ShellServer Daemon

To manuallystarttheSecureShelldaemon,typethecommand/usr/local/sbin/sshd2 .

(Note: If the installationwassuccessfullycompleted,sshd is a symboliclink to sshd2 . If you alsohave
ssh1installed,thessh2installationprocessmodifiestheexistinglink. If ssh1compatibilityis desired,sshd2

canbeconfiguredto executesshd1 whentheclientonly supportsssh1.However, it is recommendedto use
sshd2 becausesshd maystartanOpenSSHserver.)

The sshd2daemoncanbe configuredusingcommand-lineoptionsor a configurationfile. Command-line
optionsoverridevaluesspecifiedin theconfigurationfile.
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5.1.2 Automatically Starting the Server Daemonat Boot Time

If you have installedfrom RPM packageson RedHator on SuSE,sshd2 is alreadystartingat boot time.
Thesameis trueif youhave installedfrom depot onHP-UX.

In thefollowing sections,two differentmethodsfor startingtheSecureShellDaemonatboottimeareintro-
duced. If neitherof thesemethodswork on your system,consultyour operatingsystemdocumentationon
how to startservicesatboottime.

Starting fr om /etc/rc.d/rc.local

In orderto startsshd2 automaticallyat boot time on SystemV basedoperatingsystems,thestartupscript
sshd2 shouldbe locatedin the /etc/rc.d/init.d directory, and thereshouldbe symbolic links to
sshd2 startupscript in /etc/rc.d/rc?.d , where”?” is the runlevel. You caneitheraddtheselinks
manuallyor usechkconfig .

Note: chkconfig is only availableonRedHat.In SuSE,addthesymboliclinks manually.

If youwantto usechkconfig , checkthatthefirst linesin sshd2 aresimilar to thefollowing:

#!/bin/sh

#

# Author: Sami Lehtinen <sjl@ssh.com>

#

# sshd2 This shell script takes care of starting

# and stopping sshd2.

#

# chkconfig: 345 34 70

# description: Secure Shell daemon

#

Thismeansthatsshd will bestartedin runlevels3, 4 and5, its startingpriority is 34,andits killing priority
is 70. Youcanchoosetherunlevelsandprioritiesasyouwantaslongassshd is startedafterthenetwork is
up.

After addingthelinks manuallyor giving thecommand

chkconfig --add sshd2

youshouldhave thelinks /etc/rc.d/rc?.d , similar to

lrwxrwxrwx 1 root root 14 Aug 16 10:07 S34sshd -> ../init.d/sshd

lrwxrwxrwx 1 root root 14 Aug 16 10:07 K70sshd -> ../init.d/sshd
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Starting fr om /etc/rc.local

On BSD basedoperatingsystems,you have to adda similar line to the following to the rc.local file in
the/etc directory:

echo "Starting sshd2..."; /usr/local/sbin/sshd2

After this, theSecureShelldaemonwill startautomaticallyatboottime.

5.1.3 Operation of the Server Daemon

Whensshd2 is started,it begins to listenon a port for a socket. Thedefault port is port 22, now a well-
known port for SecureShell. This canbechangedto suit any customenvironments,e.g. if you want to run
sshd2 from a non-privilegedaccount;however, make surethatno otherprocessis usingtheport you are
planningto use.

TheSecureShelldaemoncanalsobestartedfrom theInternetdaemoninetd . For thepurposeof this text,
it is assumedthatsshd2 is not invokedthroughinetd but startedon its own.

Whenthe daemonis listeningfor a socket, it waits until a client initiatesa socket connection.Oncecon-
nected,the daemonforks a child process,which in turn initiateskey exchangewith the client. The child
processhandlestheactualconnectionwith theclient, includingauthentication,supportedciphernegotiation,
encrypteddatatransfer, andterminationof the connection.After the connectionhasbeenterminated,the
child processterminatesaswell. Theparentprocesscontinueslisteningfor otherconnectionsuntil explicitly
stopped.

Login Process

Whena usersuccessfullylogsin, sshd2 performsthefollowing operations:

1. Changesto runwith normaluserprivileges.

2. Setsupa basicenvironment.

3. Reads/etc/environment if it exists.

4. Changesto theuser’shomedirectory.

5. Runstheuser’sshellor specifiedcommand.
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5.1.4 Resettingand Stopping the Server Daemon

When the Secure Shell daemon is started, its process identifier (PID) is stored
in /var/run/sshd2 22.pid or, if the directory /var/run does not exist, in
/etc/ssh2/sshd2 22.pid . Thismakesit easyto kill theappropriatedaemon:

kill ‘cat /var/run/sshd2_22.pid‘

or sendsignalsto it:

kill -SIGNAL ‘cat /var/run/sshd2_22.pid‘

TheSecureShelldaemonhandlessignalslike inetd : youcansendit aSIGHUPsignalto makeit rereadits
configurationfile. Thedaemoncanbestoppedby sendingtheSIGKILL signal.

All sshdprocessescanbeterminatedif needed.This shouldbedoneonly whenroot is loggedin locally, as
theserver processfor theroot userwho is remotelyloggedin will alsobe terminated.Anotheroption is to
startanew sshd2daemononadifferentportbeforeterminatingsshdprocesses:

sshd2 -p 1234

Only thesshdprocesses(e.g. /usr/local/sbin/sshd ) will beterminated:

killall sshd

5.1.5 DaemonConfiguration File and Command-Line Options

Sshd2 readsconfigurationdatafrom /etc/ssh2/sshd2 config (or thefile specifiedwith the-f flag
on thecommandline). Thefile containskeyword-valuepairs,oneper line. Linesstartingwith thenumber
sign(#) aswell asemptylinesareinterpretedascomments.

Subconfigurationfilescanalsobespecifiedin themainconfigurationfile. SeeSection3.2(Subconfigurations)
for moreinformation.

For detailedinformationabouttheoptionsavailablein theconfigurationfile andonthecommandline, please
referto thesshd2config(5) andto thesshd2(8) manualpages.

5.1.6 Subsystems

Subsystemscanbedefinedin thesshd2 config file usingthefollowing syntax.
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subsystem-<name> argument

Theargument is thecommandwhichwill beexecutedwhenthesubsystemis requested.

$ ssh2 -s <name> user@remote

Theargument canbea list of commandsseparatedwith semicolon(; ), or it can,for example,refer to a
script.

Oneexampleof asubsystemis sftp .

subsystem-sftp /usr/local/bin/sftp-server

The sftp subsystemalsohasan internalalternative. This shouldbe usedfor examplewhenthe useris
chrootedanddoesnothaveaccessto sftp-server.

subsystem-sftp internal://sftp-server

5.2 Using the Secure ShellClient (ssh2)

ThebasicSecureShellclientprogramis calledssh2 .

Ssh2 canbeusedeitherto initiate aninteractive session,resemblingrlogin , or to executea commandin
a waysimilar to thersh command.

TheSecureShellclientconnectsto theserveronport22,which is a well-known port for SecureShell.

5.2.1 Starting the Secure ShellClient

Ssh2 hasa verysimplesyntax:

ssh [options] hostname [command]

Themostcommonusageis to establishaninteractive sessionto a remotehost.This canbedonesimply by
typing ssh hostname.domain . A real-world examplecould be ssh root@somehost.ssh.com .
As with rsh andrlogin , theuserID to beusedcanalsobespecifiedwith the-l option,for examplessh

-l root somehost.ssh.com .

Note: As shown in theabove example,in thenormalcase,you do not have to typessh2 . The installation
processcreatesa symboliclink, ssh , thatpointsto theactualssh2 executable.If ssh1wasinstalledbefore
ssh2,youwill needto typessh1 to run thessh1client.

Thessh2 command-lineoptionsaredocumentedin detailon thessh2(1) manualpage.
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5.2.2 Client Configuration File and Command-Line Options

Ssh2 reads configuration data from /etc/ssh2/ssh2 config and from
$HOME/.ssh2/ssh2 config (or the file specifiedwith the -F option on the commandline). The
last-obtainedvaluewill prevail.

Thefile containskeyword-valuepairs,oneperline. Linesstartingwith thenumbersign(#) aswell asempty
linesareinterpretedascomments.For detailedinformationabouttheoptionsavailablein theconfiguration
file andon thecommandline, pleasereferto thessh2config(5) andssh2(5) manualpages.

5.3 UsingSecure Copy (scp2)

Scp2is a programfor copying files securelyover thenetwork. It usesssh2 for datatransfer, andusesthe
sameauthenticationandprovidesthesamesecurityasssh2 .

Scp2 usesa sftp2 overssh2 for dataexchangebetweentheclient andserver. This is not to beconfused
with FTP.

Thebasicsyntaxfor scp2 is like this:

scp user@source:/directory/file user@destination:/directory/file

Note: As shown in theexampleabove, in thenormalcase,you do not have to typescp2 . The installation
processcreatesa symboliclink, scp , thatpointsto theactualscp2 executable.If ssh1wasinstalledbefore
ssh2was,youwill needto typescp1 to run thessh1client.

Scp2 canbeusedto copy files in eitherdirection;thatis, from thelocalsystemto theremotesystemor vice
versa.Local pathscanbe specifiedwithout the user@system: prefix. Relative pathscanalsobe used;
they areinterpretedrelative to theuser’shomedirectory.

Thescp2 command-lineoptionsaredocumentedin detailon thescp2(1) manualpage.

5.4 UsingSecure File Transfer (sftp2)

Sftp2is anFTP-likeclient thatworksin asimilar fashionto scp2 . Justlikescp2 , sftp2 runswith normal
userprivilegesandusesssh2 for transport.Eventhoughit functionslike ftp , sftp2 doesnotusetheFTP
daemonor theFTP client for its connections.Thesftp2 client canbeusedto connectto any hostthat is
runningtheSecureShellserverdaemon(sshd2 ).

Thebasicsyntaxfor sftp2 is like this:

sftp2 [options] [user@]host
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Note: As shown in theexampleabove, in thenormalcase,you do not have to typesftp2 . Theinstallation
processcreatesa symboliclink, sftp , thatpointsto theactualsftp2 executable.sftp wasnot included
in ssh1.

Actualusageof sftp2 is similar to thetraditionalftp program.

Thesftp2 command-lineoptionsandcommandsaredocumentedin detailon thesftp2(1) manualpage.

5.5 UsingAuthentication Agent (ssh-agent2, ssh-add2)

Ssh-agent2is a programto hold privatekeys for authentication.With theSsh-add2command,you canadd
identitiesto theauthenticationagent.Whenyou usetheauthenticationagent,it will automaticallybeused
for public-key authentication.This way, you only have to type the passphraseof your privatekey onceto
theagent.Authenticationdatadoesnot have to bestoredon any othermachinethanthelocal machine,and
authenticationpassphrasesor privatekeysnevergoover thenetwork.

Startssh-agent2 with thecommand

eval ‘ssh-agent2‘

or with thecommand

exec ssh-agent $SHELL

After that,youcanaddidentitieslike this:

% ssh-add2 id_dsa_1024_a

Adding identity: id_dsa_1024_a

Need passphrase for id_dsa_1024_a (1024-bit dsa,

user@localhost, Tue Aug 01 2000 19:41:42).

Enter passphrase:

Whenyouconnectto a remotehostandusepublic-key authentication,you will getstraightin.

If youwanttheconnectionto theagentto beforwardedoverssh remotelogins,youshouldhavethis line in
your /etc/ssh2/sshd2 config file:

AllowAgentForwarding yes

The ssh-agent2 andssh-add2 command-lineoptionsaredocumentedin detail on the ssh-agent2(1)
andssh-add2(1) manualpages.

SSHSecureShellAdmin Guide c
�

2002SSHCommunicationsSecurityCorp.



62 Chapter 5. UsingSSHSecureShell

5.6 UsingChroot Manager (ssh-chrootmgr)

Ssh-chrootmgr is a helperapplicationto beusedin instanceswhereyou would like to restrictusersto their
own homedirectorywhenthey usessh2andsftp2. Note that this worksonly for staticbuilds, becausethey
do not useany sharedlibraries.Also, this functionalityis not availabledirectly in thebinaries,anddoesnot
work onSolarissystems.

1. First,compilethesource:

./configure --enable-static

make

make install

2. Runssh-chrootmgr with root privilegesandspecifytheappropriateusernameson thecommand
line:

ssh-chrootmgr user1 user2 user3

If you want,you canrun ssh-chrootmgr with the -v optionto getmoreinformation,or with the
-q optionto suppressany output.

3. Edit thefollowing line in theconfigurationfile /etc/ssh2/sshd2 config:

ChRootUsers user1,user2,user3

If all theusersarein thesamegroup,edit thefollowing instead:

ChRootGroups group1,group2,group3

4. Edit the/etc/passwd file sothattheuser’sshell is /bin/ssh-dummy-shell .

5. Try to connectwith sftp , for exampleasuser1 , andverify thattheenvironmentis chrooted.

The ssh-chrootmgr command-lineoptionsaredocumentedin detail on the ssh-chrootmgr(1) manual
page.

If you want to establisha chrootedenvironmentmanuallywithout usingssh-chrootmgr , performthe
following tasksaftercompilingstaticbinaries:

1. Createa bin directoryundertheuser’shomedirectory

2. Copy ssh-dummy-shell.static and sftp-server2.static from the
/usr/local/bin directoryto the$HOME/bin directory

3. Createthefollowing symboliclinks:

ln -s sftp-server2.static sftp-server

ln -s ssh-dummy-shell.static ssh-dummy-shell

4. As root,edit the/etc/passwd file sothattheuser’sshell is /bin/ssh-dummy-shell .
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5.7 UsingPublic-Key Manager (ssh-pubkeymgr)

Ssh-pubkeymgr createsthe userfiles neededto usepublic-key authenticationwith ssh2 . After all the re-
quiredfiles have beencreated,it providesaninterfacethatcanuploadyour userpublic key to a remotehost
usingscp2 .

In thefollowing usageexample,it is assumedthattheuserEt hasnot yetgeneratedany keys. Et is currently
loggedon hostEarth andwantsto usepublic-key authenticationbetweenthe hostsEarth andHome. The
usernameis Et in bothhosts,EarthandHome.

1. Startssh-pubkeymgrby giving thecommand

ssh-pubkeymgr

2. Ssh-pubkeymgrrunsssh-keygen2 andpromptsEt for a passphrase:

Checking for existing user public keys..

Couldn’t find your DSA keypair.. I’ll generate you a new set..

Running ssh-keygen2... don’t forget to give it a passphrase!

Generating 2048-bit dsa key pair

4 .oOo.oOo.ooO

Key generated.

2048-bit dsa, Et@Earth, Fri Aug 18 2000 15:48:38 +0300

Passphrase :

Again :

Private key saved to /home/Et/.ssh2/id_dsa_2048_a

Public key saved to /home/Et/.ssh2/id_dsa_2048_a.pub

Creating your identity file..

Creating your authorization file..

...

3. Next, ssh-pubkeymgr asksif any hostsneedto beaddedto theauthorizationfile. In orderto use
public-key authenticationwhenconnectingfrom Hometo Earth, theanswermustbeyes .

Do you want to add any hosts to your authorization file?

(Default: yes)

4. After this, thesystemasksfor therequiredinformation:

Type in their hostname, press return after each one.

Press return on a blank line to finish.

Add which user?

Et

Add which host?
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Home

You added Et at Home as a trusted login.

Press return to continue or Ctrl-D to exit.

5. Next, theuserpublic key canbeuploadedto a remotehost:

Do you want to upload Et@Earth key to a remote host? (Default: yes)

Upload to which host?

Home

Which user account?

Et

Where is the Et’s home directory?

(e.g. /home/anne, /u/ahc, etc.)

/home/Et

Now running scp2 to connect to ssh2-test3..

Most likely you’ll have to type a password :)

Et@Home’s password:

Et-Earth.pub | 738B | 0.7 kB/s | TOC: 00:00:01

| 100%

Press return to upload to more hosts or Ctrl-D to exit.

Everythingis now setuponthehostEarth. Now, theuserEt hasto connectto thehostHomewith ssh2 and
run thecommandssh-pubkeymgr onHome. After this,Et canusepublic-key authentication.

If you arenot promptedfor a passphraseaftersettingup public-key authentication,checkthatyou have all
thekeys listedin theauthorizationfile in your$HOME/.ssh2 directory.
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Appendix A

Tool Syntax

Thebasicsyntaxof ssh-keygen2 andssh-certenroll2 is explainedhere.For moreinformation,see
therelevantmanpages.

A.1 ssh-keygen2

ssh-keygen2 is a tool thatgeneratesandmanagesauthenticationkeys for ssh2.Eachuserwishingto use
ssh2with public-key authenticationcanrun this tool to createauthenticationkeys. Additionally, thesystem
administratormayusethis to generatehostkeys for theSSHSecureShellserver.

(Pleasenotethat PKI andPKCS#11 supportis only availablein commercialdistributionsof SSHSecure
Shell.)

SYNOPSIS

ssh-keygen2 [-b bits] [-t dsa|rsa] [-c comment_string]

[-e file] [-p passphrase] [-P] [-h] [-?] [-q] [-1 file] [-i file]

[-D file] [-B number] [-V] [-r file] [-x file] [-k file]

[-7 file] [-F file] [key1 key2 ...]

OPTIONS

-b bits

Length of the key in bits, for example 1024 bits.

-t dsa | rsa

Choose the type of the key. Valid options are

dsa and rsa.
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-c comment_string

Specify the key’s comment string.

-e file

Edit the specified key. Makes ssh-keygen2 interactive.

You can change the key’s passphrase or comment.

-p passphrase

Specify the passphrase used.

-P Specify that the key will be saved with an empty

passphrase.

-h | -?

Print a short summary of ssh-keygen2 commands.

-q Hide the progress indicator.

-1 file

Convert key from ssh1 format to ssh2 format.

-i file

Load and display information on ’file’.

-D file

Derive the public key from the private key ’file’.

-B number

The number base for displaying key information (default 10).

-V Print version string and exit.

-r file

Stir in data from file to the random pool.

-x file

Convert private key from X.509 format to ssh2 format.

-k file

Convert a PKCS #12 file to an ssh2 format certificate

and private key.

-7 file

Extract certificates from a PKCS #7 file.
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-F file

Dump the fingerprint of a given public key. The finger-

print is given in the Bubble Babble format, which

makes the fingerprint look like a string of "real"

words (making it easier to pronounce).

A.2 ssh-certenroll2

ssh-certenroll2 allowsusersto enroll certificates.It will connectto a CA (certificationauthority)and
usetheCMPv2protocolfor enrollingacertificate.Theusermaysupplyanexistingprivatekey whencreating
thecertificationrequest,or allow a new key to begenerated.

SYNOPSIS

ssh-certenroll2 [-V ] [-S SOCKS-server] [-P proxy-url] [-g

] [-t rsa|dsa] [-l key-size] [-o base-name] [-p cmp-ref-

num:cmp-key] [-e ] -a ca-access-url -s subject-name ca-

cert-file [ private-key ]

OPTIONS

-V Print version string and exit.

-S SOCKS-server

The SOCKSserver URL to be used when connecting to

the certification authority.

-P proxy-url

The HTTP proxy server URL to be used when connect-

ing to the certification authority.

-g Generate a new private key.

-t rsa|dsa

Type of key to be generated. Valid types are "rsa"

or "dsa". Rsa is the default.

-l key-size

The size of the key to be generated (in bits).

1024 is the default.

-o base

Specify the base prefix of the generated files.

The private key (if generated) will be <base>.prv
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and the certificate will be <base>-num.crt

-p cmp-ref-num:cmp-key

Specify the CMP enrollment reference number and

key (the pre-shared secret).

-e Enable extensions in the subject name. If, for

example, ip, dns, or email extensions are used, the

-e flag must be present.

-a ca-access-url

The full URL to the certification authority.

-s subject-dn-name

Specify the subject name for the certificate. For

example, "c=ca,o=acme,ou=development,cn=Ra mi Romi"

would specify the common user name "Rami Romi" in

the organizational unit "Development" in the orga-

nization "Acme" in "ca" (Canada).

-u number

Optionally gives the key usage bits.

EXAMPLES

1. Enroll acertificateandgeneratea DSA privatekey:

ssh-certenroll2 -g -t dsa -o mykey -p 12345:abcd -S

socks://fw.myfirm.com:1080 -a http://www.ca-

auth.domain:8080/pkix/ -s "c=fi,o=acme,cn=Rami Romi" ca-

certificate.crt

Thiswill generateaprivatekey calledmykey.prv andacertificatecalledmykey-0.crt .

2. Enroll acertificateusinga suppliedprivatekey andprovideanemailextension:

ssh-certenroll2 -o mykey -p 12345:ab -a http://www.ca-

auth.domain:8080/pkix/ -s "c=ca,o=acme,cn=Rami

Romi;email=rami@acme.ca" ca-certificate.crt my_pri-

vate_key.prv

Thiswill generateandenroll a certificatecalledmykey-0.crt .
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Appendix B

TechnicalSpecifications

B.1 SupportedCryptographic Algorithms and Standards

Thissectionlists thesupportedcryptographicalgorithmsandstandardssupportedby SSHSecureShell.

B.1.1 Public-KeyAlgorithms

Thefollowing public-key algorithmsarethesupported:

� RSA(768-,1024-,2048-or 3072-bitkey)

� DSA (768-,1024-,2048-or 3072-bitkey)

B.1.2 Data Integrity Algorithms

Thefollowing dataintegrity algorithmsaresupported:

� SHA-1(20-bytekey, RFC2104)

� MD5 (16-bytekey, RFC2104)

B.1.3 Symmetric SessionEncryption Algorithms

For symmetricsessionencryption,thefollowing algorithmsaresupported:

� AES(128-,192-or 256-bitkey)
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� Blowfish(128-bitkey)

� Twofish(128-,192-or 256-bitkey)

� CAST-128(128-bitkey)

� Arcfour (128-bitkey)

� 3DES(168-bitkey)

� DES

B.1.4 Certificate Standards

Thesupportedcertificatestandardsanddraftsare:

� RFC 2315, PKCS #7: CryptographicMessageSyntaxVersion1.5,B. Kaliski, March1998.

� RFC 2459, InternetX.509PublicKey InfrastructureCertificateandCRL Profile,R. Housley, W. Ford,
W. Polk,andD. Solo,January1999.

� PKCS #12v1.0: PersonalInformationExchangeSyntax,RSA Laboratories,June1999.

� draft-ietf-pkix-rfc2510bis-03.txt (RFC 2510bis), InternetX.509PublicKey InfrastructureCertificate
ManagementProtocols,C. AdamsandS.Farrel,February2001.

B.1.5 Certificate and CRL Publishing Solutions

For certificateandCRL publishing,thefollowing solutionsaresupported:

� RFC 2585, InternetX.509PublicKey InfrastructureOperationalProtocols:FTPandHTTP, R. Hous-
ley, SPYRUS,P. Hoffman,IMC, May 1999.

� RFC 2559, InternetX.509PublicKey InfrastructureOperationalProtocols- LDAPv2, S. Boeyen,T.
Howes,andP. Richard,April 1999.

� RFC 2560, X.509 InternetPublic Key InfrastructureOnline CertificateStatusProtocol- OCSP, M.
Myers,VeriSign,R. Ankney, CertCo,A. Malpani,ValiCert,S.Galperin,My CFO,C. Adams,Entrust
Technologies,June1999.

B.1.6 Cryptographic TokenStandards

Supportedsmartcardandcryptographictokenrelatedsupportedstandardsare:

� PKCS #11v2.10: CryptographicTokenInterfaceStandard,RSALaboratories,December1999.
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B.1.7 Other SupportedStandards

Othersupportedstandardsare:

� RFC 2460, InternetProtocol,Version6 (IPv6) Specification,S. Deering,Cisco,R. Hinden,Nokia,
December1998.

B.1.8 Additional Inf ormation

Additional informationonRFCsandInternet-Draftsis availableat theIETF Website:

http://www.ietf.org/

At theRSAWebsiteyoucanfind additionalinformationonthePublic-Key CryptographyStandards(PKCS):

http://www.rsasecurity.com/rsalabs/ pkcs/

B.2 Authentication Methods

Thefollowing tableshowstheavailableauthenticationmethodsandlimitationson theiruse.

Available Suitablefor Requires Requires
from scripting additional additional

binaries software hardware

Password x
Userpublic key
- ssh2keys x x �
- ssh1keys x x �
- PGPkeys x x � x �
Certificates
- software x x
- PKCS#11tokens x x

Host-based x x

Kerberos5
- client x �
- server x �
RSA securID
- client x x �
- server x �
PAM
- client x
- server x 	
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If Availablefrombinariesis notchecked,theauthenticationmethodin questioncanbeenabledby compiling
from source.SeeChapter4 (Authentication)for instructions.

Explanation:

1. Usessh-agent2or NULL passphrase.Notethatin thelattercaseit is extremelyimportantthatnoone
elsecanaccessyourprivatekey.

2. Only theOpenPGPstandardandprogramsusingit aresupported.

3. Only Kerberos5is supported

4. SecurIDtokens

5. RSAACE/Serveror RSAACE/Agentsoftware

6. Only PAM onLinux andonSolaris2.6or lateris supported.
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Index
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%subst%, 43

3DES,70
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account , 47

account-id , 43

activemode,26

addingauthenticationmethods,50

AES,69
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agent,61

agentforwarding,28

AllowedAuthentications , 33,34,36,40

AllowGroups , 20

AllowHosts , 19

AllowSHosts , 41

AllowUsers , 19

AnyCipher , 16

AnyMac, 17

AnyStdCipher , 16

AnyStdMac , 17

Arcfour, 70

arcfour , 16

auth , 47

authentication,29

authenticationagent,61

authenticationmethods,29,71

authentication:addingnew methods,50

authentication:certificate,31,41

authentication:host-based,14,37

authentication:Kerberos,45

authentication:Keyboard-Interactive, 47,48

authentication:keyboard-interactive, 33,46

authentication:PAM, 46,49

authentication:password,33,49

authentication:public-key, 29,30,34,41,63
authentication:SecurID,47,49
authentication:server, 29,31
authentication:user, 33
authority info access , 31,42
authorization , 35–37,63

basicconfiguration,13
Berkeley services,9
Blowfish,70
blowfish , 16
BSD,57

CA (certificationauthority),31
CA certificate,42
cast , 16
CAST-128,70

certificate,31,40,41
certificateauthentication,31,41
certificaterevocationlist (CRL), 31,33,41
certificate:revoked,31
certificate:software,44
certificationauthority(CA), 31
channel,24
chkconfig , 56
chrootmanager, 62
ciphernegotiation,57

ciphers , 15
clientcommand-lineoptions,60
clientconfigurationfile, 60
clientprogram,59
client-sideconfiguration,32,44
client: starting,59
command, 37
command-lineoptions:client,60
command-lineoptions:daemon,58

commercialuser, 12
compatibility:SSH1,23
compression,17
configuration,13
configurationfile locations,13
configurationfile: client,60
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configurationfile: daemon,58
configuration:client-side,32,44

configuration:root logins,18

configuration:server-side,31,42

configuration:SSH1compatibility, 23

configuration:TCPwrappers,21
convertingkey format,32,44

CRL (certificaterevocationlist), 31,33,41

CRL distribution point , 31,42

CRL: disabling,33,42
cryptographicalgorithms,69

customersupport,12

daemon,23,55

daemoncommand-lineoptions,58

daemonconfigurationfile, 58

daemon:operation,57
daemon:resetting,58

daemon:starting,55,56

daemon:stopping,58

datatransfer, 57
DefaultDomain , 40

DenyGroups , 20

DenyHosts , 19

DenySHosts , 41

DenyUsers , 19
DES,70

des , 16

Diffie-Hellmankey exchange,29,31

disablingCRL, 33,42
DNS Address , 31

DNSentry, 41

draft-ietf-pkix-rfc2510bis-03,70

DSA, 69

DSA key pair, 30
dynamicport forwarding,27

eavesdropping,10

egrep , 18

Email , 43

EmailRegex , 43
encrypteddatatransfer, 57

encryption,11

encryptionalgorithm,15

environmentvariable,14

evaluation,12
evaluationversion,14

export regulations,11

fakingnetwork addresses,10

fallbackfunctionality, 11
file locations,13

File TransferProtocol(FTP),9, 10,60,70

fingerprint,29

firewall, 33

forwarding,24
forwarding:agent,28

forwarding:FTP, 26

forwarding:local,25

forwarding:remote,25
forwarding:X11, 27

free , 51

FTP(File TransferProtocol),9, 10,60,70

FTPforwarding,26

generatinghostkey, 14

GNU ZLIB (LZ77), 17
GnuPGP, 36

hijacking,10

hmac-md5, 16

hmac-md5-96 , 16

hmac-ripemd160 , 16
hmac-ripemd160-96 , 17

hmac-sha1 , 16

hmac-sha1-96 , 16

hostkey, 29

hostkey generation,14
hostkey: multiple,30

host-basedauthentication,14,37

hostbased , 38

HostCA , 33,40
HostCANoCrls , 33

hostkey , 14,30

hostkey.pub , 14,30

hostkeys , 14

hosts.allow , 22
hosts.deny , 22

hosts.equiv , 41

HostSpecificConfig , 20

HP-UX, 56
HTTP(HyperText TransferProtocol),70

HTTPproxy, 44

HTTPrepository, 31,41

HTTPtunneling,24

HUP, 23,38
HyperText TransferProtocol(HTTP),70

identification , 35,36,45

IETF (InternetEngineeringTaskForce),10
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IETF-secshInternet-Drafts,11
IETF-SecSH-draft,16,17

incomingtunnel,25

inetd , 57

init , 51

InternetEngineeringTaskForce(IETF), 10
InternetProtocol(IP), 9

InternetProtocolversion6 (IPv6),71

IP (InternetProtocol),9

IP spoofing,10

IPv6 (InternetProtocolversion6), 71

Kerberos,45

key exchange,29,31,57
key fingerprint,29

key format:converting,32,44

key format:ssh2,32,44

key format:X.509,32,44

key generation,14
key: PGP, 36

key: PKCS#12,44

key: private,61

key: public,63

key: ssh1format,36
Keyboard-Interactive authentication,47,48

keyboard-interactive authentication,33,46

knownhosts , 14

LDAP(LightweightDirectoryAccessProtocol),31,41,
70

LDAP server, 33,42

LdapServers , 40

legal issues,11
libwrap.a , 22

licensefile, 14

license:commercial,12

license:non-commercial,12

license ssh2.dat , 14
LightweightDirectoryAccessProtocol(LDAP),31,41,

70
Linux, 12

local forwarding,25

locationof files,13

login process,57

login: restricting,18
login: root,18

MAC (MessageAuthenticationCode),16
maintenance,12

man-in-the-middleattack,29,31

MapFile , 42
MD5, 69

MessageAuthenticationCode(MAC), 16

MicrosoftWindows,12

multiplehostkeys,30

NAT (Network AddressTranslation),41

negotiation,57
Network AddressTranslation(NAT), 41

network securityrisks,9

non-commercialuser, 12

OCSP(OnlineCertificateStatusProtocol),31,41,70

OnlineCertificateStatusProtocol(OCSP),31,41,70
OpenPGPstandard,36

operatingsystem,12

operationof serverdaemon,57

options , 37

OS/2,12
outgoingtunnel,25

PAM (PluggableAuthenticationModule),46,49

pam.conf , 47

PAMTTY, 47

passive mode,26
passphrase,35,64

password authentication,33,49

password: shadow, 55

PermitRootLogin , 18

permittingroot logins,18
PGPkeys,36

PID (processidentifier),58

PKCS#11token,44,45

PKCS#11v2.10,70
PKCS#12key, 44

PKCS#12v1.0,70

PKCS#7,70

PKCS#7package,32,42

Pki , 42
PkiDisableCRLs , 42

platforms,12

PluggableAuthenticationModule(PAM), 46,49

POP3tunneling,24
port22,57,59

port forwarding,24

port forwarding:dynamic,27

privatekey, 61

processidentifier(PID), 58
protocolversion,10,11,23

publickey, 29,63
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publickey ring, 36
public-key authentication,29,34,41,63

public-key authentication:SSH1,30

Public-Key CryptographyStandards(PKCS),71
public-key manager, 34,63

publickey , 36

rc.local , 56,57
rcp , 9, 10

RedHat,56
remoteforwarding,25

resettingserverdaemon,58

restrictinguserlogin, 18
revokedcertificate,31

rexec , 10

RFC1950,17
RFC1951,17

RFC2315,70

RFC2459,70
RFC2460,71

RFC2510bis,70

RFC2559,70
RFC2560,70

RFC2585,70

rhosts , 19
rlogin , 9, 10,59

root login, 18

RSA,47,69
RSAACE/Agent,47

RSAACE/Server, 47
RSAkey pair, 30

rsh , 9, 59

scp , 60
scp1 , 60

scp2 , 17,60

SecshWorkingGroup,10
securecopy, 60

securefile transfer, 60

SecureShell,9
SecureShellversion1 protocol(SSH1),11

SecureShellversion2 protocol(SSH2),10,11

SecurID,47,49
securityrisks,9

SerialAndIssuer , 43

serverauthentication,29,31
servercertificate,31

serverdaemon,23,55
serverdaemon:operation,57

serverdaemon:resetting,58

serverdaemon:starting,55,56
serverdaemon:stopping,58
server-sideconfiguration,31,42
session , 47
sftp , 59,61
sftp-server2.static , 62
sftp2 , 60

SHA-1,69
shadow password,55
shosts , 19,38
shosts.equiv , 41
SIGHUP, 58
SIGKILL , 58
smartcard,44,45

SMTPtunneling,24
socket connection,57
SOCKSserver, 27,33,43,44
softwarecertificate,44
softwareversion,11
spoofing,10
ssh , 59
SSHSecureShell,9

ssh-add2 , 61
ssh-agent2 , 61
ssh-certenroll2 , 31,44,67
ssh-chrootmgr , 62
ssh-dummy-shell.static , 62
ssh-keygen1 , 36
ssh-keygen2 , 15,32,34,35,42,44,65

ssh-pubkeymgr , 34,63
ssh1 , 59
SSH1compatibility, 23
ssh1key format,36
SSH1protocol,11,23
SSH1:public-key authentication,30
ssh2 , 17,59
ssh2key format,32,44

SSH2protocol,10,11,23
ssh2serverdaemon,23
ssh2.1 , 27
ssh2 config , 13, 15–18,30–34,36, 38, 40, 44, 45,

60
SSHLICENSE FILE , 14
SSHREGEXSYNTAXEGREP, 18,43
SSHREGEXSYNTAXZSH FILEGLOB, 19

sshd , 55
sshd2 , 13,23,30,46,55,57,58
sshd2 22.pid , 58
sshd2 config , 13, 15, 16, 18, 21, 23, 30, 32–34,

36–38,40–43,45,58,62
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sshd2 subconfig , 21
SshKbdIntSubMethodCB , 52

SshKbdIntSubMethodConv , 52

sshregex , 18
standards,69

startingclient,59

startingserverdaemon,55,56
stoppingserverdaemon,58

StrictHostKeyChecking , 30
subconfigurations,20

Subject , 43

SubjectRegex , 43
subsystem,58

support,12

supportedciphernegotiation,57
supportedplatforms,12

supportedstandards,69

SuSE,56
SymbianOS,12

symmetricencryption,15

systemconfiguration,13
SystemV, 56

takingover acommunication,10

TCPtraffic tunneling,24
TCPwrappers,21

TCP/IP, 9

tcpd , 22
tcpdchk , 23

tcpdmatch , 23
technicalsupport,12

Telnet,9, 10

terminationof connection,57
TGT (ticket grantingticket),45

third-partyproducts,12

ticket grantingticket (TGT), 45
traditional , 18

transfer, 57

trustedCA, 41
TTY allocation,47

tunnel:incoming,25

tunnel:outgoing,25
tunneling,24

tunneling:agent,28

tunneling:FTP, 26
tunneling:X11, 27

Twofish,70
twofish , 16

UNIX, 12

userauthentication,33
usercertificate,41
userlogin: restricting,18
UserConfigDirectory , 37
UserSpecificConfig , 21
usingauthenticationagent,61
usingchrootmanager, 62
usingpublic-key manager, 63

usingsecurecopy, 60
usingsecurefile transfer, 60
usingserverdaemon,55
usingtheclient,59

VARACE, 48
versionnumber, 11
VMS, 12

Windows 2000,12
Windows 95,12

Windows 98,12
Windows Me, 12
Windows NT, 12
Windows XP, 12

X.509certificate,42
X.509key format,32,44
X11 connection,24
X11 forwarding,27
xauth , 28

zlib compression,17
zsh fileglob , 18
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