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Chapter 1

About This Document

This documentSSHSecue Shellfor Serves Administator’s Guide containsinstructionson the basicad-
ministratve tasksof SSHSecureShell. Thedocumentis intendedfor the systemadministratorgesponsible
for theconfigurationof SSHSecureShellsoftware.

To usetheinformationpresentedh thisdocumentyou shouldbefamiliar with UNIX systemadministration.

Thedocumentontainshefollowing information:

¢ introductionto SSHSecureShell

e configuratioroptions

¢ authenticatioroptions

e keyboard-interactieauthenticatioroptions
e usingSSHSecureShell

e appendixist of supportesstandardsindauthenticatioomethods)

Installationinstructionsfor SSHSecureShell softwarecanbe foundin SSHSecue Shellfor Serves Quick
Start Guide includedin the CD-ROM packageandavailable on the SSHWeb site (http://www.ssh.
com/support/ssh/ ). For moreinformation,seethe manualpagesncludedin the distribution.

1.1 Available Manual Pages
Thefollowing manualpagesareincludedin thedistribution:

e ssh2 : secureshellclient (remotelogin program)

SSHSecute Shell Admin Guide © 2002SSHCommunicationSecurityCorp.



8 Chapter 1. About This Document

e scp2 : securecopy client

e sftp2 : securdtp client

e ssh-add2 : addsidentitiesfor theauthenticatioragent

e ssh-agent2 : authenticatioragent

e ssh-certenroll2 : certificateenrollmentclient (includedonly in the commercialdistribution)

e ssh-certificates : describeghe configurationfiles and optionsneededvhenusingcertificates
with ssh2software(includedonly in thecommercialdistribution)

e ssh-chrootmgr : setsup chroot-readyervironmentfor users

e ssh-dummy-shell : ultimatelyrestrictedshell

e ssh-externalkeys : generaddocumentatiomboutusingexternalkeys with ssh2software
e ssh-keygen2 : authenticatiorkey pair generation

e ssh-probe2 : seekssshsenersfrom thelocal network

e ssh-pubkeymgr : setsup public-key authenticatiorior users

e ssh2 _config : formatof configuratiorfile for ssh2

e sshd-check-conf  : checkwhatyourconfiguratiorallows or denieshasednincominguserand/or
hosthame

e sshd2 : secureshelldaemon
e sshd2 _config : formatof configuratiorfile for sshd2
e sshd2 _subconfig : adwancedconfiguratiorof sshd2

e sshregex : describegheregularexpressiongor globbingpatternsjusedin filenameglobbingwith
scp2andsftp2andin the configuratiorfiles ssh2configandsshd2config
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Chapter 2

Intr oductionto SSHSecure Shell

SSH SecureShellis a programthat allows securenetwork servicesover aninsecurenetwork, suchasthe
Internet.

The SecureShellconceptoriginatedon UNIX asareplacementor theinsecure’Berkeley services” thatis,
thersh ,rlogin ,andrcp commands.

SSH SecureShell replacesother, insecureterminal applications(suchas Telnetand FTP). It allows you
to securelylogin to remotehostcomputersfo executecommandsafelyin a remotecomputerto securely
copy remotefiles, to forward X11 sessiongon UNIX), andto provide secureencryptedandauthenticated
communicationdetweentwo non-trustedhosts. Also arbitrary TCP/IP ports can be forwardedover the
securechannelgnablingsecureconnectionfor example to anemailservice.

SSHSecureShellwith its arrayof unmatchedecurityfeaturess anessentiatool in today’s network envi-
ronment. It is a powerful guardianagainstthe numeroussecurityhazardshat nowadaysthreatennetwork
communications.

This chaptergivesanovervien of someof thesecurityrisksfacingthe Internetuserandintroduceghe SSH2
protocolto combattheserisks.

2.1 Network Security Risks

The openarchitectureof the InternetProtocol (IP) makesit a highly efficient, cost-efective, andflexible
communicationgrotocolfor local andglobal communicationslt hasbeenwidely adoptednot only onthe
globallnternet,but alsoin theinternalnetworksof large corporations.

TheIP protocolsuite,including TCP/IR wasdesignedo provide reliableandscalablecommunicationsver
real-world networks. It hassenedthisgoalwell. However, it wasdesignedwentyyearsagoin aworld where
thelnternetconsistedf afew hundredcloselycontrolledhosts.ThesituationhaschangedTheInternetnow
connectslozensof millions of computerscontrolledby millions of individualsandorganizationsThecore
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10 Chapter 2. Intr oductionto SSHSecure Shell

network itself is administeredy thousand®f competingoperatorsandthe network spanghewholeglobe,
connectedy fibers,leasedines, dial-upmodemsandmobile phones.

Thephenomenagrowth of the Internethaspealedtheinterestof businessesnilitary organizationsgovern-
ments,andcriminals. Suddenlythe network is changingthe way businesss done. It is changingthe nature
of tradeanddistribution networksandthe way individual peoplecommunicatevith eachothet

The upsupge of businessscientific,and political communication®n the Internethasalso broughtout the
usualnegative elements. Criminals are looking for ways of getting a cut of the emeging business. In-

dustrial espionagehas moved online. Intelligenceagenciesare shaving a growing interesttowards net-
workedcommunicationsandthey oftenexchanganformationwith domesticcommerciainterestandpoliti-

calgroups.Craclers,exchangingnformationandsourcecode make attackshattenyearsagowerethought
to bewithin thereachof only the mostpowerful intelligenceagencies.

It hasturnedout that the IP protocol, while very tolerantof randomerrors,is vulnerableto a numberof
maliciousattacks. The mostcommontypesof attacksinclude:

e Eavesdroppinga transmissionfor examplelooking for passwerds, credit card numbers,or business
secrets.

¢ Hijacking, or takingoveracommunicatiorin suchaway thatthe attacler caninspectandmodify any
databeingtransmittechetweerthe communicatingarties.

¢ |P spoofing,or fakingnetwork addressem orderto fool accessontrolmechanismbasedn themor

to redirectconnectiongo afake sener.

The SSH2protocolis designedo protectnetwork communicationgigainsisecurityhazardsik e these.

2.2 Protocol Features

The SSHSecureShell productsfrom SSHCommunicationSecurityusethe SecureShellversion2 (SSH2)
protocol. The SSH2protocolis beingstandardizeéh the Secshworking Groupof the InternetEngineering
TaskForce(IETF).

The SSH2protocolcontainghe following features:

e Securderminalsessionsitilizing secureencryption.

e Full, securereplacemenfor FTP and Telnet,aswell asthe UNIX r-seriesof commands:login
rcp , rexec .

¢ Multiple high securityalgorithmsandstrongauthenticatioimethodghatpreventsuchsecuritythreats
asidentity spoofing.

¢ Multiple ciphersfor encryption,ncluding3DES,Blowfish,andAES.
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2.3. Differ ent Versionsof the SSHProtocol 11

¢ Transparerandautomatidunnelingof X11 connectionandarbitraryTCP/IP-basedpplicationssuch
ase-mail.

e Automaticandsecureauthenticatiorof bothendsof the connectionBoththe sener andtheclientare
authenticatedb preventidentity spoofing,Trojanhorsesandsoon.

e Multiple channelghatallow multiple terminalwindows andfile transferghroughone secureandau-
thenticatecconnection.

2.3 Different Versionsof the SSHProtocol

Thecurrentversionof the SSHprotocolis version2 (SSH2).More informationon the protocolcanbefound
in the IETF-secsHnternet-Draftghttp://www.ietf.org/ID.html ).

Note: SSHCommunicationSecurityconsidergshe SSHprotocolversionl (SSH1)deprecatednddoesnot
recommendhe useof it. The SSHstatementegardingthe vulnerability of SSH1protocolis available at
http://www.ssh.com/products/ssh/cer t .

Several differentversionsof the SecureShellclientandsener exist. Pleasenotethatthe differentversions
may usedifferentimplementation®f the sshprotocol,andthereforeyou may not be ableto connectto an
sshlsenerusingssh2client software,or vice versa.

However, the SSH SecureShell sener software includessupportfor fallback functionality if SSH Secure
Shellversionl.x is alreadyinstalled. (SSH SecureShell for Windows Senersdoesnot includethis func-

tionality.) Furthermorethe SSH SecureShell client now containsinternalsshlemulation,allowing it to

communicatevith sshlsenerswithoutusinganexternalsshlprogram.

For optimal results,however, upgradeall senersandclientsto the latestavailable versionof SSH Secure
Shell.

Pleasenotethat the versionnumberof the SSH SecureShell software productdoesnot reflectthe version
numberof the secureshell protocol,but the versionof the software.

2.4 Legallssueswith Encryption
The encryptionsoftware includedin SSHCommunicationsSecurityproductsis developedin Europe,and
thereforetheseproductsarenot subjectto US exportregulations.

SSHSecureShellsoftwarecanbeusedin any countrythatallows encryption,includingthe United Statesof
America.
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12 Chapter 2. Intr oductionto SSHSecure Shell

2.5 SupportedPlatforms

The SSHSecureShell Sener software (the softwarecomponenthatallows remoteusersto connecto your
computer)s availablefor mostUNIX andLinux platformsandfor Microsoft Windows NT4 (ServicePack5
required) Windows 2000,andWindows XP.

The associatedtlient software (the componenthat remoteusersrun on their computers)is additionally
available for Microsoft Windows 95, 98, Me andthe SymbianOperatingSystem. A list of the officially
supporteglatformsis availableat http://www.ssh.com/products/ssh/po rtabi lity. cfm.

Independenthird partieshave alsoportedSecureShell to otherplatformssuchas OS/2and VMS. These
independensoftware productsare intendedto be compatiblewith the SecureShell standard. However,
SSHCommunicationsecuritycanonly provide supportfor software developedby SSH Communications
Security

2.6 Support

Commercialusersareentitledto technicalsupportfrom SSHCommunication$Securityfor ninety (90) days
from the dateof purchaseof the software. If you have purchasedh maintenancegreementreview your
agreementor specificterms.

Commercialusersand thoseevaluatingthe software prior to purchasecan contactthe SSH SecureShell
technicalsupportby filling outa supportrequesform at http://www.ssh.com/support/ssh/

e Pre-salesupport

http://www.ssh.com/support/ssh/pr e- sale s _sup port.c fm

¢ Warrantyandmaintenancsupport

http://www.ssh.com/support/ssh/co mmercial_su pport .cfm

Non-commercialicenseesirewelcometo submitbugreportsandfeaturerequestshut arenotentitledto tech-
nical supportfrom SSHCommunicationsSecurity Pleasenotethat SSHCommunicationsSecuritymakes
every effort to make availableinformationonissueghatimpactnon-commerciaicenseesSeethe SSHWeb
site (http://www.ssh.com/support/ssh/ ) for moreinformation. Note, for example,the product
FAQ pages.

e BugReports
http://www.ssh.com/support/ssh/bu g- repo rt.cf m

e FeatureRequests

http://www.ssh.com/support/ssh/fe ature - reque st.cfm

Note: The above two links arefor submission®nly - you will not recevve a responseo emailssentusing
theseforms.
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Chapter 3

Configuring SSHSecute Shell

This chaptemivesinstructionson configuringSSHSecureShell.

3.1 BasicConfiguration

This sectioncoverssomebasicconfigurationoptionsthatarecommonlymaodified.

3.1.1 Default Locations of Secure Shell Files

The system-wideconfiguratiorfiles arethe mostimportant. They arelocatedin thedirectory/etc/ssh2
User and systembinariesare storedin /usr/local/bin and /usr/local/sbin , respectrely. In
/usr/local/sbin , youwill find sshd2 . All otherbinariesarestoredin /usr/local/bin

System-Wde Configuration Files

The system-wideconfiguratiorfiles for the clientandsener, respectrely, consistof thefollowing files:

e /etc/ssh2/ssh2 _config

e /etc/ssh2/sshd2 _config
Examplefiles sshd2 _config.example andssh2 _config.example canbefoundin thesamedirec-
tory.

Userscanhave their own configuratiorfiles. Thesearestoredin “/.ssh2
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14 Chapter 3. Configuring SSH Secure Shell

KeyFiles

Thesystempublic key pair (DSSonly) consistf thefollowing files:

e /etc/ssh2/hostkey

¢ /etc/ssh2/hostkey.pub
Host keys that are recognized for all users on the local system should be placed in the
letc/ssh2/hostkeys directory
Userspecifichostkeys shouldbe placedin the™/.ssh2/hostkeys directory

If you are using host-basedauthentication, the system-wide file for recognized host keys is
letc/ssh2/knownhosts

Userspecificknown hostkeys shouldbelocatedin “/.ssh2/knownhosts

LicenseFile

Commercialpackageof SSH SecureShell usethe licensefile license _ssh2.dat . Non-commercial
packageslo notincludethisfile.

To verify the type of the SSH SecureShell packageyou are using, display versioninformationwith the
following command:

ssh2 -V

Whenyou acquirea licensefor an evaluationversionof the software, the appropriatdicensefile mustbe
copiedin the correctlocation. The licensefile is typically storedin the /etc/ssh2/ directory but a
differentlocationcanbe specifiedby settingthe ervironmentvariableSSHLICENSE_FILE .

The licensefile specifiesthe type of the license,identifiesthe licensee andindicatesthat the software has
beenlegally purchasedThefile shouldbe safelystored.

3.1.2 Generatingthe HostKey

Hostkeys aregeneratediuringtheinstallationof SSHSecureShell. You only needto regeneratehemif you
wantto changeyour hostkey, or if your hostkey wasnotgeneratedluringtheinstallation.

To generatehe hostkey, performthefollowing tasks:

1. Login asroot .

© 2002SSHCommunicationSecurityCorp. SSHSecuie Shell Admin Guide
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2. Kill thesshd2daemorlisteningto port22:
kill ‘cat  /var/run/sshd2_22.pid’

If thedirectory/var/frun  doesnotexist,sshd2 _22.pid isin directory/etc/ssh2/

3. Generatehe hostkey with thefollowing command:
ssh-keygen2  -P /etc/ssh2/hostkey

Note: Thiswill generatea DSA 2048-bithostkey pair (without a passphrase)-or moreinformation
onthekey generatioroptions,seethessh-keygen2 manpage.

4. Restarisshd? :

lusr/local/sbin/sshd2

Note: Administratorsthathave otherusersconnectingo their sshd2daemonshouldnotify the usersof the
host-lkey changelf you do not,theuserswill receive awarningthe next time they connectpecausehe host
key theusershave saredontheirdiskfor your senerdoesnotmatchthe hostkey now beingprovidedby your
sshd2daemon.The usersmay not know how to respondo this error. You canrunthefollowing to generate
afingerprintfor your new public hostkey which you canprovide to your usersvia someunalterablenethod
(suchasdigitally signedemail):

ssh-keygen2  -F hostkey.pub

Whenthe usersconneciandreceve the errormessagaboutthe hostkey having changedthey cancompare
thefingerprintof the new key with the fingerprintyou have providedin your email,andensurehatthey are
connectingo the correctsshd2daemon.Inform your usersto notify you if the fingerprintsdo not match,
or if they receve a messag@bouta host-lkey changeanddo not receve a correspondingnessagérom you

notifying themof thechange.

This procedurecan help ensurethat you do not becomea victim of a man-in-the-middleattack, as your
userswill notify youif the host-ley fingerprintsdo not match. Youwill alsobeawareif theusersencounter
host-lkey changemessagewhenyou have notregenerategour hostkey pair.

It is alsopossiblgo sendthepublichostkey to theusersvia anunalterablenethod.Theuserscansave thekey
to the™/.ssh2/hostkeys directoryaskey 22 _machinename.pub . In this case manualfingerprint
checkis notneeded.

3.1.3 Ciphersand MACs

The algorithm(s) used for symmetric sessionencryption can be chosenin the sshd2 _config and
ssh2 _config files:

Ciphers twofish,blowfish

SSHSecute Shell Admin Guide © 2002SSHCommunicationSecurityCorp.



16 Chapter 3. Configuring SSH Secure Shell

Thesystenmwill attempto usethedifferentencryptionciphersn thesequencepecifiedntheline. Currently
supportectiphernamesarethefollowing:

e des

e 3des

e blowfish
e twofish

e cast

e arcfour

® aes.

Of theseciphers Blowfish and Twofishareespeciallysuitablefor file transfers.

Specialvaluesfor this optionarethefollowing:

Any: allows all theciphervaluesincludingnone

AnyStd : allows only standarctiphersandnone

none : forbidsary useof encryption

AnyCipher : allows ary availablecipherapartfrom the non-encryptingiphermodenone

AnyStdCipher : the sameasAnyCipher , but includesonly thoseciphersmentionedin IETF-
SecSH-daft (excludingnone ). Thisis thedefaultvalue.

The MAC (MessagéiuthenticationCode)algorithm(s)usedfor dataintegrity verificationcanbe chosenin
thesshd2 _config andssh2 _config files:

MACs hmac-shal,hmac-md5

The systemwill attemptto usethe differentMAC algorithmsin the sequencéhey arespecifiedon theline.
SupportedVAC namesarethefollowing:

hmac-shal

hmac-shal-96

hmac-md5

hmac-md5-96

hmac-ripemd160

© 2002SSHCommunicationSecurityCorp. SSHSecuie Shell Admin Guide



3.1. BasicConfiguration 17

e hmac-ripemd160-96

Specialvaluesfor this optionarethefollowing:

Any: allows all the MAC valuesincludingnone

AnyStd : allows only standardMACsandnone

none : forbidsary useof MACs

AnyMac: allows ary availableMAC apartfrom none

AnyStdMac : the sameas AnyMac, but includesonly thoseMACs mentionedn IETF-SecSH-dhft
(excludingnone). Thisis thedefaultvalue.

Both cipherandMAC canalsobedefinedusingcommandine argumentswith ssh2 andscp?2 :

$ scp2 -c twofish -m hmac-md5 foobar user@remote:./tmp

Note: Algorithm namesarecasesensitve.

3.1.4 Compression

SSHSecureShellusesGNU ZLIB (LZ77) for compression.The "zlib” compressions describedn RFC
1950andin RFC1951.

By default,compressioiis disabled.Compressiortanbeenabledn thessh2 _config file:
Compression yes

Alternatively, compressioranbe enabledon the commandine:

$ ssh2 +C username@remote

The client canrequesta compressiorevel with a numberafter +C (from +C1 to +C9). In this case,the
compressiottevel is betweerthelevelsrequestedby the clientandofferedby thesener. For example,if the
sener offerslevel 6 (thedefault) andtheclientasksfor level 1, level 2 is used.

Compressioiis worth usingif your connectionis slow (for exampleamodemconnection) Theefficiengy of
the compressiomlependon the type of thefile, andvarieswidely. It is closeto 0% for alreadycompressed
fileslike zip andoften 50% or evenmorefor text files.
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18 Chapter 3. Configuring SSH Secure Shell

3.1.5 Configuring Root Logins

If youwantto permitsomeoneo login directlyto therootlogin accountwia ssh,you candefinethreemethods
of controlin thesshd2 _config file:

PermitRootLogin no

This will disableall root logins. To enableroot logins with ary authenticatiormethod,usethe following
setting:
PermitRootLogin yes

You canlimit theauthenticatioomethodsy usingthefollowing setting:

PermitRootLogin nopwd

Thisallows rootloginsonly whenanauthenticatioimmethodotherthanpassverd is used.

It is alsopossibleto createa separatesubconfiguratiofiile for root. SeeSection3.2 (Subconfigurationsfpr
moreinformation.

3.1.6 Restricting UserLogins

By default, SSH SecureShell doesnot imposeary login restrictionsin additionto thoseprovided by the
operatingsystem.However, you canrestrictconnectiondasedn host,username or group.

Therestrictionsaredefinedin thesshd2 _config file usingthefollowing syntax:
keyword pattern

Note: All the patternsusedin the examplesbelov arein accordancevith SSHREGEXSYNTAXEGRER
whichis the defaultregex syntaxin SSHSecureShellversion3.0andabove. However, theregex syntaxcan
be choserby usingthemetaconfighlockin the beginningof ssh2 _config andsshd2 _config

## SSH CONFIGURATIONFILE FORMATVERSION 1.1
## REGEX-SYNTAXegrep
## end of metaconfig

Possiblevaluesof REGEX-SYNTAXaressh , egrep , zsh _fileglob andtraditional . For more
information,pleaseseethesshregex manpages.
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Previousversionsof SSHSecureShellalwaysuseSSHREGEXSYNTAXZSHFILEGLOB.

Availablekeywordsarethefollowing:

e AllowHosts /DenyHosts
Login is allowed/deniedrom hostswhosenamematchesneof the specifiedpatterns.

Example 1. Listing completehostnames.
AllowHosts localhost, foobar\.com, friendly\.org

This allows connection®nly from specifiechosts.

Example 2. Usingpatternsvith hostnames.
AllowHosts h.s\..*

This patternmatchesfor example,housefoobarcom housecom but not housel.comNotethatyou
haveto inputthestring”\. ” whenyou wantto specifyaliteral dot.

Example 3. Usingpatternswith IP-addresses.
AllowHosts  ([[:digit:]J{1\,3\.){3}[[:digit: {1y 3}

This patternmatchesary IP addresgxxx.xxx.xxx.xyx However, somehosts hostnamecould also
matchthis pattern.

Example 4 Using\i .
AllowHosts "i192.%\.3"

When\i is usedin thebeginningof a pattern,only the hostIP addresseareused.Theabove pattern
matchesfor example, 192.0.0.3

e AllowSHosts /DenySHosts
The.shosts ,.rhosts |, /etc/shosts.equiv and/etc/hosts.equiv entriesarehonored
only for hostswhosenamematchesone of the specifiedpatterns. It is recommendedo usethese
keywordswith host-baseduthentication.

e AllowUsers /DenyUsers
Login is allowed/deniecasusersvhosenamematcheoneof the specifiedpatterns.

Example 1 Usingcompleteusernames
DenyUsers devil@evil\.org,warezdude, 1337

This deniedogin asdevil whenthe connectioris comingfrom evil.org. It alsodeniedogin (from all
addressegswarezdudeandasuserwhoseUID is 1337.

Example 2 Using patternswith usernames
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AllowUsers "sj*,s[:digit:]+,s(jllamza)"”

This patternmatchesfor example,sjj, sjjj, s1, s123 andsamzabut nots1xor slj.
Example 3 Using\i .

AllowUsers "sjl@\i192.*\.3"

Thiswouldallow login asusersjl from only thosehostswhoselP addressnatcheshespecifiechattern.

e AllowGroups /DenyGroups

Login is allowed/deniedwhen one of the groupsthe userbelongsto matchesone of the specified
patterns.

Example 1

AllowGroups root,staff,users

For moreinformationon keywords,pleaseseethesshd2 _config manpages.

3.2 Subconfigurations

You canalso specify configurationoptionsin so-calledsubconfiguratiorfiles, which have the samebasic
formatasthe main configurationfile. The procesdorkedto handlethe users connectiorreadsthesefiles.
They arereadatrun-time,soif they aremodified,it is not necessaryo restartthe senerprocess.

If parsingof thesubconfiguratiofiiles fails, the connectioris terminatedfor host-specificonfiguration) or
accesslenied(for userspecificconfiguration)y the sener.

The subconfiguratiofiiles aredividedinto two cateyories:host-specifi@nduserspecific.

Subconfiguratiofiiles arevery flexible andbecaus®f that,dangerou# thelogic of thefilesis not carefully
planned. Note: Host-specificsubconfiguratioriiles are alwaysreadbeforethe userspecificsubconfigura-
tion files. Seethe examplefile sshd2 _config.example andthe host-specifianduserspecificfiles in
letc/ssh2/subconfig

3.2.1 Host-SpecificSubconfiguration

The HostSpecifiConfig variablespecifieshost-specificubconfiguratiofiiles for sshd2.The syntaxis
thefollowing:
HostSpecificConfig pattern  subconfig-file

pattern will be used to match the client host as specified under AllowHosts (see the
sshd2 _subconfig manpage). The file subconfig-file will thenbe read,and configurationdata
amendediccordingly
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Thefile is readbeforeary actualprotocoltransactiondegin, andyou canspecifymostof the optionsallowed
in themainconfiguratiorfile. Youcanspecifymorethanonesubconfiguratiofile, in which casehepatterns
arematchedandthefiles readin the orderspecified Laterdefinedvaluesof configurationoptionswill either
overrideor amendthe previous valuedependingon which optionit is. The effect of redefiningan optionis
describedn the documentatiorfior thatoption. For example,settingCiphers in the subconfiguratioriile
will overridetheold value,but settingAllowUsers  will amendhevalue.

For moreinformation,pleaseseethesshd2 _subconfig andsshd2 _config manpages.

3.2.2 UserSpecificSubconfiguration

Userspecificsubconfiguratioriles arereadwhenthe client hasstatedthe usernameit is trying to log in
with. At this point, the sener will obtainadditionalinformationaboutthe user: doesthe userexist, what
is the users UID, andwhat groupsdoesthe userbelongto. With this information,the sener canreadthe
userspecificconfigurationfiles specifiedby UserSpecifiConfig in the main sshd2configurationfile.
The syntaxis thefollowing:

UserSpecificConfig pattern  subconfig-file
You canusepatternof theform:
user[%group][@host]

whereuser is matchedwith the usernameandUID, group is matchedwith the users primary andsec-
ondarygroups,bothgroupnameandGID, andhost is matchedasdescribedinderAllowHosts  (seethe
sshd2 _subconfig manpage).

For example the following would matchary userin group”sftp” connectingrom compairy.com:
F%sftp@company com

Seethesshd2 _subconfig manpagedor moreinformation.

3.3 Configuring SSHSecute Shellfor TCP Wrappers Support
To enableusageof TCP Wrapperswith SSHSecureShell,performthefollowing operations:

1. If SSHSecureshellwaspreviouslyinstalledfrom binaries you maywantto uninstallit beforecontin-
uing.

2. Compilethesourcecode:

Jconfigure --with-libwrap
make
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Then,becomeaootandrun

make install

Note: If configure  doesnotfind libwrap.a , dothefollowing:

e Locatelibwrap.a
e Runconfigure again:

make distclean
Jconfigure --with-libwrap=/path_to/libwrap.a

3. Createor editthe/etc/hosts.allow and/etc/hosts.deny files.

When a usertries to connectto the SSH SecureShell sener, the TCP wrapperdaemon(tcpd )
reads the /etc/hosts.allow file for a rule that matchesthe client's hostnameor IP. If
/etc/hosts.allow doesnot containa rule allowing accessfcpd reads/etc/hosts.deny

for a rule that would dery access.If neitherof the files containsan acceptor dery rule, accesss
grantecby default.

Thesyntaxfor the/etc/hosts.allow and/etc/hosts.deny filesis asfollows:

daemon : client_hostname_or_IP

Thetypical setupis to dery accesdo everyonelistedin the/etc/hosts.deny file. (This example
shavs bothsshlandssh2.)

sshdl: ALL
sshd2: ALL
sshdfwd-X11 : ALL

or simply

ALL: ALL

And thenallow acces®nly to trustedclientsin the/etc/hosts.allow

sshdl : trusted client IP_or_hostname

sshd2 : .ssh.com foo.bar.fi
sshdfwd-X11 : .ssh.com foo.bar fi
Basedonthe/etc/hosts.allow file above,userscomingfrom arny hostin thessh.condomainor

from the hostfoo.barfi areallowedto access.
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3.3.1 TroubleshootingTCP Wrappers

If configuringTCPwrappersauseproblemspleasecheckthefollowing:

1. Make surethatyou arenot experiencingary network connectvity problems.

2. Make surethatSSHSecureShellseneris running:
kill -0 ‘cat /var/run/sshd2_22.pid‘
or
kill -0 ‘cat /etc/ssh2/sshd2_22.pid’

If yourecevethemessagé&No sud process, restarthesshd2 daemon.

3. Checkyour/etc/hosts.allow and/etc/hosts.deny files.

e Ensurethattheclient’s IP addres®r hostnameis correct.

e If youareusingahostname you mustsupplythefully qualifieddomainname.

4. If youchangedomethingn thesshd2 _config file, youneedto HUPthesshd2 daemon.

5. Runtcpdchk andtcpdmatch . Theseprogramsareusedto analyzeandreportproblemswith your
TCPWrapperssetup.Pleaseseethe manpagedor moreinformationon thesecommands.

3.4 Configuring SSH2for SSH1Compatibility

Note: SSHCommunication$ecurityconsiderghe SecureShellversionl protocoldeprecate@nddoesnot
recommendheuseof it. For moreinformation,seehttp://www.ssh.com/products/ssh/c ert/ ).

The SSH1and SSH2protocolsare not compatiblewith eachother This incorveniencds necessarysince
the SSH2protocolincludesremarkablesecurityand performanceenhancementthat would not have been
possiblef protocol-lesel compatibilitywith SSH1hadbeenretained.

However, the currentimplementationof ssh2and sshlsoftware are designedso that both canbe run on
the samecomputer This makesthe transitionfrom the old but well-establishe@&SH1protocolto the more
secureand moreflexible SSH2protocolmucheasier The ssh2sener daemonincludesa fallbackfunction
that automaticallyinvokesthe sshlsener whenrequired. Furthermorethe SSH SecureShell client now
containsinternal sshlemulation,allowing it to communicatewith sshlsenerswithout usingan external
sshlprogram.

With theSsh1Compatibility option,sshdlis executedvhentheclientsupportsonly SSH1.x protocols.
Theargumentmustbeyes” or "no”. Thedefaultis "no”, whichmeanghatyou have to manuallysetssh2to
usesshlevenif sshlis installed.
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Sshd1Path Specifiesthe pathto the sshdlexecutableto be executedin SSH1compatibility mode. The
argumentdor sshdZarepasseanto sshdl.

Sshdi1ConfigFile specifiesthe alternateconfigurationfile for sshdlwhensshd2runsin compatibility
mode. It is only usedif sshd2is executedwith the -f commandine option, otherwisethe default sshdl
configuratiorfile is used.

Seethesshd2 _config manpagefor moreinformation.

To setup bothsshlandssh2senerson the sameUnix systemyou shoulddo thefollowing:

1. Install the latestavailable versionof sshl,available on the SSH CommunicationsSecurity FTP site
(ftp://ftp.ssh.com/pub/ssh ). As of this printing, the latestversionis ssh-1.2.33 . SSH1
compatibilityfallbackrequiresversionl.2.260r later

2. Installssh2.

3. If you previously had sshlinstalled, pleasemake surethat the old sshd is no longerrun at boot.
Only sshd2 shouldberun. If you have thesshlversionof sshd running,you shouldkill the master
daemon.You canfind its processd in /var/run/sshd.pid orif thedirectory/var/run  does
notexist, in /etc/ssh2/sshd2 22.pid

4. Make surethat /usr/local/sbin/sshd2 is run automaticallyat boot. On mostsystemsyou
shouldaddthe commando startit to /etc/rc.local or under/etc/rc.d

e Whenyou run sshd2 , the sshldaemonshouldnot be running. When using ssh2with ssh1
compatibility, you shouldonly run sshd2 . It will thenautomaticallystartthe sshldaemonas

needed.
5. If you do not want to reboot, you should now manually run /usr/local/sbin/sshd2 (or
letc/re.dfinit.d/sshd2 start ).

3.5 Forwarding

The SSH2connectiomrotocolprovideschannelghatcanbe usedfor a wide rangeof purposesAll of these
channelaremultiplexedinto asingleencryptedunnelandcanbeusedfor forwarding("tunneling”) arbitrary
TCP/IPportsandX11 connections.

3.5.1 Port Forwarding

Portforwarding,or tunneling,is away to forwardotherwiseinsecurer CP traffic throughSSHSecureShell.
You cansecurefor examplePOP3,SMTP and HTTP connectionghat would otherwisebe insecure- see
Figure3.1(EncryptedSSH2tunnel).
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TCP traffic Internet

Encrypted ssh2 tunnel l

Client session Sshdserver

Figure3.1: EncryptedSSH2tunnel

Theclient-sener applicationausingthe tunnelwill carryouttheir own authenticatiomproceduresif ary, the
sameway they would withoutthe encryptedunnel.

The protocol/applicationmight only be ableto connecto afixed port number( e.g. IMAP 143). Otherwise
ary availableport canbechoserfor portforwarding.

Privilegedports(belowv 1024)canbeforwardedonly with root privileges.

Therearetwo kinds of port forwarding: local and remoteforwarding. They arealso called outgoingand
incomingtunnels,respectrely. Local port forwardingforwardstraffic comingto alocal port to a specified
remoteport.

For example,if youissuethecommand

ssh2 -L 1234:localhost:23 username@host

all traffic comingto port 1234 on the client will be forwardedto port 23 on the sener (host ). Notethat
localhost  will beresohedby thesshdseregrafterthe connectioris establishedin this casdocalhost
thereforerefersto the sener (host ) itself.

Remoteport forwardingdoesthe opposite:it forwardstraffic comingto a remoteport to a specifiedlocal
port.

For example,if youissuethecommand
ssh2 -R 1234:localhost:23 username@host
all traffic which comesto port 1234 on the sener (host ) will be forwardedto port 23 on the client

(localhost ).

It is importantto realizethatif you have threehosts,client , sshdserver , andappserver , andyou
forwardthetraffic comingtotheclient ’sportx totheappserver ’'sporty, only theconnectiorbetween
theclient andsshdserver will besecuredSeeFigure3.2 (Forwardingto athird host). Thecommand
you usewould be somethindik e thefollowing:

ssh2 -L x:appservery username@sshdserver
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TCP traffic Internet

Encrypted ssh2 tunnel

Eﬂ% = =
Client session Sshdserver Appserver

Figure3.2: Forwardingto a third host
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Forwarding FTP

With SSHSecureShellversion3.0 andabove it is possibleto easilyforward FTP connectionsy usinga
commandvith thefollowing syntax:

ssh2 -L ftp/x:ftpdserver:y username@sshdserver

FTP forwardingis an extensionto the genericport forwardingmechanism.The FTP control channelcan
be securedby using genericport forwarding, but sincethe FTP protocol requirescreatingseparatel CP
connectiondor thefiles to betransferredall thefiles would be transferredunencryptedvhenusinggeneric
portforwarding,astheseseparatd CP connectionsvould not beforwardedautomatically

To protectalsothetransferrediles, useFTPforwardinginstead It workssimilarly to generigportforwarding,
exceptthatthe FTP forwardingcodemonitorsthe forwardedFTP control channeland dynamicallycreates
new port forwardingsfor the datachannelsasthey are requested.To seeexactly how this is done,two
differentcaseseedto be examined:the actve modeandthe passie modeof the FTP protocol.

FTP in passive mode

In passve mode,the FTPclientsendghe commandPASV’ to the sener, which reactsby openinga listener
port for the datachannelandsendingthe IP addressandport numberof thelistenerasa reply to the client.
Thereplyis of theform '227 EnteringPassve Mode (10,1,60,99,6,1p.

Whenthe SecureShell client noticesthe reply to the PASV commandjt will createalocal port forwarding
to thedestinatiormentionedn thereply. After thistheclientwill rewrite thelP addressandportin thereply
to pointto thelistenerof thenewly createdocal portforwarding(which existsalwaysin alocal hostaddress,
127.0.0.1)andpassthereply to the FTP client. The FTP clientwill opena datachannebasedon thereply,
effectively tunnelingthe datathroughthe SSHconnectionto thelistenerthe FTP senerhasopened.Thenet
effectis thatthe datachannelis secureall the way exceptfrom the SecureShellsener to the FTP sener, if
they areondifferentmachinesThis sequencef eventshappensutomaticallyfor every datachannel.

Sincethe port forwardingis openedo alocal hostaddressthe FTP client mustberun on the samemachine
asthe SecureShellclientif passve modeis used.

FTP in active mode

In active mode the FTPclientcreates listeneron alocal port, for a datachannefrom the FTPsenerto the
FTP client, andrequestghe channellby sendingthe IP addressandthe port numberto the FTP senerin a
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commandf thefollowing form: 'PORT 10,1,60,99,6,12'The SecureShell client interceptghis command
andcreatesaremoteport forwardingfrom the SecureShellsener’slocalhostaddresso theaddresandport
specifiedn the PORT command.

After creatingtheportforwarding,theSecureShellclientrewritestheaddressindportin thePORT command
to point to the newly openedremoteforwardingon the SecureShell sener andsendst to the FTP sener.
Now the FTP sener will opena datachannelto the addressand port in the PORI command effectively
forwardingthe datathroughthe SSHconnection. The SecureShell client passeghe incomingdatato the
original listenercreatedby the FTP client. The neteffectis thatthe datachannelis securethe whole way
exceptfrom the SecureShell client to the FTP client. This sequencef eventshappensautomaticallyfor
every datachannel.

Sincethe port forwardingis madeto a local hostaddres®n the SecureShell client machine the FTP client
mustberunin thesamehostasthe SecureShellclientif passve modeis used.

Whereend-to-endcencryptionof FTP datachannelss desired the FTP sener and SecureShell sener need
to resideon the samehost,andthe FTP clientandthe SecureShellclientwill likewise needto resideon the
samehost.If thisis the case pothactive or passie modecanbeused.

Note: Considerusingsftp2 or scp2 insteadof FTP forwardingto securefile transfers. It will require
lessconfigurationthan FTP forwarding, sincethe SSH SecureShell sener alreadyhassftp-sener2 asa
subsystemandsftp2andscp2clientsareincludedin the distribution. Managingremoteuserrestrictionson
thesener machinewill beeasiersinceyoudonothaveto doit alsofor FTRP

3.5.2 Dynamic Port Forwarding

Dynamicport forwardingis atransparentmechanisnavailablefor applicationswhich supportthe SOCKS4
or SOCKSh5client protocol. Insteadof configuringport forwarding from specificports on the local host
to specificports on the remotesener, you can specifya SOCKSsener which cab be usedby the users
applications.Eachapplicationis configuredin the regularway exceptthatit is configuredto usea SOCKS
sener on alocal hostport. The SecureShell client applicationopensa port in the local hostandmimicsa
SOCKS4andSOCKS5sener for any SOCKSclientapplication.

Whentheapplicationsareconnectingo servicesuchasIMAP4, POP3SMTR HTTP, andFTR they provide
thenecessarinformationto the SOCKSsener, whichis actuallytheSecureShellclientmimickingaSOCKS
sener. Theclientwill usethisinformationin creatingportforwardingto the SecureShellsener andrelying
thetraffic backandforth securelyaswith userspecifiedport forwarding.

For moreinformation,pleaseseethessh2.1 manpages.

3.5.3 X11 Forwarding

To enableX11 forwarding:
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1. Make surethatthe SSHSecureShell softwarewascompiledwith X forwardingsupport. The binary
packagesontainruntime X detectionin SSH SecureShell version3.2 and above. However, if X
securityextensionsarewanted|t is necessaryo compilefrom source Whencompiling, make surenot
to run./configure with any X disablingoptions.

2. Ensurethatxauth is in the pathof the userrunning./configure . Also, make surethatyou have
thefollowing line in your /etc/ssh2/sshd2 _config file:
AllowX11Forwarding yes

X11 forwarding also needsto be enabledin the client by setting the following line in the
ssh2 _config file:

ForwardX11 yes

3. Log into the remotesystemandtype xclock & This startsa X clock programthat can be used
for testingthe forwarding connection. If the X clock window is displayedproperly you have X11
forwardingworking.

Note: Do notsettheDISPLAY variableontheclient. Youwill mostlikely disableencryption.(X connections
forwardedthroughSecureShellusea speciallocal displaysetting.)

3.5.4 Agent Forwarding

For informationaboutagentforwarding,seeSection5.5 (Using AuthenticationAgent).
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Chapter 4

Authentication

SSHSecureShellprovidesmutualauthentication theclientauthenticatethe sener andthe sener authenti-
categheclient. Both partiesareassureaf theidentity of the otherparty.

4.1 Serwver Authentication

Theremotehostcanauthenticatéself usingeithertraditionalpublic-key authenticatioror certificateauthen-
tication.

At thebgginningof theconnectiorthesenersendsts publichostkey to theclientfor validation.If certificate
authenticatiornis usedthe publickey is includedin the certificatethe sener sendgo theclient.

4.1.1 Public-Key Authentication

Sener authenticatioris doneduring Diffie-Hellmankey exchangethrougha single public-key operation.
When public-key authenticatioris usedto authenticatehe sener, the first connectionis very important.
During the first connectionthe SSHSecureShell client will displaya messageaimilar to the onein Figure
4.1 (Windows client’sfirst connectiorto aremotehost):

At this point, you shouldverify the validity of the fingerprint,for exampleby contactingthe administrator
of the remotehostcomputer(preferablyby telephoneandaskingherto verify thatthe key’s fingerprintis
correct.If thefingerprintis notverified,it is possiblethattheseneryou areconnectingo is nottheintended
one(thisis known asa man-in-the-middlattad).

After verifying the fingerprint, it is safeto continueconnecting. The sener’s public key will then be
storedon the client machine. The location dependson the client implemantation(on UNIX it is the
"I.ssh2/hostkeys directory).
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Host Identification

ou are connecting to the host “izalaukku' for the firzt tirme.
The host haz provided pou itz identification, a host public key.

The fingerprint of the hozt public key is:
"roriv-zevyy-palov-humeh-spvyc-homag-vesyk-hubet-vuk ad-fugag-vexox"

T'ou can save the host key to the local databaze by clicking Yes.
You can cantinue withaut zaving the hozst key by clicking Ma.
r'ou can alzo cancel the connection by clicking Cancel

Do you want o zave the new host key to the local databaze?

Hao Cancel Help

Figure4.1: Windows client’sfirst connectiorto aremotehost

After thefirst connectionthelocal copy of the sener’s public key will beusedin senerauthentication.

If youwantto avoid therisk associatewvith thefirst connectionyou cancopy thesenerpublickey in advance
tothe/etc/ssh2/hostkeys directoryontheclientcomputerandsetthe StrictHostKeyChecking
keywordin thessh2 _config file to yes . After this,ssh2 will refuseto connecif thesener’s publickey
is notin the/etc/ssh2/hostkeys directory

The key pair usedfor sener authenticatioris definedon the sener in the sshd2 _config file with the
following parameters:

HostkeyFile <private hostkey>
PublicHostKeyFile <public  hostkey>

During theinstallationprocesspne DSA key pair (with the file nameshostkey andhostkey.pub ) is
generate@dndstoredn the/etc/ssh2/ directory By defaultthiskey pairis usedfor senerauthentication.

Beginningwith SSHSecureShellversion3.0,eachsenerdaemorcanhave multiple hostkeys. Thedaemon
supportsone DSA andone RSA key pair. You could have, for example,the following setof parameterén
yoursshd2 _config file.

# RSA key
HostkeyFile hostkey rsa
PublicHostKeyFile hostkey rsa.pub

# DSA key
HostkeyFile hostkey dsa
PublicHostKeyFile hostkey dsa.pub

Bothkeysarestoredin memorywhenthesshd2 processs startedwhich meanghateitheroneof themcan
beusedto authenticatehe sener.
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If youareusingsshprotocolversionl (SSH1)andwantto authenticat@singpublickeys, seethe SSHSecure
ShellFAQ (http://www.ssh.com/fag/index.cf m?cat egory= 449) for moreinformation.

4.1.2 Certificate Authentication

Certificatesupportis includedin thecommercialversionof SSHSecureShell.

Sener authenticationis performedusing the Diffie-Hellmankey exchange. This is what happensvhen
certificatesareused:

e Thesenersendsts certificate(which includesits public key) to theclient.

e Asthesener certificateis signedwith the privatekey of a certificationauthority(CA), the client can
verify thevalidity of the sener certificateby usingthe CA certificate.

e Theclientcheckgshatthe certificatecontainghefully qualifieddomainnameof thesener.

¢ Theclientverifiesthatthesenerhasavalid privatekey by usinga challenge.

Whencertificatesareused a man-in-the-middlattackis nolongerathreatduringkey exchangepecausé¢he
systemcheckghatthe sener certificatehasbeenissuedby atrustedCA.

During authenticatiorthe systemchecksthat the certificatehasnot beenrevoked. This canbe doneeither
by usingthe Online CertificateStatusProtocol(OCSP)or a CertificateRevocationList (CRL), which canbe
publisheckitherto a LightweightDirectory AccessProtocol(LDAP) or HTTP repository

OCSPis automaticallyusedif the certificatecontainsavalid authority info access extension.Cor
respondinglyCRLsareautomaticallyusedf thecertificatecontainsavalid CRL distribution point
extension.If LDAP is usedasthe CRL publishingmethodthe LDAP repositorylocationcanalsobe defined
in thessh2 _config file (seebelow).

Sewer-Side Configuration

To configurethe sener-sidefunctionality, performthefollowing tasks:

1. Enroll a certificatefor the sener. This canbe donewith the suppliedssh-certenrollZommandine
utility.

Notethatthe DNS Address parameteneedgo correspondo thefully qualifieddomainnameof the
sener.

Example: Enrolimentusingssh-certenroll2

$ /ssh-certenroll2 -g -p id:key -e
-s "C=FI,0=SSH,CN=testserver;dns=tests erver. trust ed.or g"
-a "http://test-ca.trusted.org:8080/pk ix/"
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-0 /etc/ssh2/hostcert_rsa letc/ssh2/test-ca-certificate.crt
Generated 1024 bit private key saved to file
/etc/ssh2/hostcert_rsa.prv.

Remembeto alsodefinethe SOCKSsener (-S ) ortheHTTP proxy (-P), if required.

For moreinformationon the ssh-certenroll2 syntax,seeAppendixA.2 (ssh-certenroll2).

2. Thesener’s privatehostkey mustbein the ssh2format. To corvert X.509 keysto ssh2format,usethe
-x flagwith ssh-keygen2

$ ssh-keygen2 -x <keyname>
Private  key imported from X.509 format
Successfully saved private key to <keyname>_ ssh2

PKCS#12keys canbe corvertedto ssh2formatby usingthe-k flagwith ssh-keygen2

Note: As the sener’s private key must have an empty passphrasgust pressenterwhenyou are
promptedfor the new passphrase.

$ ssh-keygen2 -k <keyname>

Password needed for PFX integrity check

Integrity check ok.

Got shrouded key.

New passphrase for private key

Again :

Successfully saved private key to <keyname> ssh2
Safe decrypted succesfully.

Got certificate.

Certificate written to file  <keyname>_ssh2.crt

3. Definetheprivatekey andthe sener certificatein thesshd2 _config file:
HostkeyFile <private key>

HostCertificateFile <server-certificate>

Client-Side Configuration

To configurethe client-sidefunctionality, performthefollowing tasks:

1. Copy the CA certificate(s)o the client machine.6u caneithercopy the X.509 certificate(slassuch,
or you cancopy a PKCS#7 packagencludingthe CA certificate(s).

Certificatesanbe extractedfrom a PKCS#7 packagey specifyingthe-7 flag with ssh-keygen2

2. Definethe CA certificate(s}o beusedin hostauthenticatiornin thessh2 _config file:

HostCA <ca-certificate>
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Only oneCA certificatecanbedefinedperaHostCA keyword. Theclientwill only acceptertificates
issuedby thedefinedCA.

You candisablethe useof CRLsby usingtheHostCANoCrIs keyword insteadof HostCA :
HostCANoCrls  <ca-certificate>

Note: CRL usageshouldonly bedisabledor testingpurposesOtherwisdt is highly recommendetb
alwaysuseCRLs.

3. Also definethe LDAP sener(s)in thessh2 _config file.

LDAPServers Idap://serverl.domainl:portl,ldap://s erver 2.domain2:p ort2,

4. If necessandefinealsothe SOCKSsenerin thessh2 _config file.

SocksServer  socks://socks_server:port/network/net mask, networ k/net mask. ..

The SOCKSsenermustbe definedif CA servicefOCSRCRLs)arelocatedbehinda firewall.

4.2 UserAuthentication

Differentmethodscanbe usedto authenticateisersn SSHSecureShell. Theseauthenticatiormethodscan
be combinedor usedseparatelydependingn thelevel of functionalityandsecurityyou want.

Userauthenticatioomethodsusedby the clientby default are,in the following order: public-key, keyboard-
interactve, andpassverd authenticationif available.Public-key andcertificateauthenticatiorarecombined
into the public-key authenticatiormethod. The sener allows public-key and passwerd authenticatiorby
default.

Differentauthenticatiomethodsarediscussedn moredetailin thefollowing sections.

4.2.1 Password Authentication

With passwerds, it is alsopossibleto usekeyboard-interactie authentication.SeeSection4.3 (Keyboard-
Interactive Authentication¥or moreinformation.

Thepasswrd authenticatiomethods theeasiesto implementasit is setup by default. Passvord authenti-
cationuseghe/etc/passwd  or/etc/shadow file onaUNIX systemdependingon how the passveords
aresetup.

To enable password authentication,make sure that the AllowedAuthentications field of the
letc/ssh2/sshd2 _config  and/etc/ssh2/ssh2 _config  configurationfiles containthe param-
eterpassword :
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AllowedAuthentications password

Otherauthenticatioimethodscanbelistedin the configuratiorfiles aswell.

4.2.2 Public-Key Authentication

Peruserconfigurationinformationandencryptionkeys are by default storedin the.ssh2 subdirectoryof
eachusers homedirectory

In the following instructions,Remotés the SSH SecureShell sener machineinto which you aretrying to
connectandLocal is the machinerunningan SSHSecureShellclient.

KeysGeneratedwith ssh- keygen2

In orderto setup userpublic-key authenticationgitherusethe public-key managerssh-pubkeymgr , or
do a manualsetupaccordingto the following instructions.SeeSection5.7 (Using Public-Key Manager)if
youwantto know moreaboutssh-pubkeymgr

Thefollowing termswill beusedin this example:Remotds the SSHSecureShellsenerinto whichyou are
trying to connectRemoteUseis the usernameon thesenerinto whichyouwouldliketo login. Localis the
machinerunninga SSHSecureShellclient. LocalUseris theusernameon the client machinethatshouldbe
allowedto login to RemoteasRemoteUser

1. To make surethat public-key authenticatioris enabled the AllowedAuthentications field in
boththe/etc/ssh2/sshd2 _config file on Remoteandin the/etc/ssh2/ssh2 _config file
on Local shouldcontaintheword publickey

AllowedAuthentications publickey

Otherauthenticatioomethodscanbelistedin the configuratiorfile aswell.

2. Createa key pair by executingssh-keygen2 onlLocal

Local> ssh-keygen2
Generating  2048-bit  dsa key pair
1 000.000.0
Key generated.
2048-bit dsa, user@Local, Wed Mar 22 2002 00:13:43 +0200
Passphrase
Again
Private  key saved to /home/user/.ssh2/id_dsa 2048 a
Public key saved to /home/user/.ssh2/id_dsa_2048_a.pub
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Ssh-keygen2 will now askfor apassphraster thenew key. Entera sufficiently long (20 characters
or so)sequencef ary charactergspaceareOK). Ssh-keygen2 creates.ssh2 directoryin your
homedirectory(if it is notalreadypresent)andstoresyour new authenticatiorkey pairin two separate
files. Oneof the keysis your privatekey which mustnever be madeavailableto anyonebut yourself.
Theprivatekey canonly be usedtogethemith the passphrase.

In the exampleabove, the privatekey file isid _dsa 2048 _a. Theotherfile id _dsa _2048 _a.pub
is your public key, which canbedistributedto othercomputers.

Note: Beginning with version3.0, SSH SecureShellincludessupportfor RSA keys. They canbe
generatedby specifyingthe-t flagwith ssh-keygen2

Local> ssh-keygen2 -t rsa
Generating  2048-bit  rsa key pair
2 000.0000.000
Key generated.
2048-bit  rsa, user@Local, Wed May 02 2002 14:15:41 +0300
Passphrase
Again
Private  key saved to /home/user/.ssh2/id_rsa 2048 a
Public key saved to /home/user/.ssh2/id_rsa 2048 a.pub

3. Createanidentification file in your™/.ssh2  directoryonLocal

Local> cd "/.ssh2
Local> echo "ldKey id _dsa 2048 a" > identification

You now have anidentification file which consistsof oneline thatdenoteghefile containing
your identification(your privatekey). For specialapplicationsyou cancreatemultiple identifications
by executingssh-keygen2 again.Thisis, however, notusuallyneeded.

4. Copy your publickey (id _dsa 2048 _a.pub ) toyour™/.ssh2  directoryon Remote

5. Createan authorization file in your™/.ssh2  directoryon Remote Add the following line to
theauthorization file:
Key id_dsa_2048_a.pub

This directsthe SSH SecureShell sener to useid _dsa _2048 _a.pub asa valid public key when
authorizingyourlogin. If youwantto login to Remotdrom otherhosts createa key pair onthehosts
(stepsl and?2) andrepeatsteps3, 4, and5 on Remote (Remembeto specifya differentfile namefor

eachkey pair.)

6. Now you shouldbeableto login to Remotdrom Local usingSSHSecureShell.
Try to login:
Local>ssh  Remote
Passphrase for key "/home/user/.ssh2/id_dsa 1024 a

with  comment "2048-bit dsa, created by user@Local
Wed Mar 22 2002 00:13:43  +0200":

After youhave enteredhepassphrasef your privatekey, a SecureShellconnectiorwill beestablished.
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KeysGeneratedwith ssh- keygenl

Beginning with version3.0, SSH SecureShell enableghe usageof keys generatedvith ssh-keygenl
However, thekeys mustbe corvertedfrom the sshiformatto ssh2format.

$ ssh-keygen2 -1 <keyname>.pub

Successfully converted public key to <keyname>.pub_ssh2
$ ssh-keygen2 -1 <keyname>

Passphrase

Successfully converted  private key to <keyname>_ ssh2

PGP Keys

SSHSecureShellonly supportshe OpenPGFstandarcandthe PGPprogramsconformingto it. GnuPGis
usedin thefollowing instructions If youusePGR theonly differencds thatthefile extensionis pgp instead
of GhuPGPs gpg.

1. To make surethatuserpublic-key authenticatioris enabledthe AllowedAuthentications field
bothin the/etc/ssh2/sshd2 _config file on Remoteandthe/etc/ssh2/ssh2 _config file
on Local shouldcontaintheword publickey

AllowedAuthentications publickey

Otherauthenticatioomethodscanbelistedin the configuratiorfile aswell.

2. Copy your privatekey ring (secring.gpg ) tothe"™/.ssh2  directoryonLocal.

3. Createanidentification file in your™/.ssh2  directoryon Local if you do not alreadyhave
one.Add thefollowing linesto theidentification file:
PgpSecretKeyFile <filename of the wuser's private key ring>
IdPgpKeyName <name of the OpenPGP key in PgpSecretKeyFile>
IdPgpKeyFingerprint <fingerprint of OpenPGP key in PgpSecretKeyFile>
IdPgpKeyld <id of the OpenPGPkey in PgpSecretkeyFile>

4. Copy your public-key ring (pubring.gpg ) tothe™/.ssh2  directoryon Remote

scp2 pubring.gpg user@remote_host:.ssh2

5. Createanauthorization file in your™.ssh2  directoryon Remote Add thefollowing linesto
theauthorization file:
PgpPublicKeyFile <filename of the wuser's public-key ring>
PgpKeyName <name of the OpenPGP key>
PgpKeyFingerprint <fingerprint the OpenPGP key>
PgpKeyld <id of the OpenPGP key>
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6. Now you shouldbeableto login to Remotdrom Local usingSecureShell.

Try to login:

Local>ssh  Remote
Passphrase for pgp key "user (comment) <user@Local>":

After you have enteredhe passphrasef your PGPkey, a SecureShellconnectiorwill beestablished.

Optional Additional Configuration Settings

Thefollowing configuratiorstepsareoptional:

e It is possibleto usedifferentsettingsdependingon which key is usedin public-key authentication.
Yourauthorization file could,for example,containthefollowing:

Key master.pub

Key maid.pub

Options  allow-from="*\.trusted\.org"

Key butler.pub

Options  deny-from="*\.evil\.org",deny-from= "phon ey.or g",no- pty

Whensomeoneiow logins usingthe master key, the connectionis not limited in ary way by the
authorization file. However, if themaid key is used,only connectiondrom certainhostswill be
allowed. And if thebutler  key is used,connectionaredeniedfrom certainhosts,andadditionally
theallocationof tty is prevented.

Note: The options  keyword is available only in SSH SecureShell version3.0 andlater In the
previousversionstheonly key-specifickeyword is command

Moreinformationonoptions  (andcommand keywordsis availablein thessh2 manpages.

e The peruserconfigurationdirectory canbe changedy settingthe UserConfigDirectory key-
wordin thesshd2 _config file andontheclientsettings.

4.2.3 Host-BasedAuthentication

Thefollowing termswill be usedin this example: Remotds the SSHSecureShell sener to which you are
trying to connectRemoteUseis the usernameon thesenerinto whichyouwouldliketo login. Localis the
machinerunninga SSHSecureShellclient. LocalUseris theusernameon the client machinethatshouldbe
allowedto login to RemoteasRemoteUser

1. First, install SSH SecureShell on the Local and Remotemachines. Do not forget to generatea
hostkey. If your installationtook careof this automatically or if you alreadyhave a copy of your
letc/ssh2/hostkey and/etc/ssh2/hostkey.pub, you canskip the host-key generation.
Otherwisegive thefollowing command:
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# ssh-keygen2 -P /etc/ssh2/hostkey

Note: Beginningwith SSHSecureShellversion3.0,you canalsouseRSAkeys.

. Copy the Local machines /etc/ssh2/hostkey.pub file overto the Remotanachineandname
it like this:
letc/ssh2/knownhosts/ host nane. donai n.s sh-dss .pub

Replacehost nane. donmai n with the long host nameof the Local machine(the fully qualified
domain name). You will run into problemsif the systemdoesnot recognizethe host nameas
hostname.domain.somewhere.com but recognizesdt only ashostname . You canfind this
outwhile runningsshd2 in verbosemodewhentrying to establishconnections.

The Remotemachinenow hasthe Local machines public key, sothe Remotanachinecanverify the
Local machines identity basedon a public-key signature.By contrastysh only usesthe IP address
for hostauthentication.

Note: If you useRSA keys, the nameof Local's /etc/ssh2/hostkey.pub file which is copied
overtotheRemotaeeddo be/etc/ssh2/knownhosts/ host nane. domai n.ssh- rsa.p ub.

. To make surethat SSHSecureShell finds your completedomainname(not just the hostname) edit

thefollowing line in the/etc/ssh2/ssh2 _config file onLocal
DefaultDomain yourdomain.com

Note: The keyword mentionedin this and the following stepswill only be effective in the global
ssh2configfile.

. On Remotecreateafile in thehomedirectoryof RemoteUsenamedshosts . Thecontentsf this

file shouldbethelong hostnameof Local, sometabsor spacesandLocalUsets username.

Contentf “/.shosts
localhostname.yourdomain.com LocalUser

Be sureto chown andchmod the.shosts file. The.shosts file mustbe ownedby RemoteUser
andshouldhave mode0400.

. Checkthefiles/etc/ssh2/sshd2 _config onRemoteand/etc/ssh2/ssh2 _config onLo-

cal. Make surethatthe AllowedAuthentications field containsthe word hostbased . For
example,it mayread:

AllowedAuthentications hostbased,password

It doesnot matterwhatotherauthenticatioomethodsareallowed. Justmake surethatthehostbased
keywordis firstin thelist.

. Also checkthatlgnoreRhosts  is setto no in the/etc/ssh2/sshd2 _config file onRemote

IgnoreRhosts no

If you hadto modify thesshd2 _config file, youwill have to senda HUP signalto sshd2 to make
thechangeake effect.
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# kill -HUP ‘cat /var/run/sshd2_22.pid’
or
# kill -HUP ‘cat /etc/ssh2/sshd2_22.pid*

7. Now you shouldbeall set.

OnLocal, log in asLocalUserandgive thecommand
ssh RemoteUser@Remote uptime

You shouldnow gettheresultsof uptime runonRemote

Thefirsttimeyourunssh tothatparticularsener, youwill haveto answelyeswhenasledif youwant
to connecto thesener. Thisis becaus¢helocalssh doesnotyethave theremotesener’spublickey.

For maximumsecurity it is highly recommendedb verify thefingerprintof the remotehosts public
key, asdescribedn Section4.1.1 (Public-Key Authentication)to avoid man-in-the-middleattacks.
Thiswill only benecessarywhenconnectingor thefirst time.

TroubleshootingHost-BasedAuthentication

If you have problemswith host-base@uthenticationgheckthefollowing:

¢ Did younamethelocal hostkey file appropriatelyon Remot@ It shouldbeeither

letc/ssh2/knownhosts/HOSTNAME.ssh -dss. pub
or
letc/ssh2/knownhosts/HOSTNAME.ssh -rsa. pub

whereHOSTNAMEasto bethelong hostname(fully qualifieddomainname).
¢ Did you copy thehostkey properly?
e Checkthatthekey on Remotes actuallythe sameashostkey.pub  onLocal

OnLocal:

$ ssh-keygen2 -F /etc/ssh2/hostkey.pub

OnRemote

$ ssh-keygen2 -F /etc/ssh2/knownhosts/hostname.domain. ssh-ds s.pub
or

$ ssh-keygen2 -F /etc/ssh2/knownhosts/hostname.domain. ssh-rs a.pub

Thekey fingerprintsshouldmatch.
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e Checkyourspellingin the.shosts file.

e Makesurethe.shosts file is ownedby RemoteUseandcheckthatits permissionsare0400.

# Is -la 7/.shosts
-femmmmee- 1 RemoteUser users 178 May 28 15:05 /home/RemoteUser/.shosts

e Make surethatRemoteUseés homedirectoryon Remotds ownedby RemoteUseandis notwritable
by anyonebyt RemoteUser

¢ Runthesenerandtheclientwith the-d3 option. Thisis agoodwayto seeif ahostkey file is missing,
or if somethings misconfigured.

Using Certificates

It is possibleto usea certificateinsteadof the traditionalpublic key pair to authenticatehe Local host. To
usecertificatesperformthefollowing tasks:

1. Enablehost-baseduthenticatiorin ssh2 _config onLocalandin sshd2 _config onRemoteby
usingthe AllowedAuthentications keyword.

2. DefineLocal's sener certificatein sshd2 _config onLocal:

HostKeyFile  <private key>
HostCertificateFile <server-certificate>

The certificatemustcontaina dnsextensionwhich containghefully qualifieddomainnameof Local.
3. SettheDefaultDomain  valuein ssh2 _config onLocal.

4. SettheHostCA andLdapServers valuesin sshd2 _config onRemote

HostCA <trusted-ca-certificate>
LdapServers Idap://server.domain:port

5. Make surethatthe™.shosts file on Remotecontainghefollowing:

localhostname.yourdomain.com LocalUser
More informationis availablein the ssh-certificates manpagesandin Sections4.1.2(Sener) and
4.2.4(User).
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Optional Additional Configuration Settings

To make the host-base@uthenticatiormoresecureyou maywantto considetthefollowing optionalconfig-
urationsettings:

e Settingthe AllowSHosts andDenySHosts keywordsin the sshd2 _config file you canfilter

the.shosts ,.rhosts ,/etc/hosts.equiv and/etc/shosts.equiv entries.
e If you want to allow only global configuration files (/etc/hosts.equiv and
/etc/shosts.equiv ), make surethatyou have thefollowing entryin your sshd2 _config file:
IgnoreRhosts yes

After thismodificationthe.shosts and.rhosts fileswill notbeusedn host-baseduthentication.

e To forceanexactmatchbetweerthe hostnamethatthe clientsendgo thesenerandtheclient's DNS
entry, make surethatyou have thefollowing definitionin yoursshd2 _config file:

HostbasedAuthForceClientHosthameD NSMatch yes

Pleasenotethatwith the abore-mentionedlefinition, host-baseduthenticatiorthroughNAT will not
work.

Note: This keyword is availablein SSHSecureShellversion3.0andlater

4.2.4 Certificate Authentication

Thecommercialversionof SSHSecureShellincludessupportfor certificateauthentication.

Also certificateauthenticatioris performedvia the public-key authenticatiormethod. Insteadof the client
sendingusta publickey, it sendsa certificatecontaininga public key.

In brief, certificateauthenticationvorksin thefollowing way:

Theclientsendghe usercertificate(which inludestheusers publickey) to thesener.

Thesener useshe CA certificateto checkthatthe users certificateis valid.

Theseneruseghe usercertificateto checkfrom its mappingfile(s) whetherdogin is allowedor not.

Finally, if connectionis allowed,the sener makessurethatthe userhasa valid privatekey by usinga
challenge.

Comparedo traditional public-key authenticationthis methodis more securebecausdhe systemchecks
thatthe usercertificatewasissuedby a trustedCA. In addition,certificateauthenticatioris morecorvenient
becausao local databasef userpublickeysis requiredonthe sener.
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It is alsoeasyto dery a users accesghe systemby revoking his or her certificate. The statusof a certifi-
catecanbe checledeitherby usingthe Online CertificateStatusProtocol(OCSP)or CertificateRevocation
Lists (CRLs),which canbe publishedeitherto a Lightweight Directory AccessProtocol(LDAP) or HTTP
repository

OCSPis usedif the certificatecontainsa valid authority info access extension.Correspondingly
CRLsareusedif the certificatecontainsavalid CRL distribution point extension.lf LDAP is used
asthe CRL publishingmethod the LDAP repositorylocationcanbealsodefinedin thesshd2 _config file

(seebelaw).

Sewer-Side Configuration

To configurethe sener, performthefollowing tasks:

1. Acquirethe CA certificateandcopy it to the sener machine.You caneithercopy the X.509 certifi-
cate(s)assuchor you cancopy a PKCS#7 packagéancludingthe CA certificate(s).

Certificateanbe extractedfrom a PKCS#7 packagey specifyingthe-7 flagwith ssh-keygen2

2. Certificateauthentications apartof thepublickey  authenticatiormmethod.Make surethatyou have
enabledt in thesshd2 _config file:

AllowedAuthentications publickey
3. Specifythe CA certificateandthe mappingfile(s) in thesshd2 _config file:

Pki <ca-cert-path>
MapFile <map-file-path>

Youcandisabletheuseof CRLsby addingthePkiDisableCRLs  keywordbelow thePki keyword.
PkiDisableCRLs yes

Note: CRL usageshouldonly bedisabledfor testingpurposesOtherwiset is highly recommendetb
alwaysuseCRLs.

You candefineseveral CA certificatesby usingseveral Pki  keywords.

Pki <ca-cert-path1>
MapFile <map-file-pathl>
Pki <ca-cert-path2>
MapFile <map-file-path1>
MapFile <map-file-path2>

Note that multiple MapFile keywords are permittedper Pki keyword. Also, if no mappingfile
is defined,all connectionsare deniedevenif usercertificatescan be verified using the definedCA
certificate.

Senerwill accepbnly certificatedssuedby definedCA(s).
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4. Also definethe LDAP sener(s)in thesshd2 _config file.

LDAPServers Idap://serverl.domainl:portl,ldap://s erver 2.domain2:p ort2,

5. If necessarydefinealsothe SOCKSsenerin thesshd2 _config file.

SocksServer  socks://socks_server:port/network/net mask, networ k/net mask. ..

The SOCKSsener mustbedefinedif CA serviceOCSPandCRLs)arelocatedbehinda firewall.

6. Next you needto createthe mapfile. It specifieswhich certificatesauthorizelogging into which
accounts.

Theformatof thefile is thefollowing:
<account-id> <keyword> <argument>

The keyword can be either Email , Subject , SerialAndissuer , EmailRegex , or
SubjectRegex . Theargumentsiependonthe keyword.

e Email : Theargumentis theemailaddressvhich mustbepresenin thecertificate.

e Subject : Theamumentis therequiredsubjectnamein LDAP DN (distinguishechame)string
format.

e SerialAndlssuer : Thearguments therequiredserialnumberandissuemamen LDAP DN
stringformat, separatetby space®r tabs.

e EmailRegex : The argumentis the regular expressionwhich must match an email ad-
dressin the certificate. If account-id containsthe string %subst%, it is substituted
with the first parenthesizegart of the regular expression.Thepatternsare matchedusing
SSHREGEXSYNTAXEGREP

e SubjectRegex : The argumentis the regular expressionwhich must match a subject
namein the certificate. If account-id containsthe string %subst%, it is substituted
with the first parenthesizegbart of the regular expression. The patternsare matchedusing
SSHREGEXSYNTAXEGREP

Examples

Thefollowing areexamplesof differentmapfile definitions:

testuser email testuser@ssh.com

testuser  subject C=FI,0=SSH,CN=Secure Shell Tester

testuser serialandissuer 1234 C=FI,0=SSH,CN=Secure Shell Tester
%subst% subjectregex C=FI, O=SSH, CN=([a-z]+)

%subst% emailregex  ([a-z]+)@ssh\.com

The last line permitslogging with ary email addresswith only lettersin the username. Seeman
sshregex for moreinformationontheregularexpressiorsyntax.
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Client-Side Configuration

Configurethe client sideaccordingto the certificatestoragemethodused;a softwareor a PKCS#11 token
(for example,asmartcard).

Software Certificates

To configurethe systenfor softwarecertificatesperformthefollowing tasks:

1. Enroll acertificatefor yourself.

Example: Enrolimentusingssh-certerwll2

$ /ssh-certenroll2 -g -p id:key -e

-s "C=FI,0=SSH,CN=user;email=user@trus ted.or ¢g"

-a "http://test-ca.trusted.org:8080/pk ix/"

-0 /home/user/.ssh2/user_rsa /etc/ssh2/test-ca-certificate.crt

Generated 1024 bit private key saved to file
/home/user/.ssh2/user_rsa.prv.

Remembeto definealsothe SOCKSsener (with the-S flag) oranHTTP proxy (with the-P flag), if
necessary

. Theprivatekey mustbein the ssh2format. To convert X.509 keys to ssh2format, specifythe-x flag

with ssh-keygen2

$ ssh-keygen2 -x <keyname>
Private  key imported from X.509 format
Successfully saved private key to <keyname>_ ssh2?

Also PKCS#12 keys canbe corvertedto ssh2format. This is doneby specifyingthe -k flag with
ssh-keygen2

$ ssh-keygen2 -k <keyname>

Password needed for PFX integrity check

Integrity check ok.

Got shrouded key.

New passphrase for private key

Again :

Successfully saved private key to <keyname>_ ssh2
Safe decrypted succesfully.

Got certificate.

Certificate written to file <keyname>_ssh2.crt

. Make surethatpublic-key authentications enabledn thessh2 _config file.

AllowedAuthentications publickey
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4. Specifythe privatekey of your softwarecertificatein the™/.ssh2/identification file.
Certkey <private-key-path>

Thecertificateitself will bereadfrom private-key-path.crt

PKCS #11Tokens

To configurethe systemfor PKCS#11 tokens(for examplesmartcards) performthefollowing tasks:

1. Enablepublic-key authenticatiorin thessh2 _config file.
AllowedAuthentications publickey
2. Also definethe externalkey providerandtheinitial string.

EkProvider  <provider-name>
EkInitString <init-string>

Theabove-mentioneaptionscanbealsodefinedusingthe- Eand-1 flagswith ssh2 , respectiely.

4.2.5 KerberosAuthentication

WhenKerberosupports enabledit is possibleo authenticateisingKerberosredentialsforwardableTGT
(ticketgrantingticket) andpassingT GT to remotehostfor singlesign-on.It is alsopossibleto useKerberos
passwerd authenticationPleasenotethat SSHSecureShellonly supportKerberos5.

To enableKerberossupportperformthefollowing tasks:

1. Compilethesource:

Jconfigure --with-kerberos5
make
make install
2. Make surethatyou have thefollowing line in your /etc/ssh2/sshd2 _config file:
AllowedAuthentications kerberos-1@ssh.com,kerberos-tgt-1@ssh .com

Otherauthenticatioomethodscanbelistedin the configuratiorfile aswell.

3. Also, make surethatyou have thefollowing line in your /etc/ssh2/ssh2 _config file (for SSH
SecureShellversions2.3and2.4):
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AllowedAuthentications kerberos-1@ssh.com,kerberos-tgt-1@ssh .com

If you areusing SSHSecureShellversion3.0 or later, make surethatyou usethe new versionsof kerberos
authenticatioomethods:

AllowedAuthentications kerberos-2@ssh.com,kerberos-tgt-2@ ssh.c om

Note: SSHCommunication$ecuritydoesnot provide technicalsupporton how to configureKerberos Our
supportonly coversSSHSecureShellapplicationsandsourcecode.

4.2.6 PluggableAuthentication Module (PAM)

We recommendhe useof keyboard-interactie authenticatiorwith PAM.

WhenPAM is used,SSHSecureShelltransferghe control of authenticatiorio the PAM library, which will
thenload the modulesspecifiedin the PAM configurationfile. Finally, the PAM library tells SSH Secure
Shellwhetheror not the authenticatiorwas successful. SSHSecureShellis not aware of the detailsof the
actualauthenticatiomethodemployedby PAM. Only thefinal resultis of interest.

To enablePAM supportperformthefollowing tasks:

1. Compilethesource:
Jconfigure
make

make install

By default,the PAM servicenameis sshd2 . If youwantto changet, you canaddthe configureflag
--with-daemon-pam-service-name=na me

2. Whenusingkeyboard-interactie PAM submethodmake surethatyou have the following linesin the
letc/ssh2/sshd2 _config file:

AllowedAuthentications keyboard-interactive
AuthKbdInt.Optional pam

And thefollowing line in the/etc/ssh2/ssh2 _config file:
AllowedAuthentications keyboard-interactive

In caseyou arenotusingkeyboard-interactie, make surethatyou have thefollowing line in bothyour
/etc/ssh2/sshd2 _config file and/etc/ssh2/ssh2 _config file:

AllowedAuthentications pam-1@ssh.com
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The PAM configurationsettingsarelocatedeitherin /etc/pam.conf orin /etc/pam.d/sshd2 . The
modulesareusuallyeitherin the/lib/security directoryor in the/ustr/lib/security directory
Currently SSHSecureShellsupportdPAM on Linux andon Solaris2.6 or later.

Theremustbe atleastoneauth , oneaccount , andonesession modulein the configuratiorfile. Oth-
erwisethe connectionwill berefused.Also, moduleswhich requirePAMTTY will notwork becausdTY
allocationis donein SSHSecureShellaftertheauthentication.

PAM Examples

Thefollowing areexamplesof differentPAM configurations.

1. The/etc/pam.d/sshd2 file on RedHat Linux:

auth required  /lib/security/pam_pwdb.so shadow nullok

auth required  /lib/security/pam_nologin.so

account required  /lib/security/pam_pwdb.so

password required /lib/security/pam_cracklib.so

password required /lib/security/pam_pwdb.so shadow nullok use_authtok
session required  /lib/security/pam_pwdb.so

2. The/etc/pam.conf entryon Solaris:

sshd2 auth required {ustr/lib/security/pam_unix.so debug
sshd2  account required {ustr/lib/security/pam_unix.so debug
sshd2 password required lustr/lib/security/pam_unix.so debug
sshd2 session required lustr/lib/security/pam_unix.so debug

SeeSectiond.3 (Keyboard-Interactie Authenticationfor moreinformationon keyboard-interactieauthen-
tication.

Note: SSH CommunicationsSecuritydoesnot provide technicalsupporton how to configurePAM. Our
supportonly coversSSHSecureShellapplicationsandsourcecode.

4.2.7 SecurlD

We recommendhe useof keyboard-interactie authenticatiorwith SecurlD.
Pleasdamiliarizeyourselfwith the RSAACE/Servedocumentatioeforereadingfurther.

In theinstructionsbelaw, the/top  directoryrefersto the RSAACE/Servettop-level directory

1. In orderto enableSecurlDsupport,you heedto compilethe sourcecodeon a computerwhereRSA
ACE/Servefmasteror slave) or RSAACE/Agntsoftwareis alreadyinstalled,configuredandrunning.

SSHSecute Shell Admin Guide © 2002SSHCommunicationSecurityCorp.



48

Chapter 4. Authentication

Jconfigure --with-serversecurid[=/PATH]
make
make install

ReplacgPATH with theabsolutdPATH to thedirectorycontainingthe sdiclient.a file.

For RSA ACE/Senrer 4.0thefile is usuallylocatedin the /top/ace/examples directory for 5.0
in the/top/acel/inc directory

Note: If youdo notwantto make the compilationasroot, make surethatall theabose-mentionediles
arereadabléby the useryou arecompilingas.

. WhenusingtheKeyboard-Interactie SecurIDsubmethodmake surethatyou have thefollowing lines

in the/etc/ssh2/sshd2 _config file:

AllowedAuthentications keyboard-interactive
AuthKbdInt.Optional securid

And thefollowing line in the/etc/ssh2/ssh2 _config file:
AllowedAuthentications keyboard-interactive

In caseyou arenotusingKeyboard-Interactie, make surethatyou have thefollowing line bothin your
letc/ssh2/sshd2 _config file andin your/etc/ssh2/ssh2 _config file:

AllowedAuthentications securid-1@ssh.com

3. Checkthattheusersshellis not /top/ace/prog/sdshell
4. StartRSAACE/Server

5. Checkthatthe VARACEernvironmentvariableis set. It hasto be setbeforestartingsshd2 , andits

valuemustbe/top/ace/data

6. Startsshd?2 .

SeeSectiond.3 (Keyboard-Interactie Authenticationfor moreinformationon keyboard-interactieauthen-
tication.

Note: SSH CommunicationsSecurity does not provide technical supporton how to configure RSA
ACE/Server Our supportonly coversSSHSecureShellapplications

4.3 Keyboard-Interactive Authentication

Keyboard-Interactie is a genericauthenticatiormethodthat can be usedto implementdifferenttypesof
authenticationomechanisms.
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4.3.1 Overview
What Is Keyboard-Interactive?

Keyboard-interactieis arelatively new authenticatioomethod designedn the SecureShellWorking Group
of the InternetEngineeringlask Force (IETF). The Working Group’s abstracicontainsthe following intro-
ductionto thesubject:

Thisdocumentescribes genearl-purposeauthenticatiormethodor the SSHprotocol,suitablefor interac-
tive authenticationsvhele the authenticatiordata shouldbe enteedvia a keyboaid. Themajor goal of this
methods to allow the SSHclient to supporta wholeclassof authenticatiormedanism(s)vithoutknowing
the specificof theactualauthenticatiormedianism(s)

What Can Be Donewith [t?

Basically any currentlysupportecuthenticatiomethodthatrequiresonly theusersinput,canbeperformed
with Keyboard-Interactie.

Currently thefollowing methodsaresupported:

e passverd
e SecurlD

¢ PAM (but seeSectiond.3.1(WhatCannotBe DoneWith 1t?)).

What Cannot Be Donewith 1t?

If passingof somebinary informationis required(asin public-key authentication)keyboard-interactie
cannotbeused.

PAM hassupportfor binary messageandclient-sideagentsandthosecannotbe supportedvith keyboard-
interactve. However, currentlythereareno implementationshattake advantageof the binary messagem
PAM, andthe specificatiormaynot be castin stoneyet.

4.3.2 Configuring the Sewer and Client
Client Configuration

To enable keyboard-interactie authentication,make sure that you have the following line in the
letc/ssh2/ssh2 _config file:

AllowedAuthentications keyboard-interactive
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Keyboard-interactieis enabledy default on theclient.

Note: The client cannotrequestary specifickeyboard-interactve submethodf the sener allows several
optionalsubmethodsThe orderin which the submethodsire offereddependson the sener configuration.
However, if the sener allows for exampletwo optional submethodsSecurlDand passverd, the usercan
skip SecurlDby pressingenterwhen SecurlDis offeredby the sener. The userwill thenbe promptedfor

passverd.

Sewer Configuration

Keyboard-interactie is not enabledby default on the sener. Make surethatyou have the following line in
the/etc/ssh2/sshd2 _config file:

AllowedAuthentications keyboard-interactive

Thesubmethodandpolicy for keyboard-interactie areconfiguredasfollows:

## SSH CONFIGURATIONFILE FORMATVERSION 1.1
## REGEX-SYNTAXegrep

AuthKbdInt.Required securid

AuthKdblInt.Optional pam, password
AuthKbdInt.NumOptional 1
AuthKbdInt.FailureTimeout 2

This allows for maximumconfigurabilitywithout beingtoo hardto implement. Seethe sshd2 _config
manpagegor moreinformationon the keywords.

The defaultfor requiredsubmethodss 0, althoughif no requiredsubmethodsre specified the client must
alwayspassat leastoneoptionalsubmethod.

4.3.3 Adding New Authentication Methods

This sectionscoversadvancedmplementatiorof keyboard-interactie.

PleasaotethatSSHCommunicationSecuritydoesnot provide technicalupporionhow to implementyour
own keyboard-interactie submethodAlso, considercarefullythe securityimplicationswhenimplementing
asubmethoaf yourown.

New submethodsreaddedo the submethodarrayin apps/ssh/auths-kbd-int-submethods. c.
Youneedo createaninitializationanduninitializationfunctionfor thesubmethodTheinitializationfunction
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will createa methodcontext for the submethodandstartthe authenticationusingthe specifiedconversation

function.

You needto definethreefunctions:init

, free andacallbackfor the conversatiorfunction.

—— init

Type

*method _context,
SshAuthKbdIntSubMethods
SshKbdIntSubMethodConv
void *conv _context);

typedef  void (*init)(void

Description Theinitialization function.

Arguments

method _context

methods,
conv,

Shouldbeassignedo the pointerto thecontext allocated Assigningsomethingo method _context
is mandatory(This simplifiesthemainmethodsbookkeepingopnwhatsubmethodbave actuallybeen

initialized.) This context is passedo thefree function.

methods

Should be storedby the submethod. It containsfor example the SshServer

structureand an

SshUser structurethatcanbe usedin the authenticatiomprocesdy the submethod.

conv

Thecorversatiorfunction,calledby thesubmethodvhenit hastherequestsTheprototypes described

below.

conv _context

Shouldbegivento the conv function.

—— free

Type

typedef void (*free)(void *method _context);

Description free

statejncludingmethod _context atthis stage.

is calledby the main methodduring uninitialization. The submethodshouldfree all
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Arguments

method _context

Shouldbe assignedo thepointerto the context allocated.

—— SshKbdIntSubMethodCB

Type

typedef void (*SshKbdIntSubMethodCB)(size

4 num.resp,

char **resps,
Boolean cancel,
void *context);

Description A functionof this typeis passedo the corversationfunction. It is calledaftertheresponses

arerecevedfrom theclient.

Arguments

numresp

Thesizeof theresps array

resps

Theresponsegecevedfrom theclient.

cancel

If this valueis TRUE, the submethodshouldabortthe authenticationandget readyto be destryed

(with thefree function).

context

Theallocatedcontext.

—— SshKbdIntSubMethodCorv

Type

typedef void (*SshKbdIntSubMethodConv)(SshKhbdl ntRes ult code,

const char *instruction,

size _t numreqgs,

char **regs,

Boolean *echo,
SshKbdIntSubMethodCB  method _cb,
void *method _ctx,

void *context);
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Description Thesubmethoaallsthis functionwhenit hastherequests.

Arguments

code

Indicates the state of the authentication. If the submethod authentication is a
success, this should be SSHKBDINT.SUBMETHQBESULTSUCCESS if failed,
SSHKBDINT_SUBMETHQBESULTFAILED, and if the authenticationis not complete,
SSHKBDINT_.SUBMETHQBESULTNONEYET.

instruction

Thisfield shouldcontaina shortdescriptionof whatthe usershoulddo.

numreqs
Indicates the size of reqs and echo arrays. If the code is not
SSHKBDINT_SUBMETHQBESULTNONEYET, this should be 0, and regs and echo should
beNULL

reqs

Therequestsentto theclient.

echo

Tellstheclientwhetherthe users responséo the correspondingequesshouldbe echoed.

method _cb
Themainmethodwill call thiswhenit hasobtainecdtheresponsefrom theclient.
method _ctx

Thisis givento method _cb by themainmethod.

context

Theallocatedcontext.

Pleaseseeauths-kbd-int-submethods.c for an exampleof usinga 'password’ submethod.This
submethods implementedn auths-kbd-int-passwd.[ch]

Pleasdollow the style of thosefiles whencreatingnew submethodsCompletedocumentatioifior the API is
locatedin apps/ssh/auths-kbd-int-submethods.h

SSHSecute Shell Admin Guide © 2002SSHCommunicationSecurityCorp.



54 Chapter 4. Authentication

© 2002SSHCommunicationSecurityCorp. SSHSecuie Shell Admin Guide



55

Chapter 5

Using SSH Secure Shell

This chaptemprovidesinformationon how to usethe SSHSecureShell software suite afterit hasbeensuc-
cessfullyinstalledandsetup.

5.1 Usingthe Secure Shell Seiver Daemon(sshd2)

Thesenerdaemomrogramfor SecureShellis calledsshd2 .

Sshd?2 is normallystartedat boottime from /etc/rc.local or its equivalent. It forks anew daemorfor
eachincomingconnection.Theforkeddaemonsandlekey exchangegncryption,authenticationcommand
execution,anddataexchange.

TheSecureshelldaemoris normallyrunasroot. If it is notrunasroot, only theuserthedaemoris runningas
will beauthorizedo log in, andpassverd authenticatiommay notwork if the systemusesshadev passverds.
An alternatve hostkey pair mustalsobeused.

5.1.1 Manually Starting the Secue Shell Server Daemon

To manuallystartthe SecureShelldaemontypethe commandustr/local/sbin/sshd2

(Note: If theinstallationwassuccessfullyicompletedsshd is a symboliclink to sshd2 . If you alsohave
sshlinstalledthesshZ2installationprocessnodifiestheexistinglink. If sshlcompatibilityis desiredsshd2
canbe configuredo executesshdl whenthe clientonly supportssshl.However, it is recommendetb use
sshd2 becausashd maystartanOpenSSHsener.)

The sshd2daemoncan be configuredusing command-lineoptionsor a configurationfile. Command-line
optionsoverridevaluesspecifiedn the configuratiorfile.
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5.1.2 Automatically Starting the Server Daemonat Boot Time

If you have installedfrom RPM packagesn RedHator on SUSE,sshd2 is alreadystartingat boottime.
Thesameis trueif you have installedfrom depot onHP-UX.

In thefollowing sectionstwo differentmethoddor startingthe SecureShellDaemonat boottime areintro-
duced. If neitherof thesemethodswork on your system,consultyour operatingsystemdocumentatioron
how to startservicesatboottime.

Starting from/etc/rc.d/rc. | ocal

In orderto startsshd2 automaticallyat boottime on SystemV basedoperatingsystemsthe startupscript
sshd2 shouldbe locatedin the /etc/rc.d/init.d directory andthereshouldbe symboliclinks to
sshd2 startupscriptin /etc/rc.d/rc?.d , Wwhere”?” is therunlevel. You caneitheraddtheselinks
manuallyor usechkconfig

Note: chkconfig  is only availableon RedHat.In SUSE addthe symboliclinks manually

If youwantto usechkconfig , checkthatthefirstlinesin sshd2 aresimilarto thefollowing:

#!/bin/sh

#

# Author:  Sami Lehtinen  <sjl@ssh.com>

#

# sshd2 This shell script takes care of starting
# and stopping  sshd2.

#

# chkconfig: 345 34 70

# description: Secure Shell daemon

#

Thismeanghatsshd will bestartedn runlevels3, 4 and5, its startingpriority is 34, andits killing priority
is 70. You canchooseherunlevelsandprioritiesasyouwantaslong assshd is startedafterthe network is

up.

After addingthelinks manuallyor giving the command

chkconfig  --add sshd2

you shouldhave thelinks /etc/rc.d/rc?.d , Similarto

Irwxrwxrwx 1 root root 14 Aug 16 10:07 S34sshd -> .. init.d/sshd
Irwxrwxrwx 1 root root 14 Aug 16 10:07 K70sshd -> ../init.d/sshd
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Starting from/ etc/rc. | ocal

On BSD basedoperatingsystemsyou have to adda similar line to the following to therc.local file in
thel/etc directory:

echo "Starting sshd2..."; lusr/local/sbin/sshd2

After this, the SecureShelldaemorwill startautomaticallyatboottime.

5.1.3 Operation of the Server Daemon

Whensshd2 is started,it beginsto listenon a port for a soclet. The default portis port 22, now a well-
known port for SecureShell. This canbe changedo suit any customernvironmentsge.g. if youwantto run
sshd2 from a non-privilegedaccount;however, make surethat no otherprocesss usingthe port you are
planningto use.

The SecureShelldaemorcanalsobe startedfrom the Internetdaemorinetd . For the purposeof this text,
it is assumedhatsshd2 is notinvokedthroughinetd but startedonits own.

Whenthe daemonis listeningfor a soclet, it waits until a client initiatesa soclket connection.Oncecon-
nected,the daemonforks a child processwhich in turn initiateskey exchangewith the client. The child
procesandlegheactualconnectiorwith theclient, includingauthenticationsupportediphernegotiation,
encrypteddatatransfer andterminationof the connection. After the connectionhasbeenterminatedthe
child procesgerminatesswell. The parentprocessontinuedisteningfor otherconnectionaintil explicitly

stopped.

Login Process

Whenausersuccessfullyogsin, sshd2 performsthefollowing operations:

1. Changeso runwith normaluserprivileges.
2. Setsupabasicenvironment.

3. Readdetc/environment if it exists.
4. Changeso theusershomedirectory

5. Runstheusers shellor specifiedcommand.
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5.1.4 Resettingand Stoppingthe Server Daemon

When the Secure Shell daemon is started, its process identifier (PID) is stored
in  /var/run/sshd2 22.pid or, if the directory /var/run does not exist, in
letc/ssh2/sshd2 22.pid . This makesit easyto kill theappropriatedaemon:

kill ‘cat  /var/run/sshd2_22.pid’

or sendsignalsto it:

kill -SIGNAL ‘cat /var/run/sshd2_22.pid*

The SecureShelldaemorhandlessignalsikeinetd : youcansendit a SIGHUPsignalto makeit rereadts
configuratiorfile. Thedaemorcanbestoppediy sendinghe SIGKILL signal.

All sshdprocessesanbeterminatedf needed.This shouldbe doneonly whenrootis loggedin locally, as
the sener procesdor theroot userwho is remotelyloggedin will alsobe terminated.Anotheroptionis to
startanew sshd2daemoron a differentport beforeterminatingsshdprocesses:

sshd2 -p 1234

Only thesshdprocessege.g./usr/local/sbin/sshd ) will beterminated:

killall sshd

5.1.5 DaemonConfiguration File and Command-Line Options

Sshd2 readsconfigurationdatafrom /etc/ssh2/sshd?2 _config  (or thefile specifiedwith the-f flag
on the commandine). Thefile containskeyword-valuepairs,oneperline. Lines startingwith the number
sign(#) aswell asemptylinesareinterpretedascomments.

Subconfiguratiofiles canalsobespecifiedn themainconfiguratiorfile. SeeSection3.2(Subconfigurations)
for moreinformation.

For detailedinformationaboutthe optionsavailablein the configuratiorfile andonthecommandine, please
referto thesshd2config’5) andto the sshdZ8) manualpages.

5.1.6 Subsystems

Subsystemsanbedefinedin thesshd2 _config file usingthefollowing syntax.
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subsystem-<name> argument
Theargument is thecommandwvhichwill beexecutedwvhenthe subsystenis requested.
$ ssh2 -s <name> user@remote

Theargument canbealist of commandseparateavith semicolon(; ), or it can,for example,referto a
script.

Oneexampleof a subsystenis sftp
subsystem-sftp lusr/local/bin/sftp-server

The sftp  subsystemalsohasan internal alternatve. This shouldbe usedfor examplewhenthe useris
chrootedanddoesnot have accesgo sftp-serer.

subsystem-sftp internal://sftp-server

5.2 Usingthe Secueke Shell Client (ssh2)

ThebasicSecureShellclient programis calledssh2 .

Ssh2 canbeusedeitherto initiate aninteractve sessionfesemblinglogin , or to executea commandn
away similarto thersh command.

The SecureShellclientconnectgo theseneron port 22, whichis awell-known portfor SecureShell.

5.2.1 Starting the Secure Shell Client

Ssh2 hasavery simplesyntax:
ssh [options] hostname [command]

The mostcommonusageds to establishaninteractive sessiorto aremotehost. This canbe donesimply by
typing ssh hostname.domain . A real-world examplecould be ssh root@somehost.ssh.com
Aswith rsh andrlogin , theuserlD to beusedcanalsobespecifiedwith the-I option,for examplessh
-l root somehost.ssh.com

Note: As shavn in the abore example,in the normalcase you do not have to type ssh2 . Theinstallation
procesgreatesa symboliclink, ssh , thatpointsto theactualssh2 executablelf sshlwasinstalledbefore
ssh2 youwill needto typesshl torunthesshiclient.

Thessh2 command-lineptionsaredocumentedh detailonthe sshZ1) manualpage.
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5.2.2 Client Configuration File and Command-Line Options

Ssh2 reads configuration data  from letc/ssh2/ssh2 _config and from
$HOME/.ssh2/ssh2 _config (or the file specifiedwith the -F option on the commandline). The
last-obtainedraluewill prevail.

Thefile containskeyword-valuepairs,oneperline. Linesstartingwith the numbersign (#) aswell asempty
lines areinterpretedascomments.For detailedinformationaboutthe optionsavailablein the configuration
file andonthecommandine, pleaseaeferto the ssh2config5) andsshZ5) manualpages.

5.3 Using Secure Copy (scp?2)
Scp2is a programfor copying files securelyover the network. It usesssh2 for datatransfer andusesthe
sameauthenticatiorandprovidesthe samesecurityasssh? .

Scp2 usesasftp2 overssh2 for dataexchangebetweertheclientandsener. Thisis notto be confused
with FTP.

Thebasicsyntaxfor scp2 is likethis:
scp user@source:/directory/file user@destination:/directory/file

Note: As shavn in the exampleabore, in the normalcase you do not have to type scp2 . Theinstallation
processreatesa symboliclink, scp , thatpointsto theactualscp2 executablelf sshlwasinstalledbefore
ssh2was,youwill needto typescpl torunthesshiclient.

Scp2 canbeusedto copy filesin eitherdirection;thatis, from thelocal systento the remotesystemor vice
versa. Local pathscanbe specifiedwithout the user@system:  prefix. Relatve pathscanalsobe used;
they areinterpretedelative to theusers homedirectory

Thescp2 command-lineptionsaredocumentedh detailonthescpZ1) manualpage.

5.4 Using Secute File Transfer (sft p2)

Sftp2is anFTP-like clientthatworksin asimilarfashionto scp2 . Justlikescp2 , sftp2 runswith normal
userprivilegesandusesssh2 for transport Eventhoughit functionslikeftp , sftp2 doesnotusethe FTP
daemonor the FTP client for its connections.The sftp2  client canbe usedto connecto ary hostthatis
runningthe SecureShellsener daemor(sshd2 ).

Thebasicsyntaxfor sftp2 is likethis:

sftp2  [options] [user@]host
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Note: As shavn in theexampleabore,in the normalcaseyou do not haveto typesftp2 . Theinstallation
procesxreatesa symboliclink, sftp , thatpointsto theactualsftp2 executablesftp wasnotincluded
in sshl.

Actualusageof sftp2 is similarto thetraditionalftp program.

Thesftp2 command-lineptionsandcommandsaredocumentedh detailonthe sftp1) manualpage.

5.5 UsingAuthentication Agent(ssh- agent 2,ssh- add?2)

Ssh-gent2is a programto hold privatekeys for authentication With the Ssh-addZommandyou canadd
identitiesto the authenticatioragent. Whenyou usethe authenticatioragent,it will automaticallybe used
for public-key authentication.This way, you only have to type the passphrasef your privatekey onceto
the agent.Authenticationdatadoesnot have to be storedon any othermachinethanthelocal machineand
authenticatiopassphrases privatekeys never go over the network.

Startssh-agent2  with thecommand
eval ‘ssh-agent2’

or with thecommand

exec ssh-agent $SHELL

After that,you canaddidentitieslik e this:

% ssh-add2 id_dsa_ 1024 a

Adding identity: id dsa 1024 a

Need passphrase for id_dsa 1024 a (1024-bit dsa,
user@localhost, Tue Aug 01 2000 19:41:42).

Enter passphrase:

Whenyou connecto aremotehostandusepublic-key authenticationyou will getstraightin.

If youwantthe connectiorto theagentto beforwardedoverssh remotelogins,you shouldhavethisline in
your/etc/ssh2/sshd2 _config file:

AllowAgentForwarding yes

The ssh-agent2 andssh-add2 command-lineoptionsare documentedn detail on the ssh-gjent1)
andssh-add?1l) manualpages.
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5.6 Using Chroot Manager (ssh- chr oot ngr)

Ssh-tirootmgris a helperapplicationto be usedin instancesvhereyou would lik e to restrictusersto their
own homedirectorywhenthey usessh2andsftp2. Note thatthis worksonly for staticbuilds, becausehey
do notuseary sharedibraries. Also, this functionalityis not availabledirectly in the binaries,anddoesnot
work on Solarissystems.

1. First,compilethesource:

Jconfigure --enable-static
make
make install

2. Runssh-chrootmgr  with root privilegesandspecifythe appropriataisernameson the command
line:

ssh-chrootmgr userl wuser2 user3

If youwant,you canrunssh-chrootmgr  with the-v optionto getmoreinformation,or with the
-q optionto suppressry output.

3. Editthefollowing line in the configuratiorfile /etc/ssh2/sshd2 _config:
ChRootUsers userl,user2,user3
If all theusersarein the samegroup,editthefollowing instead:
ChRootGroups groupl,group2,group3

4. Editthe/etc/passwd file sothattheusers shellis /bin/ssh-dummy-shell

5. Try to connectwith sftp , for exampleasuserl , andverify thatthe environmentis chrooted.

The ssh-chrootmgr ~ command-lineoptionsare documentedn detail on the ssh-dirootmgi(1) manual
page.
If you wantto establisha chrootedervironmentmanuallywithout using ssh-chrootmgr , performthe

following tasksaftercompiling staticbinaries:

1. Createabin directoryundertheusers homedirectory

2. Copy ssh-dummy-shell.static and  sftp-server2.static from the
/usr/local/bin directoryto the $SHOME/bin directory

3. Createthefollowing symboliclinks:

In -s sftp-server2.static sftp-server
In -s ssh-dummy-shell.static ssh-dummy-shell

4. Asroot, editthe/etc/passwd  file sothattheusers shellis /bin/ssh-dummy-shell
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5.7 UsingPublic-Key Manager (ssh- pubkeyngr)

Ssh-pub&ymgr createghe userfiles neededo usepublic-key authenticatiorwith ssh2 . After all there-
quiredfiles have beencreatedjt providesaninterfacethatcanuploadyour userpublic key to a remotehost
usingscp?2 .

In the following usagesxample,it is assumedhatthe userkt hasnotyetgenerateary keys. Et is currently
loggedon hostEarth andwantsto usepublic-key authenticatiorbetweenthe hostsEarth andHome The
usernameis Et in bothhosts EarthandHome

1. Startssh-pubkymgrby giving thecommand
ssh-pubkeymgr
2. Ssh-pub&ymgrrunsssh-keygen2 andpromptskEt for a passphrase:

Checking for existing user public keys..
Couldn't find your DSA keypair.. Il generate you a new set..
Running ssh-keygen2... don't forget to give it a passphrase!
Generating  2048-bit  dsa key pair
4 .000.000.000
Key generated.
2048-bit dsa, Et@Earth, Fri Aug 18 2000 15:48:38 +0300
Passphrase
Again :
Private  key saved to /home/Et/.ssh2/id_dsa 2048 a
Public key saved to /home/Et/.ssh2/id_dsa 2048 a.pub
Creating  your identity file..
Creating  your authorization file..

3. Next, ssh-pubkeymgr asksif any hostsneedto be addedto the authorizatiorfile. In orderto use
public-key authenticationvhenconnectingrom Hometo Earth, theanswemustbeyes .

Do you want to add any hosts to your authorization file?
(Default: yes)

4. After this, the systemasksfor therequiredinformation:

Type in their hostname, press return after each one.
Press return on a blank line to finish.

Add which user?
Et
Add which host?
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Home
You added Et at Home as a trusted login.
Press return to continue or Ctrl-D to exit.

5. Next, theuserpublic key canbeuploadedo aremotehost:

Do you want to upload Et@Earth key to a remote host? (Default: yes)
Upload to which host?

Home

Which user account?

Et

Where is the Et's home directory?

(e.g. /home/anne, /ul/ahc, etc.)

/home/Et

Now running scp2 to connect to ssh2-test3..
Most likely you'll have to type a password :)
Et@Home’s password:

Et-Earth.pub | 738B | 0.7 kB/s | TOC: 00:00:01

| 100%

Press return to upload to more hosts or Ctrl-D to exit
Everythingis now setup onthehostEarth. Now, theuserEt hasto connecto thehostHomewith ssh2 and
runthecommandssh-pubkeymgr onHome After this, Et canusepublic-key authentication.

If you arenot promptedfor a passphrasafter settingup public-key authenticationcheckthatyou have all
thekeyslistedin theauthorizatiorfile in your SHOME/.ssh2 directory
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Appendix A

Tool Syntax

Thebasicsyntaxof ssh-keygen2 andssh-certenroll2 is explainedhere.For moreinformation,see
therelevantmanpages.

A.1 ssh-keygen2

ssh-keygen2 is atool thatgeneratesndmanagesuthenticatiorkeys for ssh2.Eachuserwishingto use
ssh2with public-key authenticatiorcanrun this tool to createauthenticatiorkeys. Additionally, the system
administratomay usethisto generatdostkeys for the SSHSecureShellsener.

(Pleasenotethat PKI and PKCS#11 supportis only availablein commercialdistributionsof SSH Secure
Shell.)

SYNOPSIS

ssh-keygen2 [-b  bits] [t dsa|rsa] [-c comment_string]

[-e file] [(p passphrase] [-P] [-h] [-?] [-q] [1 file] [ file]
[-D file] [(B  number] [-V] [ file] [-x  file] [-k  file]

[-7 file] [-F file] [keyl key2 ..]

OPTIONS

-b bits
Length of the key in bits, for example 1024 bits.

-t dsa | rsa
Choose the type of the key. Valid options are
dsa and rsa.
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-c comment_string

Specify the key's comment string.

-e file
Edit the specified key.

You can change the key's

-p passphrase
Specify the passphrase

-P Specify that the key will

passphrase.

-h | -2

-q Hide the progress indicator.

-1 file

Convert key from sshl format

- file

Load and display information
-D file

Derive the public key from
-B number

The number base for displaying
-V Print  version string and exit.
-r  file

Stir in data from file
-x file

Convert private  key from X.509 format
-k file

Convert a PKCS #12 file

and private key.
-7 file

Extract certificates from a PKCS #7 file.

Makes ssh-keygen2
passphrase

Print a short summary of ssh-keygen2

the private

random pool.

to an ssh2 format

interactive.

comment.

be saved with an empty

commands.

to ssh2 format.

key file’.

key information (default 10).

to ssh2 format.

certificate
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-F file
Dump the fingerprint of a given public key. The finger-
print is given in the Bubble Babble format, which
makes the fingerprint look like a string of "real"

words (making it easier to pronounce).

A.2 ssh-certenroll 2

ssh-certenroll2 allows usergo enroll certificatesIt will connecto a CA (certificationauthority)and
usethe CMPv2protocolfor enrollinga certificate. Theusermaysupplyanexisting privatekey whencreating
thecertificationrequestpr allow anew key to begenerated.

SYNOPSIS
ssh-certenroll2 [V ] [-S SOCKS-server] [-P proxy-url] [-0
] [t rsa|dsa] [[I  key-size] [-o base-name] [P cmp-ref-
num:cmp-key] [-e ] -a ca-access-url -s subject-name ca-
cert-file [ private-key ]

OPTIONS
-V Print version string and exit.

-S SOCKS-server
The SOCKSserver URL to be used when connecting to

the certification authority.

-P  proxy-url
The HTTP proxy server URL to be used when connect-
ing to the certification authority.

-g Generate a new private  key.

-t rsaldsa
Type of key to be generated. Valid types are 'rsa"
or "dsa" Rsa is the default.

-l key-size

The size of the key to be generated (in bits).
1024 is the default.

-0 base
Specify the base prefix of the generated files.
The private key (if generated) will be <base>.prv
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and the certificate will  be <base>-num.crt

-p cmp-ref-num:cmp-key
Specify the CMP enrollment reference number and
key (the pre-shared  secret).

-e Enable  extensions in the subject name. |If, for
example, ip, dns, or email extensions are used, the
-e flag must be present.

-a ca-access-url
The full URL to the certification authority.

-s  subject-dn-name
Specify the subject name for the certificate. For
example, "c=ca,o=acme,ou=development,cn=Ra mi Romi"
would  specify the common user name "Rami Romi" in
the organizational unit "Development” in the orga-
nization "Acme" in "ca" (Canada).

-u  number
Optionally gives the key usage bits.

EXAMPLES

1. Enroll acertificateandgeneratea DSA privatekey:

ssh-certenroll2 -g -t dsa -0 mykey -p 12345:abcd -S
socks://fw.myfirm.com:1080 -a http://www.ca-
auth.domain:8080/pkix/ -s  "c=fi,o=acme,cn=Rami Romi" ca-

certificate.crt

Thiswill generate privatekey calledmykey.prv andacertificatecalledmykey-0.crt

2. Enroll acertificateusinga suppliedprivatekey andprovide anemailextension:

ssh-certenroll2 -0 mykey -p 12345:ab -a http://www.ca-
auth.domain:8080/pkix/ -S "c=ca,o=acme,cn=Rami
Romi;email=rami@acme.ca" ca-certificate.crt my_pri-

vate_key.prv

Thiswill generatendenroll a certificatecalledmykey-0.crt
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Technical Specifications

B.1 Supported Cryptographic Algorithms and Standards

This sectionlists the supportedryptographialgorithmsandstandardsupportedy SSHSecureShell.

B.1.1 Public-Key Algorithms

Thefollowing public-key algorithmsarethe supported:

e RSA(768-,1024-,2048-0r 3072-bitkey)
o DSA (768-,1024-,2048-0r 3072-bitkey)

B.1.2 Data Integrity Algorithms

Thefollowing dataintegrity algorithmsaresupported:

e SHA-1(20-bytekey, RFC2104)
e MD5 (16-bytekey, RFC2104)

B.1.3 Symmetric SessiorEncryption Algorithms

For symmetricsessiorencryption thefollowing algorithmsaresupported:

o AES(128-,192-o0r 256-bitkey)
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Blowfish (128-bitkey)

Twofish(128-,192-or 256-bitkey)

CAST-128(128-bitkey)

Arcfour (128-bitkey)

3DES(168-bitkey)

e DES

B.1.4 Certificate Standards

Thesupportectertificatestandardsinddraftsare:

e RFC 2315 PKCS #7: CryptographidMessagesyntaxVersionl.5, B. Kaliski, March1998.

e RFC 2459 InternetX.509 PublicKey InfrastructureCertificateandCRL Profile,R. Housley, W. Ford,
W. Polk,andD. Solo,Januaryl999.

e PKCS#12v1.0: PersonalnformationExchangeSyntax,RSA Laboratories]Junel999.

o draft-ietf-pkix-rfc2510bis-03.txt (RFC 2510bis) InternetX.509 Public Key InfrastructureCertificate
ManagemenProtocolsC. AdamsandS. Farrel, February2001.

B.1.5 Certificate and CRL Publishing Solutions

For certificateandCRL publishing,thefollowing solutionsaresupported:

e RFC 2585 InternetX.509 PublicKey InfrastructureOperationaProtocols:FTPandHTTR, R. Hous-
ley, SPYRJS, P. Hoffman,IMC, May 1999.

o RFC 2559 InternetX.509 PublicKey InfrastructureOperationaProtocols- LDAPv2, S. Boegyen, T.
Howes,andP. Richard,April 1999.

e RFC 2560 X.509 InternetPublic Key InfrastructureOnline CertificateStatusProtocol- OCSR M.
Myers, VeriSign,R. Ankney, CertCo,A. Malpani,ValiCert,S. Galperin,My CFO,C. Adams,Entrust
TechnologiesJunel999.

B.1.6 Cryptographic Token Standards

Supportedsmartcardandcryptographidokenrelatedsupportedstandardsre:

e PKCS#11v2.10 CryptographiclokenInterfaceStandardRSA LaboratoriesPecembef 999.
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B.1.7 Other Supported Standards

Othersupportedstandardsire:

¢ RFC 246Q InternetProtocol,Version6 (IPv6) Specification,S. Deering,Cisco, R. Hinden, Nokia,
Decembed998.

B.1.8 Additional Information

Additionalinformationon RFCsandInternet-Draftds availableatthe IETF Website:
http://www.ietf.org/
At theRSAWebsiteyou canfind additionalinformationonthePublic-Key Cryptographystandard¢PKCS):

http://www.rsasecurity.com/rsalabs/ pkcs/

B.2 Authentication Methods

Thefollowing tableshowvs the availableauthenticatioomethodsandlimitationsontheir use.

Available Suitablefor Requires Requires

from scripting  additional additional
binaries software  hardware
Password X
User public key
- ssh2keys X xt
- sshikeys X xt
- PGPkeys X x! X2
Certificates
- software X X
- PKCS#11tokens X X
Host-based X X
Kerberos5
- client x3
- sener x3
RSA securlD
- client X x4
- sener x5
PAM
- client X
- sener x8

SSHSecute Shell Admin Guide © 2002SSHCommunicationSecurityCorp.



72 Appendix B. Technical Specifications

If Availablefrombinariesis notchecled,theauthenticatioomethodin questioncanbeenabledby compiling
from source SeeChapterd (Authentication¥or instructions.

Explanation:

1. Usessh-gent2or NULL passphraseéNotethatin thelattercaseit is extremelyimportantthatnoone
elsecanaccesgour privatekey.

2. Only the OpenPGRtandardandprogramausingit aresupported.
3. Only Kerberos5s supported

4. SecurlDtokens

5. RSAACE/Sereror RSAACE/Agentsoftware

6. Only PAM on Linux andon Solaris2.6 or lateris supported.
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.shosts ,19,38,41
.ssh2 ,13,34,35
letc/passwd |, 33
letc/shadow |, 33
letc/ssh2 , 13,30
%subst%, 43
3DES,70

3des, 16

account , 47

account-id ,43

actve mode,26
addingauthenticatiomethods50
AES, 69

aes, 16

agent6l
agentforwarding,28
AllowedAuthentications
AllowGroups , 20
AllowHosts , 19
AllowSHosts , 41
AllowUsers , 19
AnyCipher ,16

AnyMac, 17
AnyStdCipher 16
AnyStdMac , 17

Arcfour, 70

arcfour ,16

auth , 47

authentication?29
authenticatiormgent,61
authenticatioomethods?29,71
authenticationaddingnev methods50
authenticationcertificate, 31,41
authenticationhost-basedl 4, 37
authenticationKerberos45
authenticationKeyboard-Interactie, 47,48
authenticationkeyboard-interactie, 33,46
authenticationPAM, 46,49
authenticationpasswerd, 33,49

,33,34,36,40

authenticationpublic-key, 29,30,34,41,63
authenticationSecurlD, 47,49
authenticationsener, 29, 31
authenticationuser 33

authority info access ,31,42
authorization ,35-37,63

basicconfiguration,13
Berkeley services9
Blowfish, 70

blowfish ,16
BSD,57

CA (certificationauthority),31
CA certificate 42

cast ,16

CAST-128,70
certificate,31,40,41
certificateauthentication31, 41
certificaterevocationlist (CRL), 31,33,41
certificate:revoked, 31
certificate:software,44
certificationauthority(CA), 31
channel24

chkconfig , 56
chrootmanager6é2
ciphernegotiation,57

ciphers ,15
clientcommand-lineptions,60
clientconfiguratiorfile, 60
clientprogram,59
client-sideconfiguration32,44
client: starting,59

command 37
command-lineoptions:client, 60
command-lineoptions:daemon58
commercialuser 12
compatibility: SSH1,23
compressionl7
configuration13
configuratiorfile locations,13
configuratiorfile: client,60
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configuratiorfile: daemon58
configurationclient-side 32,44
configurationrootlogins, 18
configuration:sener-side,31,42
configuration:SSH1compatibility 23
configurationTCPwrappers21
corvertingkey format,32,44

CRL (certificaterevocationlist), 31,33,41
CRL distribution point , 31,42
CRL.: disabling,33,42
cryptographialgorithms,69
customersupport,12

daemon23,55
daemorcommand-lineptions,58
daemorconfiguratiorfile, 58
daemonoperations7
daemonresetting58
daemonstarting,55, 56
daemonstopping 58
datatransfer57
DefaultDomain , 40
DenyGroups , 20

DenyHosts , 19

DenySHosts , 41

DenyUsers , 19

DES,70

des, 16

Diffie-Hellmankey exchange29, 31
disablingCRL, 33,42

DNS Address , 31

DNSentry 41
draft-ietf-pkix-rfc2510bis-0370
DSA, 69

DSA key pair, 30

dynamicport forwarding,27

eavesdroppingl0
egrep , 18

Email , 43
EmailRegex , 43
encrypteddatatransfer 57
encryption,11
encryptionalgorithm,15
ernvironmentvariable,14
evaluation,12
evaluationversion,14
exportregulations,11

fakingnetwork addressed,0

fallbackfunctionality 11

file locations,13

File TransferProtocol(FTP),9, 10,60, 70
fingerprint,29

firewall, 33

forwarding,24

forwarding:agent,28

forwarding: FTPR, 26

forwarding:local, 25
forwarding:remote 25

forwarding: X11, 27

free ,51

FTP (File TransferProtocol),9, 10,60, 70
FTPforwarding,26

generatindhostkey, 14
GNU ZLIB (LZ77),17
GnuPGP36

hijacking,10

hmac-md5, 16
hmac-md5-96 , 16
hmac-ripemd160 , 16
hmac-ripemd160-96 , 17
hmac-shal , 16
hmac-shal-96 ,16

hostkey, 29

hostkey generation14

hostkey: multiple, 30
host-baseduthentication14, 37
hostbased , 38

HostCA, 33,40
HostCANoCrls , 33

hostkey , 14,30
hostkey.pub , 14,30
hostkeys , 14

hosts.allow 22
hosts.deny ,22
hosts.equiv.  ,41
HostSpecificConfig ,20
HP-UX, 56

HTTP (HyperText TransferProtocol),70
HTTP proxy; 44
HTTPrepository31,41
HTTPtunneling,24

HUR 23,38

HyperText TransferProtocol(HTTP), 70

identification ,35,36,45
IETF (InternetEngineeringraskForce),10
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|IETF-secsHnternet-Drafts]11
|IETF-SecSH-draft] 6,17
incomingtunnel,25

inetd ,57

init ,51
InternetEngineeringraskForce(IETF), 10
InternetProtocol(IP), 9
InternetProtocolversion6 (IPv6),71
IP (InternetProtocol),9

IP spoofing,10

IPVv6 (InternetProtocolversion6), 71

Kerberos45

key exchange29, 31,57

key fingerprint,29

key format: converting, 32,44

key format: ssh2,32,44

key format: X.509,32,44

key generationl14

key: PGR 36

key: PKCS#12,44

key: private,61

key: public,63

key: sshiformat,36

Keyboard-Interactie authentication47,48
keyboard-interactie authentication33, 46
knownhosts , 14

LDAP (LightweightDirectoryAccessProtocol) 31,41,
70

LDAP sener, 33,42

LdapServers ,40

legalissues11

libwrap.a 22

licensefile, 14

license:commercial 12

license:non-commerciall2

license _ssh2.dat ,14

LightweightDirectoryAccessrotocol(LDAP), 31,41,
70

Linux, 12

local forwarding,25

locationof files, 13

login process57

login: restricting,18

login: root, 18

MAC (Messag&\uthenticationCode),16
maintenancel 2
man-in-the-middlattack,29, 31

MapFile ,42

MD5, 69
MessagduthenticationCode(MAC), 16
Microsoft Windows, 12

multiple hostkeys, 30

NAT (Network AddressTranslation) 41
negotiation,57

Network AddressTranslation(NAT), 41
network securityrisks,9
non-commercialiser 12

OCSP(Online CertificateStatusProtocol),31,41,70
Online CertificateStatusProtocol(OCSP),31,41,70
OpenPGRtandard36

operatingsystem12

operationof senerdaemon57

options , 37

0S/2,12

outgoingtunnel,25

PAM (PluggableAuthenticationModule),46,49
pam.conf , 47

PAMTTY, 47

passie mode,26
passphras&5, 64

passverd authentication33,49
passverd: shada, 55
PermitRootLogin  , 18
permittingrootlogins,18
PGPkeys, 36

PID (processdentifier),58
PKCS#11token,44,45
PKCS#11v2.10,70
PKCS#12key, 44
PKCS#12v1.0,70

PKCS#7,70

PKCS#7 package32,42
Pki , 42
PkiDisableCRLs ,42
platforms,12

PluggableAuthenticationModule (PAM), 46,49
POP3tunneling,24

port22,57,59

portforwarding,24

portforwarding: dynamic,27

privatekey, 61

processdentifier (PID), 58
protocolversion,10,11,23

publickey, 29,63
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publickey ring, 36 senerdaemonstarting,55,56
public-key authentication?29,34,41,63 senerdaemonstopping 58
public-key authenticationSSH1,30 sener-sideconfiguration31,42
Public-Key CryptographyStandard¢PKCS),71 session , 47
public-key manager34, 63 sftp , 59,61
publickey , 36 sftp-server2.static ,62

sftp2 , 60
rc.local ,56,57 SHA-1,69
rcp , 9,10 shadw passwerd, 55
RedHat 56 shosts , 19,38
remoteforwarding,25 shosts.equiv. =, 41
resettingsener daemon58 SIGHUP, 58
restrictinguserlogin, 18 SIGKILL , 58
revokedcertificate 31 smartcard,44,45
rexec , 10 SMTPtunneling,24
RFC1950,17 soclet connection57
RFC1951,17 SOCKSsener, 27,33,43,44
RFC2315,70 softwarecertificate 44
RFC2459,70 softwareversion,11
RFC2460,71 spoofing,10
RFC2510bis,70 ssh, 59
RFC2559,70 SSHSecureShell,9
RFC2560,70 ssh-add2 , 61
RFC2585,70 ssh-agent2 , 61
rhosts , 19 ssh-certenroll2 ,31,44,67
rlogin ,9,10,59 ssh-chrootmgr , 62
rootlogin, 18 ssh-dummy-shell.static ,62
RSA, 47,69 ssh-keygenl , 36
RSAACE/Agent 47 ssh-keygen2 ,15,32,34,35,42,44,65
RSAACE/Serer, 47 ssh-pubkeymgr , 34,63
RSAkey pair, 30 sshl,59
rsh , 9,59 SSHi1compatibility 23

sshilkey format,36
scp, 60 SSH1protocol,11,23
scpl, 60 SSH1:public-key authentication30
scp2,17,60 ssh2 , 17,59
SecshWorking Group,10 ssh2key format, 32,44
securecopy, 60 SSH2protocol,10,11,23
securdile transfer 60 ssh2senerdaemon23
SecureShell,9 ssh2.1 , 27
SecureShellversionl protocol(SSH1),11 ssh2 _config , 13,15-18,30-34,36, 38, 40, 44, 45,
SecureShellversion2 protocol(SSH2),10,11 60

SecurlD, 47,49
securityrisks,9
SerialAndIssuer , 43
sener authentication29, 31
sener certificate, 31
senerdaemon23,55
senerdaemon:operation57
senerdaemonresetting58

SSHLICENSEFILE , 14

SSHREGEXSYNTAXEGRER18,43

SSHREGEXSYNTAXZSHFILEGLOB, 19

sshd , 55

sshd2 , 13,23,30,46,55,57,58

sshd2 _22.pid , 58

sshd2 _config , 13, 15, 16, 18, 21, 23, 30, 32-34,
36-38,40-43,45,58,62
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sshd2 _subconfig ,21
SshKbdIntSubMethodCB , 52
SshKbdIntSubMethodConv  , 52
sshregex ,18

standards69

startingclient, 59

startingsener daemon55,56
stoppingsenerdaemonb8
StrictHostKeyChecking , 30
subconfiguration20

Subject ,43

SubjectRegex ,43
subsystem58

support,12
supportectiphernegotiation,57
supportecplatforms,12
supportedstandards69

SuSE 56

SymbianOSs,12
symmetricencryption, 15
systemconfiguration,13
SystemV, 56

takingover acommunication10
TCPtraffic tunneling,24
TCPwrappers21

TCP/IR9

tcpd , 22

tcpdchk , 23

tcpdmatch |, 23
technicalsupport,12
Telnet,9, 10

terminationof connection57
TGT (ticket grantingticket), 45
third-partyproducts,12

ticket grantingticket (TGT), 45
traditional ,18
transfer57

trustedCA, 41

TTY allocation 47
tunnel:incoming,25

tunnel: outgoing,25
tunneling,24
tunneling:agent,28
tunneling:FTPR, 26
tunneling:X11, 27
Twofish,70

twofish |, 16

UNIX, 12

userauthentication33
usercertificate 41

userlogin: restricting,18
UserConfigDirectory , 37
UserSpecificConfig , 21

usingauthenticatioragent,61
usingchrootmanager62
usingpublic-key manager63
usingsecurecopy, 60
usingsecurdile transfer 60
usingsenerdaemonp5
usingtheclient, 59

VARACE 48
versionnumbey11
VMS, 12

Windows 2000,12
Windows 95,12
Windows 98,12
Windows Me, 12
Windows NT, 12
Windows XP, 12

X.509 certificate 42
X.509key format,32,44
X11 connection24

X11 forwarding,27
xauth , 28

zlib compression].7
zsh fileglob ,18
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